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is proving effective, with 80% of organizations reporting
reduced phishing susceptibility.

attacks use Business Email Compromise (BEC) or CEO Fraud.

 
of 95% of cybersecurity breaches¹, with 68% of all breaches
in 2023 involving non-malicious human actions².

1. Executive Summary

95%
40%

80%

Human error is the main cause

Security awareness training adoption 

Over 40% of successful social engineering

1IBM (2024 Cost of Data Breach Report 
2Verizon 2024 Data Breach Investigation Report (DBIR) 
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Cyber Security
Spending 

Is projected to reach 
$90 billion in 2024. 

Cybercrime Costs
SMEs 

An average of 
$2.2 million per 
year, highlighting 
the urgent need for 
robust cybersecurity 
measures¹. 

88% of Boards Now
View... 

Cybersecurity as a 
business risk, 
not just a 
technological 
concern³. 

66% of Small
Businesses 

Are concerned about 
cyber security risk, 
yet 47% lack the 
understanding to 
protect themselves 
effectively. 

Security Awareness
Training 

Adoption is 
rising, with 80% 
of organizations 
reporting 
reduced phishing 
susceptibility. 

Of all security breaches
take place due to
human error.

Of all targeted cyber
attacks are laid on
employees through
email.

How to Reduce Human Cyber Risk: A Strategic Roadmap

Of data breaches occur
due to employees
through emails.

Of the C-suite executives
believe that human error
is the primary cause of
data breach.

4

Security Breaches Led by Human Error

The Urgency of Addressing Human Cyber Risk

96% 44% 24% 41%

1IBM (2024 Cost of Data Breach Report 
2Verizon 2024 Data Breach Investigation Report (DBIR) 
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Key strategies include:

Implementing effective cybersecurity training.
Fostering a security-oriented culture.
Calculating and demonstrating cybersecurity ROI.
Continuously monitoring and measuring success.
Leveraging specialized tools such as usecure’s uLearn, uPhish,
uPolicy, and uBreachPro.

How to Reduce Human Cyber Risk: A Strategic Roadmap

This whitepaper provides a comprehensive guide to understanding,
assessing, and mitigating human cyber risk, including a step-by-step
implementation roadmap.

By addressing human cyber risk, organizations can enhance their
overall security posture, protect valuable assets, and build resilience
against evolving threats. This guide offers practical insights for a more
secure future in an increasingly complex digital environment. To begin
this journey, let’s first explore the human element in cybersecurity and
why it’s crucial to address these risks.

Even basic training programs can deliver a 7-fold ROI⁶. Average-
performing programs result in a 37-fold return on investment⁶.
Effective training can reduce phishing risk from 60% to 10% within
12 months. 

5

Return on Investment

⁶Ponemon Institute
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“As we stand at crossroads of
technological advancement
and cybersecurity challenges,
one factor remains constant:
the pivotal role of human
behavior in safeguarding digital
environments. As we look to
the future, the intersection of AI,
remote work, and increasingly
sophisticated cyber threats will
continue to challenge businesses
of all sizes. However, SMBs are
particularly vulnerable, often
lacking the resources of larger
enterprises but facing the
same threats. 

At usecure, we’re committed to
leveling the playing field. Our
Human Risk Management
platform empowers SMBs to
build a security-savvy workforce
through automated, personalized
training and continuous risk
assessment. We believe that by
transforming employees from
potential vulnerabilities into
active defenders, businesses can
significantly enhance their
security posture.

The future of cybersecurity isn’t
just about technology – it’s about
people. By focusing on human
risk management, we’re not just
protecting businesses; we’re
creating a culture of security that
extends beyond the workplace.
As we move forward, usecure will
continue to innovate, ensuring
that our clients stay ahead of
emerging threats and build
resilience in an increasingly
complex digital world.”
 
Charles Preston,
CEO of usecure

How to Reduce Human Cyber Risk: A Strategic Roadmap
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Human cyber risk refers to the potential for security breaches, data loss, or other incidents
caused by human actions or errors within an organization. These risks can arise from
various factors, including lack of awareness, carelessness, or even malicious intent.

 

2. Introduction to Cyber risk
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1IBM (2024 Cost of Data Breach Report 

2 Verizon 2024 Data Breach Investigation Report (DBIR)
⁷ State of Phish 2024

 

⁸ Databasix 
⁹ Cyber Security Breaches Survey
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The Verizon 2024 Data Breach Investigations Report (DBIR) found that
68% of breaches in 2023 involved non-malicious human actions, with
human errors driving 28% of those incidents. These statistics highlight
the pressing need for businesses to prioritize human vulnerabilities in
their cybersecurity plans.

Managed Service Providers (MSPs): MSPs manage security for both
their own and their clients’ systems. A single mistake could jeopardize
multiple businesses, leading to cascading financial losses, legal troubles,
and reputational harm. 

Financial Services: With access to sensitive financial data, employees in
this sector are prime targets for social engineering attacks. 

Healthcare: The combination of sensitive patient data and often
outdated systems makes this sector particularly vulnerable to human-
induced breaches. 

Human Cyber Risk
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Despite these risks, many businesses are not adopting cybersecurity solutions fast enough to 
mitigate human risk. The UK government’s Cyber Security Breaches Survey⁹ 2024 reports only a 
modest increase in the adoption of controls and procedures, with areas like security awareness 
training and supply chain risk management needing significant improvement.These findings 
underscore the urgent need for businesses to prioritize human cyber risk management.

With this understanding of human cyber risk and its prevalence, we can now explore why addressing 
it is crucial for modern businesses.

9

Over 40% of
successful social
engineering
attacks use
Business Email
Compromise
(BEC) or CEO
Fraud².

 

Users typically
fall for phishing
emails in
less than 60
seconds².

71% of working
adults admitted
to taking a
risky action,
such as reusing
or sharing a
password⁷.

An IBM study
found that
human error
is the cause
of 95% of
cyber security
breaches¹.

of cyber attacks
start with an
email⁸

1IBM (2024 Cost of Data Breach Report 
2 Verizon 2024 Data Breach Investigation Report (DBIR)

⁷ State of Phish 2024
 

⁸ Databasix 
⁹ Cyber Security Breaches Survey

40% 60s 71%

Data on cyber incidents related
to human error is alarming

95% 75%
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The Importance of Addressing Human Cyber Risk

1IBM (2024 Cost of Data Breach Report 
2Verizon 2024 Data Breach Investigation Report (DBIR)

⁷ State of Phish 2024
 

¹⁰PwC Consumer Intelligence
¹¹Unity Connect

Now that we've defined human cyber risk and its
prevalence, it's crucial to understand why
addressing it is a top priority for modern
businesses. Let's explore the importance of
managing human cyber risk in today’s landscape: 

Evolving Threat Landscape: Cybercriminals
are increasingly targeting human
vulnerabilities, making a human-centric
approach to cybersecurity crucial. 
Rapid Response Requirement: Cyber attacks
happen quickly. According to the Verizon
2024 DBIR², users typically fall for phishing
emails in less than 60 seconds. This
underscores the need for fast detection and
response, making a human-centric
cybersecurity approach essential. Financial
Impact: The average cost of a data breach in
2023 was $4.45 million¹, highlighting the
significant financial risk of human-induced
incidents. 
Regulatory Compliance: Regulations like
GDPR, CCPA, HIPAA, and others require
organizations to implement measures that
address human 

cyber risk, including employee training and
incident response planning.

Customer Trust: 87% of consumers would
take their business elsewhere if they don’t
trust a company to handle their sensitive
data responsibly¹⁰.

Long-term Consequences: Ignoring human cyber
risk can lead to severe, lasting impacts: 

Persistent financial losses from recurring
breaches and remediation costs. 
Reputational damage, causing a loss of
customer trust and business opportunities. 
Legal and regulatory penalties for non-
compliance with data protection laws. 
Higher insurance premiums or difficulty
securing cyber insurance. 
Operational disruptions that affect productivity
and revenue. 
Competitive disadvantage in an increasingly
security-conscious market 

Did you know? 

Small businesses face costs of
up to £337 per minute of

downtime. Large businesses can
lose up to £12,633 per minute of

downtime.

By prioritizing human cyber risk management,
organizations can strengthen their overall
security posture, protect valuable assets, and
build resilience against evolving threats. In the
following sections, we’ll explore strategies for
assessing and mitigating human cyber risk,
including how usecure’s innovative tools can
help strengthen your organization’s defenses. 

Did you know? 

Small businesses face costs of
up to £337 per minute of

downtime. Large businesses can
lose up to £12,633 per minute of

downtime.
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To effectively mitigate human cyber risk, it's crucial to understand its various facets and
underlying causes. This section explores the types of human errors in cybersecurity, the
behavioral factors contributing to cyber risk, and the role of organizational culture in
shaping cybersecurity practices.

3. Understanding Human Cyber Risk
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¹¹Unity Connect
¹²Janusnet
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Human errors in cybersecurity come in various forms, each presenting
different challenges. Some of the most common types include:

Phishing and Social Engineering: Over 40% of successful social
engineering attacks involve Business Email Compromise (BEC) or CEO
Fraud. These tactics exploit human trust and urgency.

Weak Password Practices: Many employees still use weak or reused
passwords, increasing the risk of unauthorized access.

Mishandling Sensitive Data: Errors such as sending sensitive data to
the wrong person or accidentally sharing it in the cloud account for
28% of breaches.

Unauthorized Software Installation: Installing unauthorized software
can expose the company to malware or other vulnerabilities.

Failure to Update Systems: Neglecting critical security updates leaves
systems open to known vulnerabilities.

Physical Security Lapses: Leaving devices unattended or failing to
properly dispose of sensitive documents can lead to data breaches.

Human Behavior Contributing to
Cyber Risk

Types of Human Errors in
Cybersecurity

Human behavior plays a significant role in cyber risk. Understanding the
psychological and behavioral factors behind errors helps in creating effective
mitigation strategies. Key factors include:

Always Connected Mindset: The habit and expectation of constant
connectivity can lead to risky behavior.

Complacency: Employees may become less vigilant over time as they get
used to security protocols. Frequent exposure to "I accept" buttons and
warnings leads to automatic, unconsidered actions.

Lack of Awareness: Many employees don’t fully grasp the range or impact of
cyber threats.

Cognitive Biases: Biases like optimism bias ("It won’t happen to me") or
confirmation bias can lead to risk underestimation.Social Etiquette and Trust:
Sharing information as a sign of trust can lead to insecure practices.

Stress and Fatigue: High-pressure environments and employee burnout
increase the likelihood of errors.

Convenience Over Security: The desire to access content quickly can
overshadow security concerns.

Lack of Accountability: When employees don’t feel personally responsible
for cybersecurity, they may ignore best practices.
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Engaging Awareness
Training

Conduct regular,
interactive training

sessions to build security
knowledge and skills.

Positive Security Culture
Foster an environment

that promotes reporting
incidents and learning
from mistakes without

fear.

Clear, Actionable
Guidelines

Provide straightforward,
easy-to-follow security

protocols for employees.

Recognition and Rewards:
Acknowledge and

incentivize good security
practices among staff.

To effectively change employee behavior and minimize cyber risk,
businesses should focus on:

Human Behavior Contributing to
Cyber Risk
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The Role of Culture in
Cybersecurity

Organizational culture is a crucial factor in shaping cybersecurity
attitudes and behaviors. A strong security culture makes
cybersecurity everyone’s responsibility and a natural part of daily
operations. 

Key aspects of a positive security culture include:

Leadership Commitment: Leaders who prioritize and model
good security practices set the tone for the entire organization.

Open Communication: Encouraging open discussions about
security helps identify risks early.

Continuous Learning: Promoting continuous improvement in
security practices.

Positive Reinforcement: Recognizing secure behaviors, not just
punishing mistakes.

Integration with Business Goals: Aligning security with broader
business objectives to demonstrate its importance.
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To effectively change employee behavior and reduce cyber risk,
businesses can focus on foundational strategies such as:

Implementing Engaging Security Awareness Training:
Regular, interactive sessions that address specific behaviors
and biases.

Building a Security-First Culture: Encourage open
communication and make security a shared responsibility.

Using Behavioral Nudges: Implement reminders and prompts to
encourage secure behavior.

Providing Clear Guidelines and Incentives: Offer
straightforward instructions and reward secure practices.

Introduction to Behavior Change
Strategies
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Having explored the various facets of human cyber risk, including the types of
errors, behavioral factors, and cultural influences, it is clear that understanding
these elements is only the first step. To effectively mitigate these risks,
organizations must take proactive measures to assess their current risk
profile. This involves identifying vulnerabilities within their human firewall 

and determining which employees or areas are at higher risk. By conducting
a thorough human risk assessment, businesses can gain valuable insights
into their security posture and develop targeted strategies to strengthen their
defenses.

16

Mas-mailed Phising

Before

Targeted Emails

After

Social Media and Web Scams

Percentage Indictating “Capable” or “very Capable”

Perceived Ability of Employees at Recognizing Various Threats
Before and After Security Awwareness Training 

23% 68% 27% 63% 24% 57%

¹³ Osterman Research, Inc.
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With a clear understanding of the human factors contributing to cyber risk, including types
of errors, behavioral influences, and cultural aspects, we can now turn our attention to
assessing your organization's current risk profile. This assessment is vital for developing
targeted mitigation strategies.

4. Assessing Your Current Cyber Risk
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A thorough human risk assessment identifies vulnerabilities within your organization’s human firewall. usecure’s platform offers robust tools for
these assessments, including gap analysis features to pinpoint areas where your practices may not align with industry standards or best practices.

Here’s a step-by-step guide to conducting this assessment:

Conducting a Human Risk Assessment

1. Define Scope: Determine the
departments, processes, and

systems to be assessed. 

2. Identify Potential Threats:
List all human-related cyber

threats that could impact
your organization. 

3. Assess Current Controls:
Review your existing security
measures and evaluate their

effectiveness. 

4. Conduct Surveys and
Interviews: Collect insights
from employees about their

security awareness and
practices. 

5. Simulate Attacks: Use tools
like usecure’s uPhish to

simulate phishing attacks and
gauge employee responses. 

7. Analyze Results: Review the
data to identify patterns,

vulnerabilities, and areas of
concern. 

8. Gap Analysis with usecure:
Utilize usecure’s gap analysis to

identify critical gaps in
employees’ cybersecurity

knowledge.

9. Develop an Action Plan:
Create a prioritized list of

actions to mitigate the
identified risks.

6. Analyze Results: Review
the data to identify patterns,
vulnerabilities, and areas of

concern. 
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Not all employees present the same level of cyber risk. Identifying high risk
individuals or groups allows for more targeted and effective mitigation
strategies. 

Key metrics to consider include:

Low scores on security awareness quizzes signal a need for further
education. 

Access Levels: Employees with high-level access to sensitive systems or
data pose a higher risk. 

Job Function: Roles such as finance or HR are more likely to be targeted
by cyber attackers. 

Past Incidents: Employees involved in previous security incidents may
need closer monitoring or support. 

Behavioral Indicators: Unusual login patterns or attempts to access
restricted areas can signal potential issues.

19

Identifying High-Risk Employees 
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Armed with insights from your human risk assessment, it's time to implement effective
strategies to strengthen your human firewall. Let's explore seven key strategies to reduce
human cyber risk in your organization.

5. Seven Strategies to Reduce
Human Cyber Risk
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Effective cybersecurity training is crucial for reducing human cyber risk.
Best practices for implementing such training include:

Personalized Learning Paths: Use adaptive learning platforms like
usecure's uLearn to tailor training to individual needs and risk
profiles.
Regular, Bite-sized Training: Deliver short, frequent training
modules rather than infrequent, lengthy sessions.
Interactive Content: Utilize engaging, interactive content to
improve retention and application of security knowledge.
Real-world Scenarios: Incorporate relevant, real-world examples
to demonstrate the practical importance of cybersecurity.
Continuous Assessment: Regularly assess employee knowledge
and adjust training as needed.
Positive Reinforcement: Recognize and reward employees who
demonstrate good security practices.

Measuring the effectiveness of cybersecurity initiatives is crucial. A
Ponemon Institute study found that organizations with metrics to
measure cybersecurity performance allocate resources more efficiently
and improve threat detection. 

Furthermore, PwC’s Global Investor Survey highlighted that 79% of
investors consider cybersecurity and privacy to be crucial factors in
their investment decisions, underscoring the importance of
demonstrating a positive return on security investment (ROSI).

21

1. Implement Comprehensive Cybersecurity Training

 

10%

43%

10%

 0 - 30 minutes

31 - 59 minutes 

1 - 2 hours 2

- 3 hours

Over 3 hours

7%

95% of Organizations deliver phising
awareness training.

Time Allocated to Security Awareness
Training each year

23%

6%
10%

 Twice per month

Quarterly 

Yearly

Monthly

Twice per year

Frequenct of Security
Awareness Training 

Few organizations restrict
training to just once a year.

38%

23%

¹⁴The State of the Profession: The 2021 EMS Trend Report

30%
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A strong security culture is essential for sustaining long-term
cybersecurity awareness. 

Methods to embed security awareness into company culture include: 

Leadership Commitment: Ensure leaders visibly prioritize and model
strong security practices. 

Open Communication: Encourage discussions about security to identify
risks early and foster a culture of transparency.

Positive Reinforcement: Recognize and reward employees who
demonstrate good security practices. 

Integration with Business Goals: Align security initiatives with broader
business objectives to demonstrate their importance. 

Incident Sharing: Openly discuss security incidents to promote learning
(anonymized, if necessary).

To sustain cybersecurity awareness over time, regularly refresh and
update security messaging to avoid fatigue, continuously evolve training
to address emerging threats, and celebrate successes and milestones in
security.

22

2. Foster a Security-Oriented
Culture
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The role of Artificial Intelligence (AI) in cybersecurity is growing, with the
market size projected to reach $102.78 billion by 2032. AI is enhancing
threat detection, response, and automation in everyday security tasks.

 Key benefits of AI in cybersecurity include:

AI-Powered Threat Detection: Implement AI-based solutions to
improve real-time detection and analysis of threats, minimizing human
error and response time.

Phishing Simulations: Automate phishing simulations with tools like
usecure's uPhish to help employees identify phishing attempts.

Access Management: Integrate AI to strengthen access control
systems and monitor for unauthorized access attempts in real-time.

With 76% of enterprises prioritizing AI and machine learning in their IT
initiatives, adopting AI-based technologies now is critical for staying
ahead of modern threats.

23

3. Leverage Advanced Technologies

¹⁵Precedence Research
¹⁶ Forbes
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A well-defined incident response plan is critical for minimizing the
impact of security breaches. 

Key components include:

Timely Breach Notification: Ensure compliance with regulations
like GDPR and CCPA by establishing clear protocols for incident
reporting.

Human Error Consideration: Design incident response plans that
account for potential human errors and outline steps for
mitigation.

Regular risk assessments help maintain an up-to-date understanding of
your organization's vulnerabilities. 

Key steps include:

Identify High-Risk Employees: Focus on individuals or groups with
higher access levels or previous security incidents for targeted training.

Simulate Attacks: Use simulated attacks to evaluate employee
responses and identify vulnerabilities.

Quantify Risks: Assign risk levels based on the likelihood and potential
impact of identified vulnerabilities.

24

4. Develop a Robust Incident
Response Plan

5. Conduct Regular Risk
Assessments
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$35.41

As technology advances, so do the threats to cybersecurity. Emerging risks—
such as AI-powered phishing, deep fakes, and the unique challenges of remote
work—demand forward-looking strategies. 

Key areas of concern include:

Remote Work Security: Implement secure remote access solutions and
specialized training for remote workers to reduce vulnerabilities outside the
traditional office.
AI-Powered Phishing and Deepfake Threats: New AI-driven attacks are
becoming more sophisticated. Educate employees on recognizing AI-
generated phishing attempts and deepfake manipulation.

$42.29

A well-defined incident response plan is critical for minimizing the impact of security breaches. 

$50.51
$60.63

$72.05

$86.05

By preparing for these future risks, organizations can ensure they remain
resilient in the face of an evolving threat landscape.

$102.78

AI as a Double-Edged Sword: While AI enhances security, it can also be
weaponized by attackers. Stay ahead by investing in detection technologies
that can identify AI-driven threats.
IoT and 5G Security: As these technologies become more prevalent, address
the unique security challenges they present, such as increased attack
surfaces and faster data transmission speeds.
Quantum Computing Threats: While still emerging, quantum computing
could potentially break current encryption methods. Begin exploring
quantum-resistant cryptography.
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6. Adapt to Emerging Threats

• 

• 

• 

• 

• 

100

90

80

70

60

50

40

30

20

10

0

2022 2023 2024 2025 2026 2027 2028 2029 2030 2031 2032

¹⁵Precedence Research
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Security is an ongoing cycle that requires continuous attention and adaptation. By
leveraging usecure’s comprehensive platform, organizations can effectively manage each
stage of this cycle.

Implementing these strategies allows organizations to effectively reduce human cyber risk,
enhance their cybersecurity posture, and build resilience against evolving threats. The
subsequent sections will detail how to monitor and measure the success of these initiatives.

How to Reduce Human Cyber Risk: A Strategic Roadmap
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7. Implementing usecure’s solutions
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Now that we've explored various strategies to reduce human cyber risk, let's outline a
practical implementation roadmap. This high-level guide will help organizations
systematically improve their human cyber risk management.

6. Roadmap to Reducing Human
Cyber Risk
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Step 1: Assess 
Current State

Step 5: Monitor and 
Measure

Step 2: Define
Objectives and KPIs

How to Reduce Human Cyber Risk: A Strategic Roadmap

Step 6: Continuously 
Improve

Step 3: Develop a 
Tailored Program

Step 7: Foster a Security-
First Culture

Step 4: Launch and Com-
municate

By following this roadmap,
organizations can systematically
address human cyber risk and build
a more resilient security posture.
Remember, reducing human cyber
risk is an ongoing process that
requires commitment, adaptability,
and continuous improvement

28

 

Conduct a
comprehensive risk
assessment
Evaluate existing
security awareness
programs 
Identify key
vulnerabilities and
gaps in human
cyber defense

 

Regularly assess
program effectiveness
using defined KPIs
Conduct ongoing
phishing simulations
and security
assessments 
Gather feedback from
employees and
stakeholders 

 

Analyze results and
identify areas for
improvement 
Stay updated on
emerging threats and
best practices 
Refine and adapt the
program based on
performance data 

 

Set clear, measurable
goals for risk reduction
Establish baseline
metrics for tracking
progress 
Align objectives with
overall business
strategy

 

Integrate security
into all aspects of the
organization
Recognize and
reward security-
conscious behavior
Encourage open
communication
about security
concerns 

 

Design a customized
security awareness
training program
Create targeted
phishing simulation
campaigns 
Implement role-based
access controls and
least privilege
principles

 

Roll out the new
program in phases
Develop a clear
communication
strategy 
Ensure leadership buy-
in and visible support
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While implementing these strategies and roadmap is crucial, the work doesn't end there. To
ensure the effectiveness of your human cyber risk management efforts, it's essential to
continuously monitor and measure your progress. Let's examine how to track and evaluate
the success of your initiatives.

7. Monitoring and Measuring Success
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Key Performance Indicators (KPIs) provide a structured approach to
evaluating progress and identifying areas for improvement. 

Key metrics to consider include:

Phishing Simulation Click Rates: Measure the percentage of
employees who fall for simulated phishing attacks.

Security Awareness Scores: Track employee performance on security
knowledge assessments.

Incident Reporting Rates: Monitor how frequently employees report
suspicious activities.

Policy Compliance Rates: Measure adherence to security policies and
procedures.

Time to Detect and Respond: Track how quickly potential security
threats are identified and resolved.

Human-Error Incident Rate: Monitor the frequency of security
incidents caused by human error.

Training Completion Rates: Track participation in security awareness
programs.

30

KPIs for Cybersecurity 
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Use this basic formula to determine your Return on Security
Investment (ROSI):

ROSI = (Annual Cost of Security Incidents Avoided - Annual
Security Investment) / Annual Security Investment

For example, if your annual security investment is $100,000 and it
prevents $500,000 in potential losses, your ROSI would be 4,
indicating a 400% return on investment.

Calculating Cybersecurity ROI 

Tools and Frameworks for ROI
Analysis
To streamline and standardize your ROI calculations, consider utilizing
the following resources:

ROI calculators: Many cybersecurity vendors offer specialized
tools to help estimate the return on investment for their products. 
Risk assessment frameworks: Established frameworks like NIST
Cybersecurity Framework and ISO 27001 can provide structured
approaches to evaluating cybersecurity investments. 
Financial analysis tools: General-purpose financial software can
be adapted for cybersecurity ROI calculations 

Calculating the ROI of your cybersecurity initiatives is crucial for justifying
investments and demonstrating the value of your human cyber risk
reduction efforts.

Return on Investment as a Success
Metric

Key Components of Cybersecurity ROI Calculation

When assessing ROI, consider the following factors:

Initial costs: Hardware, software, and implementation
expenses 
Operational costs: Ongoing maintenance, updates, and
training 
Benefits: Cost savings from prevented breaches and reduced
downtime 
Indirect savings: Avoided legal fines and reputational damage
to implement measures that address human cyber risk,
including employee training and incident response planning. 
Customer Trust: 87% of consumers would take their business
elsewhere if they don’t trust a company to handle their sensitive
data responsibly¹⁰.

usecure How to Reduce Human Cyber Risk: A Strategic Roadmap
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Challenges in ROI Calculation
Be aware of these challenges when calculating cybersecurity ROI:

Difficulty in quantifying intangible benefits like improved
reputation
Variability in the cost and impact of potential security incidents
Rapidly evolving threat landscape affecting long-term ROI
projections

Best Practices for ROI Analysis

To maximize the accuracy and usefulness of your ROI calculations:

Set clear, measurable goals for your cybersecurity initiatives
Use industry benchmarks to contextualize your ROI figures
Regularly review and update your ROI calculations to reflect
changes in the threat landscape
Consider both quantitative and qualitative benefits in your
analysis

By incorporating ROI analysis into your monitoring and measurement
strategy, you can better demonstrate the value of your human cyber
risk reduction efforts and make data-driven decisions about future
investments.

To maintain momentum, organizations must embrace continuous improvement,
adapting to new challenges and opportunities. 

Organizations should:

Conduct Regular Risk Assessments: Periodically assess your risk profile to
identify new vulnerabilities.
Establish Feedback Loops: Gather employee feedback on security practices
and training to make necessary adjustments.
Analyze Trends: Use long-term data trends to spot areas of improvement.
Benchmark: Compare your organization’s performance against industry
standards.
Adaptive Training: Continuously update training materials based on
emerging threats and performance data.
Leverage New Technologies: Stay current by integrating new tools and
technologies to enhance your risk management efforts.

Challenges in maintaining continuous improvement include:

Keeping pace with rapidly evolving cyber threats
Maintaining employee engagement and preventing security fatigue
Balancing security needs with operational efficiency
Securing budget and resources for ongoing security initiatives

As we’ve seen throughout this whitepaper, addressing human cyber risk is an
ongoing process of assessment, implementation, and evaluation. Let’s
summarize the key takeaways and look at the broad implications for your
organization’s cybersecurity posture. 

Continuous Improvement
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8. Case Study: Heffron’s Success
with usecure
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Background: Heffron, a financial services company in Australia, faced the
challenge of protecting sensitive client data after an employee fell for a
phishing email. This incident highlighted the need for comprehensive
cybersecurity training across the organization.

Solution: Heffron implemented usecure’s human risk management
solutions, which included: 

Automated Phishing Simulations: Regular simulations every four
weeks to train employees on spotting phishing attempts. 

Targeted Training Courses: Employees received personalized training
based on their risk profiles. 

Inline Training: Immediate refresher courses for employees who fell for
simulated phishing emails.

Results: Within six months, Heffron achieved:

A reduction in their Human Risk Score from 617 to 566.
A decrease in employee phishing compromise rates from 7.6% to
2.1%.
Enhanced cybersecurity awareness and a more vigilant workplace
culture.

The implementation of usecure's platform led to a more security-conscious
culture at Heffron, with employees becoming adept at spotting and
reporting even sophisticated phishing attempts.

Read More: Full Heffron Case Study.

With a well-defined strategy, using usecure’s solutions ensures
comprehensive management of each phase of the security cycle. The
success story of Heffron exemplifies the tangible benefits and effectiveness
of these strategies in practice.
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Case Study

https://2707865.fs1.hubspotusercontent-na1.net/hubfs/2707865/usecure%20Case%20Studies/usecure%20Case%20Study%20%E2%80%93%20Heffron%20(Direct).pdf
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As we've seen throughout this whitepaper, addressing human cyber risk is an ongoing
process of assessment, implementation, and evaluation. The human element remains a
significant factor in cybersecurity breaches, with 68% involving non-malicious actions.
SMEs are particularly vulnerable, facing cyber crime costs averaging $2.2 million
annually.

Effective management requires targeted training, cultural change, and continuous
assessment. By leveraging platforms like usecure, businesses can strengthen their
security posture and build resilience against evolving threats.

9. Conclusion
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Take Action Now

Request a Demo

Together, let’s create a safer digital environment for your business.

How to Reduce Human Cyber Risk: A Strategic Roadmap

For personalized guidance and to see how usecure can transform your cybersecurity approach,
request a demo of our Human Risk Management platform.

Key Takeaways:

68% of breaches involve human error, often non-malicious.
SMEs face average cybercrime costs of $2.2 million annually.
43% of cyber-attacks target SMEs.
Effective management requires targeted training, cultural change, and ongoing assessment.
Leveraging platforms like usecure enhances human risk management.
Continuous improvement is essential to stay ahead of threats.

By prioritizing human cyber risk management and implementing the strategies outlined in this
whitepaper, businesses can greatly strengthen their security posture, safeguard valuable assets, and
build resilience against cyber threats. As cybercrime costs are predicted to reach $10.5 trillion
annually by 2025 (Cybersecurity Ventures), the importance of robust human cyber risk management
cannot be overstated.
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https://www.usecure.io/en/demo-centre
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10. Appendix
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usecure is a leading provider of human risk management and security awareness 
training solutions. Our mission is to help organizations build a strong human firewall by 
empowering employees with the knowledge and skills to identify and mitigate 
cyber threats. 

www.secure.oi 

About usecure

http://www.usecure.oi/

