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TRUSTAI RUNTIME SECURITY OVERVIEW

Secure Agentic Al at Runtime with

TrustLogix TrustAl is a unified policy control plane built to secure enterprise Al and agentic workflows at runtime. It helps
organizations govern how Al agents, copilots, MCP tools, applications, and machine identities access sensitive data, tools,
and downstream systems while preserving auditability and operational speed.

Built on the TrustDSPM and TrustAccess foundation, TrustAl combines discovery, integration with data classification and

semantic context, policy evaluation, and real-time enforcement in one architecture. This makes it especially relevant for

organizations prioritizing agent security and runtime security rather than static governance alone.

WHY TRUSTAI

Runtime-first control for Al and agents
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Runtime control for Al Context-aware policy Advanced PDP controls for Continuous auditability and
agents, copilots, MCP tools, evaluation using identity, custom enterprise agents. rapid-response kill-switch
and applications. sensitivity, requested capabilities.

action, semantic context,
and runtime environment.

TWO DEPLOYMENT MODES

One control plane, two enforcement paths

© Gateway mode &3 Directintegration + PDP mode
Gateway mode secures off-the-shelf MCP tools, SaaS Direct integration + PDP mode is designed for custom
applications, and copilots by intercepting and brokering enterprise agents that require deeper runtime
requests before they reach protected systems. integration, advanced policy controls, and decisioning

close to the agent workflow.

FOUNDATIONAL LAYERS

Built on TrustDSPM and TrustAccess

<<?> TrustDSPM @ TrustAccess

TrustDSPM provides discovery, exposure mapping, risk TrustAccess provides least-privilege enforcement,
insight, and integration with data classification and masking, row-level controls, and dynamic policy
semantic context across the enterprise data enforcement across platforms such as Snowflake,
environment. Databricks, AWS, Azure, Bl tools, and knowledge

systems.
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SOLUTION ARCHITECTURE

SOLUTION ARCHITECTURE

A unified control plane across runtime and data

The architecture illustrates two TrustAl enforcement paths: Gateway mode for MCP tools, Saas, and copilots, and direct integration plus PDP

mode for custom enterprise agents with advanced runtime controls and kill-switch protection.

RUNTIME RESOURCES
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MCP TOOLS SAAS COPILOTS

Model Context APPLICATIONS Microsoft Copilot,
Protocol tools and Enterprise SaaS apps GitHub Copilot,
connectors and services custom copilots
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CUSTOM Al ASSISTANTS APPLICATIONS
ENTERPRISE Chatbots and virtual Enterprise
AGENTS assistants applications and
Autonomous agents services

and workflows

TrustAl

GATEWAY MODE

Secure access for off-the-shelf tools, Saa$S, and copilots
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MCP TOOLS

MCP protocol
brokerage and
secure connectivity
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COPILOTS
Secure access and
control for Al
copilots

SAAS
APPLICATIONS
Intelligent routing

and policy
enforcement for
SaaS

LEAST-PRIVILEGE
ENFORCEMENT

Ensure users and agents

access only what's
necessary

TrustAccess

Data Access Governance & Policy
Enforcement

INTEGRATION WITH
DATA
CLASSIFICATION AND
SEMANTIC CONTEXT
Automatically enrich data
with classification,
sensitivity, and business
meaning

TrustDSPM

Data Security Posture Management

HOW IT WORKS

PROTECTED ENTERPRISE DATA AND SYSTEMS
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SNOWFLAKE DATABRICKS AWS AZURE
Data Warehouse Data Lakehouse S3, RDS, Redshift, Glue, ADLS, Synapse, SQL
Lambda Database, Key Vault
il g 8
BITOOLS SAAS DATA KNOWLEDGE DATA PLATFORMS
Power BI, Tableau, Salesforce, STORES Operational &
Looker, Qlik ServiceNow, Workday, Confluence, Analytical Databases
Slack, Microsoft 365 SharePoint, Notion,
Vector DBs

Runtime Security & Agent Security Control Plane

DIRECT INTEGRATION + PDP MODE

Deep integration for custom agents and policy decisioning
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CONTEXT-
AWARE
CONTROLS
Evaluate identity,
intent, data, device,
and environment
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CUSTOM
ENTERPRISE
AGENTS
Autonomous agents
with secure identity
and guardrails
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KILL-SWITCH /
SESSION
REVOCATION
Immediately revoke
access or block
risky activity

POLICY RUNTIME
DECISION POINT AUTHORIZATION
(PDP)
Centralized policy
evaluation engine

Authorize actions
based on policy
outcomes

ROW-LEVEL SECURITY
Restrict data access at
row or record granularity

DYNAMIC POLICY
ENFORCEMENT

Apply adaptive policies
based on context and risk
in real time

MASKING

Dynamic data masking
and tokenization to
protect sensitive data
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EXPOSURE MAPPING
Map data flows, access
paths, and external
exposures

RISK INSIGHT
Continuously assess risk,
prioritize issues, and drive
security posture
improvement

DISCOVERY

Discover all data assets
across structured, semi-
structured, and
unstructured sources
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Evaluate intent, apply policy, authorize access

Runtime resources interact with TrustAl before reaching protected
enterprise data and systems. The TrustAl layer evaluates intent and
context, applies policy, and authorizes or blocks access in line with
enterprise controls.

TrustLogix TrustAl

TRUSTLOGIX  Unified Runtime Security for Al and Data

This architecture gives security and data teams a practical way to deploy
Al faster while reducing exposure from autonomous behavior, over-
permissioned access, and disconnected enforcement models.

Secure Every Interaction. Protect Every Asset.
Empower Every Agent.

trustlogix.ai




