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INTRO

» DB2 RECOVERY EXPERT - tool designed for backup 
recovery, transaction log analysis and data restorations in 
DB2 databases

» Practice usage:
» Recovery tables, indexes or entire database

» Restore data to specific point in time

» Analyze DB2 transaction logs

» Simple generation of Undo/Redo SQL operations

» Minimize downtime during recovery
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Difficult of recovery

» Time pressure during outages ( most common during night time)

» Missing documentation

» Most recovery knowlage in DBA head
» leads to  

» Human errors during recovery

» Compex dependency chains
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Difficult of recovery
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Example error
SQL1477N



Failure scenario

» Without DB2 recovery expert:

Scenario:
Production ; Thousands active users ; Continous transactions ; 24/7 system

At 02:05 , developer accidently runs

Restore + rollforward to 02:04:59 lose all vaild transaction after 02:05

Required database recovery procedure

Potential downtime or parallel recovery environment 
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Manual recovery

» Traditional recovery workflow
» Identify problem

» Find correct backup

» Determine PIT timestamp

» Restore database/tablespace

» Rollforward logs

» Validate consistency

Many manual decisions. Easy to make mistake. More stress.
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Manual recovery

» More effort of DBA  

» Risk of conclict during merge (parallel environment)

» More expensive
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Recovery expert overview

» DB2 recovery is not just:
» Restore

» Rollforward to time

» It is ..
» Identifying what exactly was lost

» Understanding dependencies

» Reconstructing a consistent recovery plan under time pressure
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Recovery expert overview

» What is it NOT

» Not replacement for backups

» Not a one-click diaster recovery button

» Not magic log resconstruction without limits

» Not effective for all storage models (colum organized – BLU)
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Recovery expert overview

» It does NOT replace DB2 recovery mechanism

» It automates decision-making layer

» It turns recovery from emergency improvisation into 

controlled procedure
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How it works
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How it works – Core internal funstions
» Backup metadata anaylsis

» Backup history and chians

» Timestamps

Identifies valid recovery paths and PIT options 

» Archive log analysis
» Active and archive logs

» Transaction history

determines what changed, when, and recovery time windows

» Dependency Analysis
» Foreign keys, indexes, tablespaces, schemas

prevents inconsistent or partial recovery data corruption

» Recovery plan generation
» Based on backups, logs and dependencies

restore sequences ; rollforward steps ; recovery and validation

automates recovery planning
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Instalation and configuration

» Tools:
» VMware® Workstation Pro 25H2u1

» Red Hat Enterprise Linux 10.1

» DB2 v12.1.4.0 - SERVER

» Db2 Recovery Expert LUW 5.5.0.1
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Instalation and configuration

» PREREQUISITES
» Starting, stopping, and administering the Db2 Recovery

Expert Server – user identity that was used for installation

» Requirements (DB Access)
» RE requires a user (or group) with: DBADM, DATAACCESS, CONNECT + 

create/execute privileges

» Additional EXECUTE rights on system procedures/functions are needed

» For datastores on another instance: SYSADM or SYSCTRL

» Authorities can be managed only by the creator or a SECADM user

» Access to managed DBs requires at least DBADM, DATAACCESS, CONNECT 
(more for recovery)
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Instalation and configuration

» Successful Recovery

» Requires archive logging and access to logs & backups (via RHF*)

» Data must be fully logged (NOT LOGGED operations limit recovery options)

» Backups must be available and up-to-date (required after LOAD/REORG)

» Sufficient resources: memory (Java)**, disk space, STMTHEAP***

» Limitations: no support for circular logging****, tape direct access, partial 
partition recovery
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*RHF – recovery history file      **JAVA_HEAP_SZ 16384      ***STMTHEAP 4096 4K pages ****LOGARCHMETH1 = LOGRETAIN



Instalation and configuration

» Recommended resource limits
» Recovery expert behaves like a heavy processing service 

» Processing backups, logs, temp data

» Many connections (JDBC, DB2)

» Memory usage (Java)

It is recomended to chnage default linux limits
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NO BACKUP – NO POINT FOR RECOVERY
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Links

» IBM Support: Fix Central – db2 recovery expert download

» VMware Workstation Pro 25H2u1

» Db2 Version 12.1 Mod 4 Fix Pack 0 for Linux, UNIX, and 
Windows

» Red Hat Enterprise Linux | Product trial

37

https://www.ibm.com/support/fixcentral
https://www.ibm.com/support/fixcentral
https://techdocs.broadcom.com/us/en/vmware-cis/desktop-hypervisors/workstation-pro/25H2/release-notes/vmware-workstation-pro-25h2u1-release-notes.html#GUID-d579eb39-4a27-49c9-b615-de6fda109020-en_id-f12b280c-0013-4d7e-8f86-5b87211832b0
https://techdocs.broadcom.com/us/en/vmware-cis/desktop-hypervisors/workstation-pro/25H2/release-notes/vmware-workstation-pro-25h2u1-release-notes.html#GUID-d579eb39-4a27-49c9-b615-de6fda109020-en_id-f12b280c-0013-4d7e-8f86-5b87211832b0
https://www.ibm.com/support/pages/db2-version-121-mod-4-fix-pack-0-linux-unix-and-windows
https://www.ibm.com/support/pages/db2-version-121-mod-4-fix-pack-0-linux-unix-and-windows
https://www.ibm.com/support/pages/db2-version-121-mod-4-fix-pack-0-linux-unix-and-windows
https://www.redhat.com/en/technologies/linux-platforms/enterprise-linux/server/trial?sc_cid=7013a000002pdRJAAY&gclsrc=aw.ds&gad_source=1&gad_campaignid=22032471080&gclid=EAIaIQobChMI1L7FuZW7lAMVfQqiAx3PqzWeEAAYASAAEgLxBfD_BwE
https://www.redhat.com/en/technologies/linux-platforms/enterprise-linux/server/trial?sc_cid=7013a000002pdRJAAY&gclsrc=aw.ds&gad_source=1&gad_campaignid=22032471080&gclid=EAIaIQobChMI1L7FuZW7lAMVfQqiAx3PqzWeEAAYASAAEgLxBfD_BwE


38



39



40



Having backups 

does not mean.. 

you are 

recoverable.
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DEMO

» Lab presentation
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? QUESTIONS ?
???
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