
Application security 
according to ISO 27001
A guide to applying ISO 27001/27002 recommendations to 
secure in-house and outsourced application development
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https://www.invicti.com/learn/software-composition-analysis-sca/
https://www.invicti.com/learn/static-application-security-testing-sast/
https://www.invicti.com/learn/interactive-application-security-testing-iast/
https://www.invicti.com/learn/dynamic-application-security-testing-dast/
https://www.invicti.com/white-papers/security-at-the-speed-of-software-dast-in-the-sdlc/
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@'2$)-<B9@$)-=<6)@<2D,$D5<6)@<
86$)3D)6)BD�=<6E!9<B6EE$)-<�92<$8*ED8D)3$)-<
30D!D<*26B3$BD!<3029'-09'3<30D<�%C�.

S'230D2=<!DB'2D<B9@$)-<*2$)B$*ED!<8'!3<6**E#<)93<9)E#<39<$)O09'!D<@D,DE9*8D)3< '3<6E!9<
39<6)#<9*D)O!9'2BD=<30$2@O*623#=<6)@<9'3!9'2BD@<B9@D.<�9<@9<30$!=<92-6)$763$9)!<)DD@<39<
 D<6562D<9�<30D<2D6EO592E@<302D63!<30D#<�6BD<6)@<')@D2!36)@<095<!9�3562D<5D6")D!!D!<
B6)<9*D)<30D<@992<39<6336B"D2!.
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https://www.linuxfoundation.org/wp-content/uploads/2020FOSSContributorSurveyReport_121020.pdf
https://www.linuxfoundation.org/wp-content/uploads/2020FOSSContributorSurveyReport_121020.pdf
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KC:<PCDOCXOJCXNC8?FP8<9<:<O<C8XF4X9FOJX?DNO<C8RX<P>:BK<PLXPFPMK<8>:F8BNCXDLNCCECPO8X
6JCNCXD??NF?N<DOCGX.JCX>FPOND>OX8JFB:KXD:8FXC8OD9:<8JXF6PCN8J<?XF4XOJCX>FE?:COCKX>FKCX
DPKX<POC::C>OBD:X?NF?CNO;GX*NF>CKBNC8XDPKX?F:<><C8X4FNX8C>BNCXKC8<LPRX>FK<PLRXDPKXOC8O<PLX
8JFB:KX9CX6N<OOCPX<POFXOJCX>FPOND>ORX6<OJXDPXF?O<FPXOFXDBK<OXOJF8CX?NF>CKBNC8H

T>>C88X>FPONF:X<8XDPFOJCNX>NB><D:X>FP8<KCNDO<FPGX@BN<PLXKCUC:F?ECPORX;FBNXFNLDP<VDO<FPX
8JFB:KX?NFU<KCXOJCXD??NF?N<DOCXD>>C88X:CUC:X4FNXDP;XNC8FBN>C8XPCCKCKX9;XOJCX8B??:<CNRX
DPKX9FOJX?DNO<C8X8JFB:KXC8OD9:<8JX8C>BNCX?NF>CKBNC8X4FNX>FKCXKC:<UCN;GX)?FPXOCNE<PDO<FPX
F4XOJCX>FPOND>OXSC<OJCNX9C>DB8CXOJCX8F4O6DNCX6D8XKC:<UCNCKXFNXOJCX8B??:<CNX4D<:CKX<PX<O8X
F9:<LDO<FP8QRX;FBNXFNLDP<VDO<FPX8JFB:KXNCEFUCXDP;XD>>C88XN<LJO8XLNDPOCKXOFXOJCX8B??:<CNRX
DPKXOJCX8B??:<CNX8JFB:KXKC8ONF;XD::X>F?<C8XF4X;FBNXKDODXDPKXNCOBNPXDP;XD88CO8GXTPKX<4XDOX
DP;XO<ECXOJCXFBO8FBN><PLX8B??:<CNX9C>FEC8XD6DNCXF4XDXKDODX9NCD>JX<PUF:U<PLX<O8X>FKCRX<OX
8JFB:KX9CX>FPOND>OBD::;XF9:<LDOCKXOFX?NFE?O:;XPFO<4;X;FBNXFNLDP<VDO<FPXDPKX6FN3X6<OJX
;FBXOFXNCECK;XOJCX8<OBDO<FPH

(NB><D::;RX9FOJXOJCX8B??:<CNXDPKX;FBNXFNLDP<VDO<FPXPCCKXOFX?CN4FNEX8C>BN<O;XOC8O<PLGX
0T0.X>DPX9CXB8CKXKBN<PLXKCUC:F?ECPOX9C>DB8CX;FBX6<::XJDUCXD>>C88XOFXOJCX8FBN>CX
>FKCRX9BOX@T0.X<8XD:8FXC88CPO<D:X9FOJXKBN<PLXKCUC:F?ECPOXDPKXD4OCNXKC?:F;ECPOGXIP>CX
OJCX>FKCX<8XKC?:F;CKRX;FBX8JFB:KX>FPO<PBCXOFXEFP<OFNXOJCX8B??:<CN=8X8C>BN<O;X?NF>CKBNC8X
DPKX?ND>O<>C8XOFX3CC?XB?X6<OJXDP;XNC?FNOCKXUB:PCND9<:<O<C8XD'C>O<PLXOJ<NKM?DNO;X8F4O6DNCX
B8CKX<PXOJCX8B??:<CN=8X>FKCG
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EHMF6Q?6LDCMJ6?D6L<D;B6QFN@9J?@;L?;@M=6:PI67OAA76@MLDCCMFBJ6?H9?65D;6FM4D?Q9?M696
BMBQL9?MB694@MMCMF?63Q?H65D;@6L<D;B6JM@2QLM6/@D2QBM@6?D6QFLD@/D@9?M6JML;@Q?5G6:F6?HM6
94@MMCMF?=6?HM6/@D2QBM@6JHD;<B6.M6@M1;Q@MB6?D6;JM6QFB;J?@5>J?9FB9@B69@LHQ?ML?;@M69FB6
QFN@9J?@;L?;@MG6:?6C;J?69<JD6/@D?ML?65D;@6D@49FQ89?QDFKJ6B9?96.569//<5QF46JML;@M69LLMJJ6
LDF?@D<J69FB6MFJ;@QF469//@D/@Q9?M6H9FB<QF46ND@69F56JMFJQ?Q2M6B9?9G6-HM6/@D2QBM@KJ6
D.<Q49?QDFJ6JHD;<B69<JD6QFL<;BM6CDFQ?D@QF46ND@6QF?@;JQDFJ69FB6C9<39@M69J63M<<69J6
MFJ;@QF46BMBQL9?MB6J;//D@?6QF649?HM@QF46M2QBMFLM6JHD;<B696.@M9LH6DLL;@G6:N6?HM6/@D2QBM@6
J;.LDF?@9L?J69F56DN6Q?J6JM@2QLMJ=6?HM6J9CM6LDF?@9L?;9<6?M@CJ6C;J?69//<56?D6
J;.LDF?@9L?D@JG60FB6?D6LD2M@6?HM6MF?Q@M6<QNML5L<M=6;/DF6LDF?@9L?6?M@CQF9?QDF=6?HM6
/@D2QBM@6C;J?6@M?;@F69<<6B9?969FB6LDF,4;@9?QDF6,<MJ6?D6?HM6D@49FQ89?QDF69FB6/@D/M@<56
@MCD2M65D;@6B9?96N@DC6Q?J6J5J?MCJG
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P^`YXSSZR`W^\`N^YFJZM`SWZIR`[HEILZEE`FR^NZEEZE]`E^BS\XRZ`ZLAIR^LYZLSE]`XL<`
<ZAZJ^FYZLS`\^RC3^\E]`^R=XLI_XSI^LE`[ZXR`BHJJ`RZEF^LEI[IJIS;`B^R`SWZ`EZNHRIS;`^B`SWZIR`
<XSX`:`XL<`SWXS`^B`SWZIR`NHES^YZRET`>ISW`\Z[`XFFJINXSI^LE`N^LESISHSIL=`;^HR`Y^ES`
ZMF^EZ<`XSSXNC`EHRBXNZ]`EZNHRIL=`XFFJINXSI^L`<ZAZJ^FYZLS`XL<`<ZFJ^;YZLS`IE`L^\`X`
L^LQLZ=^SIX[JZ`FRI^RIS;`B^R`[^SW`ILB^RYXSI^L`EZNHRIS;`FR^BZEEI^LXJE`XL<`ZL=ILZZRIL=`
JZX<ZRET`>WIJZ`87V`O9DDK`IE`Y^ES`^BSZL`<IENHEEZ<`FHRZJ;`IL`SZRYE`^B`ZLEHRIL=`
N^YFJIXLNZ`XL<`NZRSI4NXSI^L]`IS`NXL`XJE^`FR^AI<Z`AXJHX[JZ`WI=WQJZAZJ`ILEI=WSE`XL<`
=HI<ZJILZE`B^R`<ZEI=LIL=`XL<`IYFJZYZLSIL=`XL`Z6ZNSIAZ`XFFJINXSI^L`EZNHRIS;`FR^=RXYU

VLZ`^B`SWZ`[I==ZES`NWXL=ZE`IL`SWZ`HF<XSZ<`ODOO`Z<ISI^L`^B`87V`O9DDK`\XE`S^`RZ^R=XLI_Z`
XL<`EFZJJ`^HS`N^LSR^JE`B^R`ZLEHRIL=`XFFJINXSI^L`EZNHRIS;`XJJ`XNR^EE`SWZ`E^BS\XRZ`JIBZN;NJZ]`
L^SX[J;`RZ@HIRIL=`EZNHRIS;`SZESIL=`XS`ZAZR;`FWXEZ`^B`<ZAZJ^FYZLS`XL<`<ZFJ^;YZLS]`
RZ=XR<JZEE`^B`\WZRZ`SWZ`N^<Z`^RI=ILXSZ<T`5WIE`YZXLE`X`N^YFRZWZLEIAZ`XFFR^XNW`S^`
SZESIL=`SWXS`N^Y[ILZE`YHJSIFJZ`YZSW^<^J^=IZE]`ILNJH<IL=`7?75`XL<`72?]`XL<`
ILN^RF^RXSZE`AHJLZRX[IJIS;`ENXLLIL=`HEIL=`G?75`E^JHSI^LE`XE`SWZ`^LJ;`\X;`S^`
XHS^YXSINXJJ;`SZES`XJJ`RHLLIL=`XFFJINXSI^LE]`RZ=XR<JZEE`^B`^RI=IL]`Y^<Z`^B`<ZFJ^;YZLS]`^R`
HL<ZRJ;IL=`SZNWL^J^=IZEU

5WZ`[^SS^Y`JILZ`IE`SWXS`AHJLZRX[IJISIZE`NXLL^S`[Z`I=L^RZ<`XS`XL;`F^ILS`IL`SWZ`E^BS\XRZ`
<ZAZJ^FYZLS`JIBZN;NJZT`2ZRSXILJ;]`I<ZLSIB;IL=`XL<`YXLX=IL=`XJJ`F^EEI[JZ`RIECE`NXL`[Z`
<XHLSIL=]`[HS`\WZL`BXNZ<`\ISW`SWZ`F^EEI[IJIS;`^B`XL`XSSXNC`SWXS`N^HJ<`<ZRXIJ`<ZAZJ^FYZLS`
^R]`\^REZ]`NXHEZ`X`[RZXNW`B^R`NHES^YZRE`^B`<ZFJ^;Z<`E^BS\XRZ]`SZESIL=`B^R`AHJLZRX[IJISIZE`
[^SW`ZXRJ;`XL<`^BSZL`IE`Y^RZ`SWXL`XL`^[AI^HE`E^JHSI^L`:`IS1E`SWZ`EFZNI4Z<`ESXL<XR<T
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Invicti Security - which acquired and combined AppSec 
leaders Acunetix and Netsparker - is on a mission: application 
security with zero noise. An AppSec leader for more than 15 
years, Invicti delivers continuous application security, 
designed to be reliable for security, practical for development 
and serve critical compliance requirements. Customers 
choose Invicti’s DAST, SCA and IAST solution to better secure 
and ultimately reduce risk across their web applications and 
APIs. Invicti operates globally with employees in over 11 
countries and serves more than 4,000 customer organizations. 
For more information, visit www.invicti.com
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https://www.facebook.com/InvictiSec/
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