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1. Overview of cTM

2. Annex 11 Clause-by-Clause Assessment

Annex 11 . .
Title ¢TM Compliance Summary

Section

cTM supports real-time anomaly detection and proactive
1 Risk alerts, aiding in risk-based decision-making. It
Management |complements organizational risk assessment practices
with continuous monitoring insights.
Role-based access control is supported with user
2 Personnel o
authentication.
Suppliers and ) _ ) )
3 Servi XLM delivers cTM as a validated platform. Calibration and
ervice
] validation of lloT devices are maintained.
Providers
Lif l Full traceability of data acquisition, record handling, audit
ifecycle
4 Y . |trail logging, and system updates. Documented evidence of
Documentation S ]
validation lifecycle and system performance.




Annex 11
Section

¢TM Compliance Summary

The cTM platform itself is validated and used to monitor
qualified GxP environments. Device calibration, automated

5 Validation L . . . ,
validation reporting, and inspection readiness are
included.
Temperature data is stored in secure, tamper-evident
6 Data formats with ALCOA+ principles enforced. Timestamped
audit trails support data accuracy.
Real-time data validation through sensor calibration and
Accuracy ) Lt _
7 comparison workflows. Alerts highlight deviations
Checks ] ,
immediately.
Configurable retention policies for long-term data
8 Data Storage |archiving and retrieval. Records remain secure and
exportable throughout lifecycle.
cTM provides encrypted, exportable reports that preserve
9 Printouts metadata such as timestamps and user identity. Available
in formats suitable for inspections.
All data, changes, and approvals are logged in immutable,
10 Audit Trails  [timestamped audit trails. Accessible for audits and system
forensics.
Change and |Change tracking and automated configuration
11 Configuration |management are built into the system, with audit-ready
Management |logs.
. cTM supports e-signatures per Annex 11: timestamps and
Electronic . : .
12 _ unique hash markers for tamper detection. Signature
Signatures

responsibility remains with client organization.
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Annex 11 .
. ¢TM Compliance Summary
Section

cTM is not a batch release system, but provides validated

13 Batch Release |environmental records that can be used as part of batch
release documentation.

Busi Cloud deployment with redundancy, encrypted backups,
usiness
14 o and disaster recovery protocols ensure continuous
Continuity o

availability.
Version-controlled, read-only archives are maintained with

15 Archiving role-based access controls and export capability.
Searchable and inspection-ready.

3. Summary of cTM Alignment with Annex 11

Validated System

End-to-End Lifecycle Support




Audit and Traceability

Electronic Records and Signatures

Risk and Change Management

User and Access Control

Business Continuity and Data Integrity
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4. Conclusion
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