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Frankfurter Volksbank Invests
in Illumio for Compliance Success 
Meeting key regulatory requirements with 
micro-segmentation that goes above and 
beyond the traditional approach  
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Customer Overview & Challenge

Frankfurter Volksbank is a cooperative universal bank 
that provides comprehensive financial services for 
250,000 members and 600,000 private customers 
and medium-sized companies in the Rhine-Main region 
of Germany – all of which amounts to a high number 
of regulatory demands to ensure transaction security. 
The German Federal Financial Supervisory Authority 
(BaFin) requires compliance with the provisions 
of the German Banking Act (KWG), the Minimum 
Requirements for Risk Management (MaRisk), and 
the Banking Supervisory Requirements for IT (BAIT). 
Conformity with ISO 2700x standards is also required.

For Head of IT Steffen Nagel, the pressure was on to 
find a security solution that would address essential 
requirements for compliance: complete network 
visibility and the ability to segment systems and 
applications that are part of the banking environment. 
With 20 years of experience with traditional network 
segmentation, Steffen knew it was time to look for a 
new solution.

“Considering our available resources and the 
complexity of the task at hand, it was simply 
impossible to achieve our compliance goals 
through traditional approaches.”

Illumio Solution

Steffen quickly landed on Illumio Core as the superior 
solution. “The ability to segment at the host level and 
enforce policy with native OS firewalls solved the 
problem in an elegant way,” he explained. 

Speed and ease have been defining facets of the 
team’s micro-segmentation experience from the start. 
Their move from proof of concept to production went 
smoothly and swiftly, with no impact on business 
operations.

“From a technical point of view, policy creation 
is where most of the work usually lies. But this 
is extremely simple with Illumio’s testing and 
automation capabilities.”

With Illumio policies in place, Frankfurter Volksbank 
has maintained ISO 2700x compliance requirements 
for segmentation. They have also addressed BAIT and 
MaRisk specifications, from environmental separation 

 
(isolating development, test, and production) to 
ringfencing applications. 

Illumio Core’s real-time application dependency map 
has been invaluable to the team and auditors alike. The 
map helped them fulfill the BAIT requirement for “an 
up-to-date overview of the components of the defined 
information network” and provides an application-centric 
view of their environment. It is an easy way for auditors 
to see connectivity and enforced policies, eliminating 
piles of Word documents to prove compliance. 

They’ve taken full advantage of the power of the map 
by adding Illumio’s vulnerability map offering, which 
ingests vulnerability scan results to provide insights into 
their most vulnerable workloads and pathways attackers 
may exploit.

“With Illumio, we have made a significant leap to 
maximize security and minimize the risk of operational 
disruptions,” said Steffen.

Summary

Industry: Financial Services 

Environment: On-premises data centers

Challenge: Complying with ISO 2700x 
security standards and the German 
Federal Financial Supervisory Authority 
(BaFin) mandates

Solution: Illumio Core™ for complete 
network visibility and host-based 
segmentation to isolate critical systems 
and ringfence applications that are part 
of the banking environment

Benefits: Ease of use to maximize 
security and compliance posture; 
minimized risk of operational 
disruptions through test and automation 
capabilities; simplified, on-demand 
reporting for auditors
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“Illumio has filled a gap for which there was 
previously no solution. In addition to meeting 
compliance regulations, we have seen drastic 
improvements in our overall security posture.”

Steffen Nagel, Head of Information Technology

Clear-cut compliance without disruption 

Host-based micro-segmentation has made the path to 
compliance efficient, with no impact on the network or 
disruption to operations.

Real-time visibility and security insights 

The comprehensive map of application traffic 
and communications is integral to implementing 
segmentation and making policy decisions.

Customer Benefits
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About Us

Illumio enables organizations to realize a future without high-profile breaches by preventing the lateral movement of attackers 
across any organization. Founded on the principle of least privilege in 2013, Illumio provides visibility and segmentation for 
endpoints, data centers or clouds. The world’s leading organizations, including Morgan Stanley, BNP Paribas, Salesforce, and 
Oracle NetSuite, trust Illumio to reduce cyber risk. For more information, visit www.illumio.com/what-we-do.

The GARTNER PEER INSIGHTS Logo is a trademark and service mark of Gartner, Inc. and/or its affiliates and is used herein with permission. All rights 
reserved. Gartner Peer Insights reviews constitute the subjective opinions of individual end users based on their own experiences and do not represent the 
views of Gartner or its affiliates. 

Illumio, Inc. 920 De Guigne Drive, Sunnyvale, CA 94085, Tel (669) 800-5000, www.illumio.com. Copyright © 2020 Illumio, Inc. All rights reserved. This 
document is protected by U.S. and international copyright and intellectual property laws. Illumio’s products and services are protected by one or more U.S. 
and international patents listed at https://www.illumio.com/patents. Illumio® is a trademark or registered trademark of Illumio, Inc. or its affiliates in the U.S. 
and other countries. To review a list of Illumio’s trademarks, go to https://www.illumio.com/trademarks. Third-party trademarks mentioned in this document 
are the property of their respective owners.

See what customers have to say about Illumio.

Follow us on:

https://www.illumio.com/what-we-do
https://www.gartner.com/reviews/market/cloud-workload-protection-platforms/vendor/illumio/product/illumio-adaptive-security-platform-asp
https://twitter.com/illumio?ref_src=twsrc%5Egoogle%7Ctwcamp%5Eserp%7Ctwgr%5Eauthor
https://www.linkedin.com/company/illumio/?originalSubdomain=ca
https://www.facebook.com/illumio/
https://www.youtube.com/channel/UCcc37xm_Ezy5TprR-N4CCJA
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