Social media and
misinformation



What we will cover 1n this lecture

e Basic understanding
o What are opinions vs. what are mis- and
disinformation?
o What roles does AI/do algorithms play in
misinformation?

e Strategies on how you can cover misinformation




Some bhasic concepts
around misinformation



Terminology

Covering misinformation entails Resources:

discussing how information e Misinformation glossary

flows on the social web. (be warned: 150 terms
and the main source for

There are many many many these definitions)

terms and concepts. But we will e Resources on identifying

look at some that might be the and understanding

i ; misinformation from
most relevant to journalists First Draft News

covering online information
flows.



https://www.disinfo.eu/publications/disinformation-glossary-150-terms-to-understand-the-information-disorder/
https://firstdraftnews.org/

Terminology

Hate speech: Discourse that expresses hate or
encourages violence towards a person or group based
on inherited characteristics such as race, religion, sex,
or sexual orientation.

Example: In Myanmar, military leaders and Buddhist
nationalists used social media to slur and demonize
the Rohingya Muslim minority ahead of and during a
campaign of ethnic cleansing.



https://www.cfr.org/backgrounder/hate-speech-social-media-global-comparisons
https://www.cfr.org/backgrounder/hate-speech-social-media-global-comparisons

Terminology

Misinformation: Information that is false, but
believed to be true by those disseminating it. It
differs from disinformation in the absence of an
intention to mislead or harm.

Example: During the pandemic, many people shared
doctored images of wild animals flourishing in
quarantined cities, thinking they were true.




Terminology

Disinformation: Information that is false and is
disseminated intentionally to cause harm.

Example: During the 2016 U.S. presidential election,
Russian agents posed as U.S. voters and organized fake
protests meant to sew division.




Terminology: Media ecosystem

Media ecosystem:

e Who inhabits it?

e Who are active
information providers?

e Who are manipulators?

e What is the system?




Terminology: Media ecosystem

Media ecosystem: Users, consumers, audience
members, etc.

Officials, news orgs,
influencers, etc.

Governments, political agents,
trolls, etc.

Algorithms powering timelines

e Who inhabits 1t?
e Who are active
information providers?
e Who are manipulators?
e What is the system? -




Approaches to
investigating the
social web



Choose a focus for your story

There are various ways to tackle
stories about the social web. It
all depends on what the central
focal point of your story is:

1. Audience/Users
2. Actors
3. System




You chose:
Audiences/Users

Unsuspecting people who
use the Internet.

Unsuspecting bored-at-work Neo who surfs the Internet



You chose:
Audiences/Users

Quantified selfies — vasking
for access to a person’s data
to look into how they
experience social media.

BuzzFeed News analyzed
2,367 posts from the
Facebook News Feeds of a
politically divided mother
and daughter to show them
just how different their
online worlds are.
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You chose:
Audiences/Users

Harvesting social media data
— allows us to analyze
people’s behavior online to
understand their collective
actions.

BuzzFeed News looked at
more than 4 million facebook
posts from 452 Facebook
Pages to get a better sense
of the hyperpartisan news
ecosystem.
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Some news outlets’ stories were linked to by members of Congress across the
ideological spectrum; others mostly by liberals or conservatives in Congress
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L 4 SHARED BY MORE LIBERAL MEMBERS SHARED BY MORE CONSERV. MEMBERS »

dailysignal.com

Audiences/Users e’

dailycaller.com

freebeacon.com (]
washingtontimes.com [®]]
foxnews.com )
7;7‘ HOW TO READ THIS CHART

L] L] L]
ash a :
Harvesting social media data e ST | oo
wsj.com L] ] score for a news outlet is the
[®@ | | average ideology score of all

forbes.com ]
T T members of Congress who

— allows us to analyze smerscon 0 et

outlet, adjusted for the
! number of times each
member shared it.

militarytimes.com

people’s behavior online to e

® Congressi | sharing score
bizjournals.com o
- - Median
understand their collective : i
cbsnews.com ) 25th  75th
abcnews.go.com (]
- rolicall.com ° The boxed range represents
a C t'l 0 n s ki < ‘ the 25th to the 75th percen-
= oo@berg.com ° — tile of legislators’ ideology
politico.com ° scores for that outlet. In
usnews.com o other words, half of the times
(] each news outlet was shared

cnn.com
c-span.org ) by members of Congress, it

Al'l'OWS us to hOld pOWe rfUl time.com i ) was by those with ideology
washingtonpost.com ) scores in the boxed range.
nbenews.com N

people accountable. SN

npr.org

nytimes.com

huffingtonpost.com [Te]
vox.com 7.
thinkprogress.org e

olo'sly

|| T T e
1.0 .5 0.0 05 1.0

CONGRESSIONAL IDEOLOGY (DW-NOMINATE)

PEW RESEARCH CENTER




You chose:
Bad Actors

People, bots and cyborgs who
target audiences with mis- or
disinformation.

Understanding bad actors can
come through:

- Content
- Individuals
- Activity

GIESec.com)

The mean people who are trying to dupe poor Neo



This hoax from The Resistance
was immediately reposted
by 19 other websites

You chose:
Bad Actors

BREAKING: FBI Issues Warrant For JOINTHE RESISTANGE ON FACEBOOK
Obama's Arrest After Confirming lllegal
Trump Tower Wiretap

You can look for bad actors by looking at
the content from various websites.

It can be helpful to see if people have
simply copied content from one site abd
then pasted it across the internet. One tool
called BuzzSumo showed that content from
one website lived on 19 other websites.
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Looking for links to this content on

dallynewspoliticcom

CrowdTangle revealed who the top sharers 13 14 15 16
of these stories were across social media. e Ea

Both show possible bad actor networks. 17 18 19




You chose:
Bad Actors

You can also look for bad actors
by looking who shares content
across various websites.

In one story from Code for Africa,
reporters found that a network of
16 Facebook accounts, not based
in Ghana, systematically spread
misinformation in Ghana by
simply copying and pasting the
same post over and over again.

Source: African Digital Democracy Observatory



https://disinfo.africa/is-ghana-the-next-target-for-russian-influence-operations-85bafa731b71?gi=778abe511fad

You chose:
Bad Actors

Data collected from websites
and social networks was used
to identify disinformation
coming from Macedonia.

In 2016 BuzzFeed News traced
over 100 active websites to
Veles using domain
registration records.
Corresponding FB pages had
hundreds of thousands of
followers.
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You chose:
Bad Actors

"I started the site for a easy way
to make money. In Macedonia the
economy is very weak and
teenagers are not allowed to
work, so we need to find creative
ways to make some money. I'm a
musician but I can't afford music
gear. Here in Macedonia the
revenue from a small site 1s
enough to afford many things."




Reporters from a Swiss public
broacas used machine learning
to identify fake accounts. They
purchased 5,000 fake accounts,
trained their machine learning
model on the characteristics of
those fake accounts and then
1dentified other fake accounts
using this trained model.



http://www.youtube.com/watch?v=K90QjwjSZXY

You chose:
Bad Actors

Natural language processing is the
process of looking at a giant corpus of
text and then splitting it up into parts
(words, sentences, etc.) to analyze it.

Data For Democracy looked at “shifts
in the comments and tweets posted
[...] which show that [they] adopted
eerily similar language during the
same period of time.” These were
actors who likely worked together
across different platforms.
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You chose:
Bad Actors

Once Data For Democracy
1dentified ‘sockpuppet
accounts’ they were able to
find linguistic differences
between them and ‘normal’
users.

While typical users made liberal
use the exclamation mark,
averaging almost one per
message, sockpuppets were
even more enthusiastic, using
exclamation points at more than
double the rate of normal
accounts. For example,
messages like “Donald Trump
For President!Hmmmmer: (14
exclamation points!) were not
uncommon.




You chose:
The system

These stories look at the
system that governs much of
our online experiences, which
includes the impact of
algorithms on the
distribution of information
and on access to
opportunities.

The Matrix...

uhm, | mean, the system




You chose:
The system

Looking under the hood/taking
it apart — one way to
investigate the social web i1s to
simply explain it.




You chose:
The system

Goodbye Big Five was a series that
looked 1nto what life would be like
1f we stopped using Apple,
Microsoft, Amazon, Google and
Facebook.

Amazon, for instance, runs much of
our online activities. The devices
of Kashmir Hill, the reporter,
collectively ‘pinged’ Amazon just
shy of 300,000 times in one week.
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https://twitter.com/DhruvMehrotra

You chose:
The system

Poking the system — you don't
always have to explain systems.
You can simply prove that it does
harm.

In this story from ProPublica,
reporters set up an account to
place Facebooks ads and found that
the platform would not stop themn
from placing racist and
discrminatory ads.

B ® K €3

MACHINE BIAS

Facebook Lets Advertisers
Exclude Users by Race

Facebook’s system allows advertisers to exclude black,
Hispanic, and other “ethnic affinities” from seeing ads.

by Julia Angwin and Terry Parris Jr., Oct.

28,2016, 1 p.m. EDT

FOLLOW PROPUBLICA

_ Twitter _ Facebook
O YouTube \

STAY INFORMED

~
e o
[} Get our investigations delivered to

your inbox with the Big Story
I. Like ' Comment 4 Share newsletter.

Enter your email

DO’ Natalie Smith, Mark Josephs, Jan

Sign Up

Google Privacy Policy and Terms of Service

RACIALJUSTICE  Imagine if, during the Jim Crow era, a
newspaper offered advertisers the option of

MOST READ

placing ads only in copies that went to white
readers.
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