
What is F-O-I-A?



What we will cover in this lecture

● Overview of public records laws
● How to avoid FOIA 
● If you go the FOIA route

○ What to ask for 
○ Walkthrough: Social sentinel 



Public Records: a powerful 
tool to get information



But there are exemptions



Many countries have Freedom of Information Laws

You can look yours up here: 
https://www.freedominfo.org/ 

Global Right to Information 
Rating is a score given to 
countries on 

The RTI Rating assesses the 
formal legal framework for the 
right to information and does not 
take into account 
implementation.  

Source: RTI Rating | Scoring 
methodology

https://www.freedominfo.org/
https://www.rti-rating.org/country-data/
https://www.rti-rating.org/country-data/scoring/
https://www.rti-rating.org/country-data/scoring/


U.S. FOIA

Since 1967, the Freedom of Information Act (FOIA) has provided the public the 
right to request access to records from any federal agency. It is often 
described as the law that keeps citizens in the know about their government. 
Federal agencies are required to disclose any information requested under the 
FOIA unless it falls under one of nine exemptions which protect interests such 
as personal privacy, national security, and law enforcement.

Source: https://www.foia.gov/about.html 

https://www.foia.gov/about.html


The pros and cons of FOIA



Pros and cons of FOIA and 
public records requests
Pros

● Deep insights into government
● Information no one else has



Cons

● Can take a lot of tedious 
maintenance

● Can take a long time
● Can be costly
● You may receive a lot of 

information that leads 
nowhere

Fiquem Sabendo, a journalism agency 
specializing in the Freedom of Information 
Act in Brazil, had to wait five years for 
complete records. 

Pros and cons of FOIA and 
public records requests

https://gijn.org/stories/60-gb-of-data-27-years-of-hidden-payments-how-brazils-journalists-used-foia-to-reveal-pension-payments/
https://gijn.org/stories/60-gb-of-data-27-years-of-hidden-payments-how-brazils-journalists-used-foia-to-reveal-pension-payments/


Things you can try before filing public records requests

Alternatives to public records requests – 
government agency

● Talk to PR folks
○ Be consistent over time and kind 

● Talk to FOI officer to get a better 
understanding of what the 
organization may have released before 
(on their website or elsewhere)

Data for this story was not received via 
FOIA! Just asked nicely (again and again)

https://www.buzzfeednews.com/article/lamvo/eeoc-sexual-harassment-data


Things you can try before filing public records requests

Alternatives to public records requests – other 
folks

● Search for records on muckrock.com, 
asktheeu.org or other sites where folks file 
requests

● Ask academics who study your subject (lots of 
the data may not have been published)

● Speak to advocacy groups (example: Atlas of 
Surveillance from the EFF)

● Look for projects from other orgs on Github

A database of surveillance technologies 
deployed by law enforcement in 

communities across the United States.

https://www.muckrock.com/
https://www.asktheeu.org/
https://atlasofsurveillance.org/
https://atlasofsurveillance.org/


But if you must go 
the FOIA route…



What to ask for



Commonly requested documents

● Complaints, misconduct files, disciplinary records
● Agendas, calendars or other planning documents
● Internal investigations, inspection reports, 

misconduct files



AI-related requests

● Training manuals for data scientists
● Caseworker handbooks for people learning a new 

technology
● Training data documentation (like dictionaries)
● Contracts, sales pitch presentations, licenses  from 

vendors/tech companies
● Communications like emails, text messages or DMs 

between government entities and company 
representatives



Data requests

● Databases and spreadsheets:
○ Based on applications and forms filled out by folks 

(e.g. asylum applications, etc.)
○ Used by departments for bureaucratic reasons (court 

cases, criminal databases, etc.)
○ Used by departments in secret (police gang databases, 

risk assessment, no-fly lists, etc.)
● Non-data things you can turn into data

○ Communications databases (outlook export files, 
Twitter DMs, etc.)



How to ask for documents



Key things to find out before you file

FOIA and other public records requests actually take a lot of upfront research if 
you want to be effective and cut out the time it takes folks to get back to you. 
It’s worthwhile finding out the following:

● Who owns the data 
○ Is the agency you’re asking actually in charge of the data?
○ Are multiple agencies in charge of the same data? If so could you 

request it from all parties?
● What does the data look like?

○ What columns should it have? 
● What does the data mean?

○ Ask for a data layout!
● Know the law!



Exercise: Asylum applications data

● Who owns the data 
○ Is the agency you’re asking 

actually in charge of the 
data?

● What does the data look like?
○ What columns should it 

have? 
○ Can we have it as a CSV?

● What does the data mean?
○ Ask for a data layout!

● Know the law!

USCIS

Let’s look at asylum 
application data

Ask for a data layout!



Every year people come to the United States seeking 
protection because they have suffered persecution or 
fear that they will suffer persecution due to:

● Race
● Religion
● Nationality
● Membership in a particular social group
● Political opinion

If you are eligible for asylum you may be permitted to 
remain in the United States. To apply for asylum, file a 
Form I-589, Application for Asylum and for Withholding of 
Removal, within one year of your arrival to the United 
States. There is no fee to apply for asylum.

[...]

If you have an asylum application pending with us, you 
can check your case status online. All you need is the 
receipt number that we mailed you after you filed your 
application. Start here: uscis.gov/casestatus.

USCIS https://www.uscis.gov/i-589 

https://www.uscis.gov/i-589
https://www.uscis.gov/i-589
https://egov.uscis.gov/casestatus/landing.do
https://www.uscis.gov/i-589


An asylum applications form. The fields in this 
form can help you write up a FOIA request

The records sought are:

1. A copy of the database created 
from completed USCIS Forms 
I-589 applications 
(https://www.uscis.gov/syste
m/files_force/files/form/i-589
.pdf) received by USCIS 
between January 1, 2008 
through the date of search, 
which, at minimum, should 
include the following columns:

a. City for the U.S. 
residence of the 
applicant

b. State for the U.S. 
residence of the 
applicant

c. Zip code  for the U.S. 
residence of the 
applicant

d. Gender of the applicant 
e. Marital status of the 

applicant 
 [... This list went on for dozens of 
more columns]

https://www.uscis.gov/sites/default/files/document/forms/i-589.pdf
https://www.uscis.gov/system/files_force/files/form/i-589.pdf
https://www.uscis.gov/system/files_force/files/form/i-589.pdf
https://www.uscis.gov/system/files_force/files/form/i-589.pdf


2. Please also include a record layout for 
the data and a data dictionary for any 
codes used in the database

This is important because there may be acronyms 
and shorthands that make sense to bureaucrats 
but not to you

Full FOIA request: 
https://docs.google.com/document/d/1EGUTegm
I2CmFdx4HBbR3CRiqXkg2TmAuM2Z_CUMVKWE/edit 

https://docs.google.com/document/d/1EGUTegmI2CmFdx4HBbR3CRiqXkg2TmAuM2Z_CUMVKWE/edit
https://docs.google.com/document/d/1EGUTegmI2CmFdx4HBbR3CRiqXkg2TmAuM2Z_CUMVKWE/edit


Key things to do after you filed

Getting your public records: 

● Keep track of your request
○ You can use a tracker spreadsheet 

● Nudge people
○ Do it again and again!

● Get to know your FOI officer! Be kind and be ready to 
explain what you need from folks

● Sue! (If you absolutely have to!)



Example: 
BuzzFeed News story 

Your Dumb Tweets Are Getting Flagged To People 
Trying To Stop School Shootings

For an article titled Your Dumb Tweets Are Getting 
Flagged To People Trying To Stop School Shootings 
my colleague Peter Aldhous and Lam Thuy Vo 
investigated a company that schools are using to 
scan social media for threats. We filed more than 
40 public records requests with schools that used 
the software to better understand what kind of 
information it was flagging and what wording it 
may be using. 

https://www.buzzfeednews.com/article/lamvo/social-sentinel-school-officials-shootings-flag-social-media
https://www.buzzfeednews.com/article/lamvo/social-sentinel-school-officials-shootings-flag-social-media
https://www.buzzfeednews.com/article/lamvo/social-sentinel-school-officials-shootings-flag-social-media
https://www.buzzfeednews.com/article/lamvo/social-sentinel-school-officials-shootings-flag-social-media


Public Records Requests filed with 
40 different school districts.

Here’s how the reporters 
determined them: 

- Find public data on who 
purchased the software

- Went through the website of 
each school/school district

- Filed FOI requests and followed 
up with each one on a weekly 
basis

Example: BuzzFeed News story 

https://docs.google.com/spreadsheets/d/1XkXvkOqGVKjure

T1eFwjigb-YCClJ3kWOTxkdq-dbgw/edit?usp=sharing 

https://docs.google.com/spreadsheets/d/1XkXvkOqGVKjureT1eFwjigb-YCClJ3kWOTxkdq-dbgw/edit?usp=sharing
https://docs.google.com/spreadsheets/d/1XkXvkOqGVKjureT1eFwjigb-YCClJ3kWOTxkdq-dbgw/edit?usp=sharing


Things the reporters asked for:
● All alerts sent by Social Sentinel to school 

safety officials as .msg or .eml files exported 
from the school’s email client. 
○ The reporters also attached examples 

obtained through a public records request 
from another Social Sentinel client. 

○ They asked officers to provide the 
information for download or on CD-ROM or 
other digital storage medium.

● The reporters also asked for contracts and/or 
memorandums of agreement/understanding 
(MOA/MOUs) entered into between the school 
district and Social Sentinel.

Example: BuzzFeed News story 



EML 
format: 

Example: BuzzFeed News story 



Extracted 
data:

Example: BuzzFeed News story 



Extracted 
data:

Example: BuzzFeed News story 



Final story: On July 29, a 13-year-old who used to tweet as 
@valkyries_queen was watching New Girl on Netflix when the plot 
really got to her.

“nick if you dont fall in love with jess again im gonna kill you,” 
she posted from her pseudonymous account, named after the 
character Valkyrie, portrayed by her crush, Tessa Thompson, in 
the Marvel movies.

@valkyries_queen had about 220 followers. Her tweet, sent from 
where she lives in Washington state, didn’t get any replies, any 
retweets, any attention, really — except from a school district 
more than 2,000 miles away, in Texas.

The tweet triggered the algorithms powering an automated 
monitoring system called Social Sentinel, which scans social 
media for language or images suggesting a potential threat to 
school safety. The system determines which schools the users 
may be associated with and notes locations they list in their 
profiles.

Social Sentinel sent @valkyries_queen’s tweet to at least five 
officials in the Katy Independent School District, just outside 
the Houston metropolitan area. @valkyries_queen had moved 
away from Katy, Texas, where she used to go to school, some 
three months previously but still followed her school’s Twitter 
accountnt.

Example: BuzzFeed News story 

BuzzFeed News found that posts that were flagged by Social 
Sentinel were much more likely to contain words including “kill,” 

“school,” “murder,” and “shooting” than posts from the same 
users that didn’t trigger an alert.



Resources

●  https://www.freedominfo.org/resources/ 

https://www.freedominfo.org/resources/



