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1. Objective
Protect confidentiality, integrity, and availability of information.
2. Access Control

e Access granted on least-privilege basis

o Strong authentication required

e Credentials must not be shared

3. Data Protection
e Encryption in transit where feasible
e Secure cloud infrastructure
e Regular monitoring
4. Incident Response
Security incidents are:
e logged
e investigated
o remediated promptly

5. Third-Party Risk

Vendors are assessed for security risk where appropriate.



