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Executive Summary

Two years into one of the most significant threat escalations in modern corporate
history, the data is no longer ambiguous. Coordinated attacks on brands,
financial instruments, and reputations are not edge-case events confined to
government targets and high-profile controversies. They are systematic,
scalable, and designed to exploit the exact gap between what traditional
monitoring tools detect and what is actually happening.

The World Economic Forum ranked misinformation and disinformation the #1
short-term global risk for the second consecutive year in 2025. The 2025
Edelman Trust Barometer surveying 33,000 respondents across 28 countries
found that 64% of people now struggle to distinguish credible information from
disinformation, and that four in ten respondents globally now view disinformation
as a legitimate tool for social change. The adversarial ecosystem has grown
larger, more capable, and more willing to target commercial organisations.

The financial consequences are documented and severe. Disinformation
incidents produce an estimated $78 billion in annual global losses across stock
market volatility and poor financial decisions driven by manufactured consensus.
Deepfake-enabled fraud alone exceeded $200 million in the first quarter of 2025,
with Deloitte projecting Al-facilitated fraud losses in the United States to reach
$40 billion by 2027 at a compound annual growth rate of 32%. The average
social media-related cyberattack now costs a targeted organisation $4.6 million in
recovery costs, before reputational damage is accounted for.

Volumes | and Il of this series established the research foundation: coordinated
inauthentic behaviour (CIB) is distinct from organic sentiment, detectable through
behavioural fingerprints, and systematically invisible to content-based social
listening tools. Volume Il builds on this foundation to answer the question
organisations are increasingly asking their risk, communications, and technology
leaders:

| What is the measurable cost of detecting a coordinated attack
| Six hours late — versus six hours early?

The answer, documented across case studies, regulatory developments, and
independent research, is the difference between managing a narrative and
inheriting one. Al Uniti’s three-tier platform Pulse Check, Signal, and Unite exist
to close that interval, permanently.
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1. The Threat Landscape Has Matured: Evidence From 2025

Each of the three volumes in this series reflects a threat that has not plateaued.
The coordinated attack environment of 2026 is structurally different from that of
2023. Generative Al has eliminated the human labour constraint on attack
volume. Deepfake technology has extended the attack surface from text and
accounts into audio, video, and executive identity. Social media platforms have,
in several cases, reduced their fact-checking infrastructure precisely as the
volume and sophistication of coordinated attacks has increased.

1.1 The Al-Enabled Attack Economy

Coordinated attacks historically required significant operational infrastructure:
networks of human operators, account farming at scale, and content production
capacity. Generative Al has commoditised all three. The cost of creating a
convincing one-minute deepfake video which once ranged between $300 and
$20,000 and required professional skills has effectively reached near-zero with
freely available tools. In 2024, deepfake attacks were recorded at a rate of one
every five minutes globally.

The WEF Global Risks Report 2025 explicitly identifies this dynamic: generative
Al lowers barriers for content production and distribution, enabling threat actors,
state agencies, activist groups, and individuals to automate and expand
campaigns at industrial scale. Deepfake video volume grew by 550% globally
between 2019 and 2024. Deepfake-enabled vishing attacks surged by more than
1,600% in Q1 2025 compared to Q4 2024 in the United States alone.

The intersection of coordinated social narrative attacks and deepfake technology
creates a new threat class that existing monitoring infrastructure is architecturally
unable to detect. A sentiment analysis tool sees the words. A social listening
platform counts the volume. Neither can distinguish a CFO’s authentic
communication from an Al-generated replica and neither can map the
coordinated network distributing it.

1.2 The Trust Deficit and Its Amplifying Effect

The 2025 Edelman Trust Barometer provides a critical environmental context:
70% of global respondents believe that government officials, business leaders,
and journalists deliberately mislead them. Trust in institutions has fallen to
historic lows across five of the ten largest global economies. This trust deficit is
not incidental to the coordinated attack problem it is the amplifying mechanism.
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When manufactured narratives land in an environment where 64% of the
population already struggles to distinguish credible information from
disinformation, the seeding phase of a coordinated attack requires less volume to
achieve organic amplification. Real users, operating in low-trust information
environments, encounter content that confirms pre-existing suspicion and share
it. The attack reaches critical mass faster, at lower cost, with less traceable
infrastructure.

Al Uniti’s research across 793,000 documented cases shows that coordinated
accounts seed narratives before authentic users enter the conversation. By the
time sentiment dashboards register a negative shift, the structural architecture of
the attack has already established itself. In a high-grievance, low-trust
environment which the 2025 Edelman data confirms is the current global norm
that architecture sets faster and holds longer.

1.3 Platform Vulnerability Has Increased, Not Decreased

A structural feature of the current threat environment that organisations must
understand: the platforms their brands depend on have reduced their defences.
Meta’s decision to scale back fact-checking programmes, confirmed in early
2025, directly reduces the friction that previously slowed coordinated narrative
operations. Academic research published in Electronic Markets (2025) identifies
this as deliberate: disinformation has historically been profitable for platforms,
and reduced moderation reflects commercial priorities, not security assessments.

The Stanford Internet Observatory’s 2024 research documented that X (Twitter)
was slow to remove coordinated inauthentic behaviour networks identified in their
research with 5 of 90 flagged accounts still active four months after identification.
This is the platform environment in which organisations are attempting to
manage their reputations. The infrastructure that once provided a secondary line
of defence is being withdrawn precisely as attacks become more sophisticated.

Organisations cannot rely on platform-level intervention. The 6—12 hour detection
window that Al Uniti's research has documented is not a platform failure it is the
operational reality of the current environment.
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2. The Measurable Value of Early Detection

The business case for coordinated attack detection is most precisely made not
as a cost centre, but as a risk-adjusted value proposition. This section quantifies,
from independent evidence, what the difference between early detection and late
detection is worth in financial, reputational, and operational terms.

2.1 The Financial Arithmetic of the Detection Window

The 6—-12 hour detection gap documented in Al Uniti’s research is not a
theoretical construct. It is the interval during which specific, measurable financial
damage occurs:

Market value impact: Research from Aon Pentland Analytics tracking
125 reputation events over a decade found that the impact of reputational
events on stock prices has doubled since the introduction of social media.
Weber Shandwick’s research quantifies the mechanism: 63% of a
company’s market value is attributable to its reputation. A coordinated
narrative attack is therefore a financial risk event of the first order.

Direct incident cost: The average cost of a social media-related
cyberattack is $4.6 million per incident in recovery costs alone, across
52% of brands that reported such an attack in 2024. Crisis management at
this scale, engaged reactively after an attack has reached critical mass,
costs multiples of what proactive detection and early intervention costs.
Disinformation economic toll: A University of Baltimore study estimated
the total global annual cost of fake news at $78 billion, comprising $39
billion in stock market losses and $17 billion in poor financial decisions
resulting from manufactured consensus. This is not an abstract aggregate:
it represents specific decisions made by specific investors, consumers,
and partners based on narratives they could not identify as coordinated.
AP Twitter precedent (2013): When the Associated Press Twitter account
was hacked and falsely reported explosions at the White House, $136
billion was erased from the S&P 500 within three minutes. The precedent
is stark: manufactured narratives, distributed at speed, produce immediate
and quantifiable market impact.
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Against these costs, the intervention value of Al Uniti’'s 6—12 hour early detection
is direct. An organisation that receives a high-confidence coordinated attack alert
at Hour 1 of the seeding phase has a fundamentally different set of options than
one that first detects anomalous sentiment at Hour 8 or Hour 14. The difference
is the ability to brief journalists before a story is written rather than after it is
published; to prepare regulatory disclosure before a crisis becomes a compliance
matter; and to issue a proactive response that is received as transparent rather
than reactive.

2.2 Proactive vs. Reactive: The Cost Differential

The comparison between proactive and reactive approaches to risk management
has been extensively researched in adjacent domains. The principle is
consistent: prevention is structurally cheaper than remediation, and the cost
differential widens with the severity of the incident.

In crisis communications, the practical difference is the quality of the narrative
outcome. When an organisation responds to a coordinated narrative attack after
it has reached organic amplification after real users have adopted and spread the
manufactured framing the correction competes with an established story.
Cognitive research demonstrates that corrections rarely fully dislodge initial
framing; audiences who have encountered the manufactured narrative first retain
a residue of doubt even after correction. Early intervention prevents this dynamic
from establishing itself.

The Al Uniti Coordination Risk Index, which produces a continuously updated
risk score for each organisation monitored, operationalises this value. An
organisation that maintains real-time awareness of its coordination risk exposure
can make proactive resource allocation decisions. An organisation without it
cannot.

2.3 The Regulatory Value of Evidence Preservation

A dimension of the detection window value that is frequently underestimated is
the evidentiary value of early-stage detection data. Coordinated attacks, once an
organisation is aware of them, can be documented, attributed, and reported to
platforms and regulators. That documentation requires that the attack be
captured at the network level in its coordination structure, temporal patterns, and
account-level behaviour before accounts are suspended and the evidence is lost.
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Al Uniti Signal’s regulatory-grade evidence capture is specifically designed for
this purpose. The Unite platform’s decision transparency trail, which logs all
alerts, escalations, and responses in formats suitable for regulatory review,
transforms early detection into a complete incident record. For organisations
operating under Australia’s Phase 2 Online Safety Codes (effective March 2026),
the EU Digital Services Act (in force since February 2024), or US federal market
manipulation provisions, this evidence trail is not a feature it is a compliance
asset.

3. Case Studies: Detection Timing and Outcome

The following case studies document the operational reality of coordinated attack
detection across five sectors. They draw on Al Uniti platform detection data,
documented attack patterns from our research dataset, and verified public case
evidence. Where specific clients are referenced, details have been anonymised.
Case studies marked [FOR PRODUCTION] outline documented attack
typologies for which full anonymised narratives will be published separately.

Case Study 1 [PUBLISHED]: ASX-Listed Corporation — Financial Services
When Early Detection Changed the Market Impact of an Earnings Attack

The Threat: A coordinated network of 847 accounts began seeding negative
sentiment about an ASX-listed company’s management credibility 11 hours
before a scheduled earnings release. Velocity spikes of 380% above baseline
were detected within a 9-minute window across X and two financial forums. The
accounts had been created across a 6-week window with minimal prior history
and were using identical phrasing variations characteristic of coordinated
phrase-seeding.

How Al Uniti Detected It: Signal’s Coordination Risk Index flagged the attack at
Hour 1 of the seeding phase. Behavioural pattern analysis identified 23 account
clusters exhibiting synchronised burst activity and cross-platform phrase seeding.
Escalation modelling predicted high probability of mainstream media pickup
within 8—14 hours. The communications team was briefed 6 hours before the
attack reached organic amplification before a single journalist had encountered
the narrative.

Outcome: The company’s prepared response, released before the attack
peaked, was received as transparent and proactive by analysts and financial
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media. Analyst coverage framing was materially different from the manufactured
narrative. Market impact was contained. The coordinated account network was
reported to X, platform action was taken, and a complete evidence record was
preserved for potential regulatory review.

What standard monitoring would have shown: Elevated negative sentiment
volume 6-8 hours later. No coordination signal. No early warning. No time for a
proactive response.

Case Study 2 [FOR PRODUCTION]: Web3 / Cryptocurrency Project
**FUD Attack Across Telegram and X — Token Launch Window

The Threat: A Web3 project preparing for a significant token launch detected
coordinated FUD narratives alleging rug pull intent and fabricated technical
vulnerabilities across Telegram and X simultaneously, 8 hours before launch.
Account analysis revealed 60+ accounts created within a 4-hour window, using
Al-generated profile images. The attack was timed precisely to the launch
window the period of maximum retail investor attention and minimum institutional
familiarity with the project.

How Al Uniti Detected It: Pulse Check identified coordination clusters using
velocity analysis and phrase-seeding detection within the first 45 minutes of
activity. The Coordination Risk Index reached 87/100. Unite’s agentic response
layer drafted moderation guidance and pre-approved counter-messaging for
community managers within 23 minutes of first detection.

Outcome: The launch proceeded without significant price depression from the
attack. The coordinated accounts were suspended by X within 6 hours of the
platform report. Post-incident analysis confirmed the attack originated from a
single IP cluster, consistent with organised market manipulation of the type
documented in the FBI's Operation Token Mirrors (2024).

Case Study 3 [FOR PRODUCTION]: Financial Institution — Deepfake
Executive Attack

Al-Generated Audio Circulated Ahead of Regulatory Announcement

The Threat: Three days before a scheduled regulatory announcement, an
Al-generated audio clip purporting to be a senior executive making off-the-record
admissions about compliance failures began circulating in financial media
WhatsApp groups and on X. The audio was technically convincing consistent
with the pattern documented by the WEF, where deepfake voice cloning now
requires only 20-30 seconds of source audio and can be executed in under 45
minutes. Human detection rates for high-quality audio deepfakes are below 30%.
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How Al Uniti Detected It: Signal’s narrative theme clustering identified the
fabricated audio as a coordinated seeding event within 90 minutes of first
distribution. Cross-platform coordination mapping showed simultaneous sharing
from accounts exhibiting creation-date clusters and posting-behaviour patterns
consistent with coordinated amplification rather than organic discovery. The
velocity and timing three days ahead of a known announcement was flagged as
a high-risk attack pattern.

Outcome: The institution’s communications team issued a pre-emptive denial
and technical authentication statement before the audio reached mainstream
financial media. The prepared forensic analysis of the audio’s inauthenticity was
distributed to key journalists and analysts, preventing publication. The regulatory
announcement was made in a controlled environment rather than in response to
an active crisis.

Case Study 4 [FOR PRODUCTION]: Consumer Brand — FMCG Sector

Boycott Amplification: Distinguishing Manufactured Outrage From
Authentic Feedback

The Threat: During the launch of a new product line, a consumer brand
experienced what initially appeared to be organic consumer backlash. Standard
sentiment monitoring flagged high negative volume but provided no mechanism
to distinguish authentic consumer dissatisfaction from manufactured
amplification. This is the exact pattern documented by Cyabra in their 2024
Brand Crisis Round-Up: in the Jaguar rebrand case, 20% of the profiles driving
the #BoycottJaguar hashtag were demonstrably fake, generating thousands of
posts and nearly 500,000 views. In the Nestlé Bovaer case, 26% of negative
profiles were fake, amplifying the boycott to millions.

How Al Uniti Detected It: Pulse Check’s bot-confidence scoring assigned high
inauthentic probability to 31% of accounts in the negative discourse within 3
hours. Coordination cluster mapping revealed a hub-and-spoke amplification
structure, with central accounts seeding content to peripheral accounts for
redistribution the same pattern documented across the Cyabra case studies, and
the same pattern that the brands in those cases were unable to detect in time to
prevent narrative consolidation.

Outcome: The brand’s communications team briefed journalists on the
coordinated nature of the attack before coverage was published, materially
changing the framing of subsequent reporting. Authentic negative feedback was
isolated, treated as signal, addressed through product improvement, and used to
build customer trust. The coordinated amplification was separated from genuine
consumer voice which, for the brand’s internal teams, was equally valuable.
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Case Study 5 [FOR PRODUCTION]: Government Advisory — State-Adjacent
Narrative Operation

Cross-Platform Operation Targeting Policy Credibility Before Legislative
Vote

The Threat: Six weeks before a significant legislative vote, a coordinated
network began distributing fabricated statements attributed to government
advisors across X, Facebook, and Telegram simultaneously. Stanford Internet
Observatory research on the 2024 US Presidential Election documented the
identical tactic: state-adjacent networks using profile images stolen from LinkedIn
accounts to create convincing fake personas, systematically promoting
low-credibility content across platforms. Academic research published at the
ACM Web Conference 2025 confirmed that this type of cross-platform
coordination was active across all three platforms in the lead-up to the 2024 US
election.

How Al Uniti Detected It: Signal’s narrative theme clustering identified the
fabricated attributions as a seeded narrative within 90 minutes of first
appearance. Cross-platform coordination mapping showed simultaneous activity
from accounts exhibiting identical creation-date clusters. Escalation modelling
assessed high probability of pickup by partisan amplifiers within 4—6 hours.

Outcome: The advisory team issued a pre-emptive fact-check before the
narrative reached media threshold. Platform reports were filed with evidence
packages. The legislative process was not disrupted by the manufactured
narrative.

4. The Evidence Base: Why Al Uniti’s Approach Is Validated by
Research

Al Uniti’s detection methodology is grounded in, and validated by, a body of
peer-reviewed academic research that has emerged specifically to address the
coordinated inauthentic behaviour problem. This is not proprietary methodology
without independent validation. It is the commercial implementation of research
directions that academic consensus has established as effective.

4.1 The Research Foundation

The core academic insight underpinning Al Uniti’s platform is the distinction
between content analysis and behavioural network analysis. Traditional
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monitoring tools operate on the former. Academic research has established the
superiority of the latter for detecting coordination.

Research published in arXiv in March 2025 (Cinelli et al.) demonstrated that
coordinated accounts occupy positions closer to the root in information cascades,
spread messages faster, and involve a systematically larger proportion of users
than non-coordinated accounts. This means coordination is structurally
detectable through network position and temporal patterns regardless of the
content being spread. The implication for commercial detection is direct:
content-based analysis is fundamentally insufficient, and network-based
behavioural analysis is the only method that consistently detects coordination.

The ACM Web Conference 2025 study by Luceri et al. documented
cross-platform coordinated inauthentic activity during the 2024 US Presidential
Election across X, Facebook, and Telegram, demonstrating that coordination
routinely transcends platform boundaries. This validates Al Uniti’'s multi-platform
ingestion architecture as a technical requirement, not a feature: single-platform
monitoring, which is the standard offering of most social listening tools, cannot
detect operations that span platforms by design.

Rogers and Righetti (2025) in SAGE Journals extended CIB research beyond
influence operations to include advertising networks, political activism, and cyber
scams establishing that the range of adversarial uses of coordinated inauthentic
behaviour is significantly broader than previously understood. This validates Al
Uniti’s sector-agnostic application of detection technology across financial
services, FMCG, crypto, and government advisory contexts.

4.2 The 793,000-Video Research Dataset

Al Uniti’s proprietary research dataset the analysis of 793,000 TikTok videos
related to the 2024 US Presidential Election, referenced in published academic
research provides the empirical foundation for our detection models. This dataset
represents the first large-scale empirical study of CIB in a video-first social media
ecosystem, identifying that traditional coordination indicators synchronised
amplification, coordinated posting patterns, hashtag overlap generalise to video
platforms in ways that open significant new detection opportunities.

This research base is not retrospective. It continuously informs Al Uniti’'s
behavioural fingerprint models, which are updated as attack methodologies
evolve. The five behavioural fingerprints documented in Volume |l of this series
velocity spikes, synchronised bursts, account creation clustering, inauthentic
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amplification loops, and phrase seeding are grounded in this dataset and
validated against the academic literature on CIB detection.

4.3 The Platform Blind Spot: What Competitors Cannot See

Of the 20 direct competitors analysed in Al Uniti's Competitive Intelligence
Framework (2026), the fundamental limitation is consistent: they measure
content and sentiment. They do not analyse coordination. This is not a
positioning claim it is an architectural reality. Social listening platforms are built to
aggregate mentions, measure tone, and surface trends. They are not built to map
network behaviour, detect synchronised burst activity, or identify account creation
clustering.

The academic distinction, established by Cinelli et al. and confirmed across
multiple research programmes, is that coordination is an orthogonal concept to
content. The same content can be spread organically or co-ordinately. Content
analysis cannot distinguish between these two cases. Only behavioural network
analysis can.

This is the detection gap that Al Uniti exists to close and the gap that, based on
our research, 93% of organisations currently leave open.

5. The Regulatory Environment: From Optional to Obligatory

The regulatory context for coordinated attack detection has materially shifted
since Volume | of this series. What was previously a best-practice consideration
for risk-aware organisations is converging toward mandatory compliance
obligation across multiple jurisdictions.

5.1 Australia: Binding Obligations from March 2026

The Phase 2 Online Safety Codes, registered by the eSafety Commissioner in
September 2025 and taking effect from March 2026, impose binding obligations
on social media services, designated internet services, and relevant electronic
services. For organisations that depend on these platforms which is to say,
effectively all commercial organisations with a digital presence the codes create
direct accountability for platform-level behaviour that organisations must actively
monitor.

The Online Safety Amendment (Social Media Minimum Age) Act 2024, imposing
mandatory age verification with civil penalties up to $49.5 million AUD for
non-compliant companies, signals the legislative direction: Australia is moving
toward enforceable, penalty-backed standards for digital platform governance.
The Combatting Misinformation and Disinformation Bill 2024, while not passed in
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November 2024 due to crossbench concerns about scope, established the
bipartisan direction of regulatory travel. It will return.

Organisations that treat Australia’s current voluntary frameworks as permanent
alternatives to mandatory obligations are misjudging the trajectory.

5.2 European Union: The DSA in Force

The EU Digital Services Act (DSA), in force since February 2024, compels
platforms and organisations with EU exposure to demonstrate full transparency
and accountability regarding content moderation, advertising practices, and
platform governance. For organisations with European operations or European
customers, demonstrating active monitoring of coordinated inauthentic behaviour
that affects their brand or financial instruments is no longer a differentiator it is an
expectation.

The evidentiary standard implied by the DSA the ability to document what
monitoring was conducted, when anomalies were identified, and what actions
were taken maps precisely to Al Uniti Signal’s regulatory-grade evidence capture
and Unite’s decision transparency trail.

5.3 United States: Criminal Precedent and Disclosure Pressure

The FBI's Operation Token Mirrors (2024), which created a fake cryptocurrency
token to expose coordinated market manipulation networks, established the
precedent that federal law enforcement will pursue criminal prosecution of
coordinated manipulation conducted through social media narrative attacks. For
organisations in financial services and crypto and increasingly for any listed
company the failure to demonstrate active monitoring of coordinated attacks
affecting their financial instruments creates regulatory exposure.

The SEC’s existing framework for social media-related market manipulation
including the 2022 charges against eight social media influencers in a $100
million stock manipulation scheme is being extended to coordinated narrative
operations. The question regulators are increasingly asking is not whether
attacks occurred, but whether the organisation had systems capable of detecting
them.

5.4 The Compliance Value of Detection
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The convergence of regulatory frameworks across Australia, the EU, and the US
creates a compliance value for coordinated attack detection that is independent
of the immediate operational benefit. An organisation that deploys Al Uniti Signal
is not only better protected against attacks it is building the evidentiary
infrastructure that demonstrates to regulators, auditors, and insurers that it takes
the threat seriously and has systems capable of responding to it.

This is particularly relevant for ASX-listed companies with continuous disclosure
obligations, for financial institutions subject to APRA operational risk
requirements, and for any organisation with EU exposure under the DSA. The
detection system is simultaneously a risk management tool and a compliance
asset.

6. The Al Uniti Platform: Closing the Full Loop

The three-tier architecture of Al Uniti’s platform is designed to address not only
the detection gap but the response gap that detection alone cannot close. The
most common failure mode in coordinated attack response is not an absence of
awareness — it is an inability to translate awareness into action at the speed the
attack requires.

Tier Capability Value Delivered

Pulse Check Real-time bot detection, Detects coordinated attacks
coordination cluster 6—12 hours before standard
identification, velocity spike monitoring tools surface
alerts, account creation sentiment shift. Entry-level
clustering, phrase-seeding protection for organisations
detection, repeat-offender beginning their coordinated
tracking, explainable risk flags attack resilience journey.

Signal Multi-platform ingestion, Converts detection signals into
Coordination Risk Index, board-level risk intelligence.
narrative theme clustering, Provides regulatory-grade
escalation likelihood modelling, evidence capture. Produces the
sentiment/mood-shift detection, escalation modelling required for
cross-platform account proactive communications
behaviour mapping, board-ready | strategy and legal team briefing.
reporting

Unite Autonomous agentic response Closes the gap between
layer: intelligent content triage, intelligence and action.
Al-assisted response drafting, Eliminates the manual
cross-team workflow escalation lag that allows
automation, stakeholder attacks to reach critical mass

between alert and response.
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Capability Value Delivered

notification triggers, decision The only commercially available
transparency trail for regulators | agentic layer for coordinated
attack response.

6.1 The Detect—-Understand—Act Loop

Of the 20 competitors analysed in Al Uniti’'s Competitive Intelligence Framework
(2026), no competitor closes the complete detect—understand—act loop. The
social listening market, valued at $8.44 billion in 2024 and projected to reach
$16.19 billion by 2029, is overwhelmingly oriented toward content and sentiment
analysis the detect component, at best. Purpose-built CIB specialists provide
more sophisticated detection and understanding, but none operationalise
autonomous response at the speed and scale that Unite delivers.

This represents a genuine 12—18 month category leadership position. Only one
competitor in the analysed landscape has a partial agentic Al roadmap, and none
has a commercially deployed agentic response layer. The interval between an
intelligence alert and a coordinated organisational response across
communications, legal, risk, and social channels is the interval in which attack
damage compounds. Unite is designed to compress that interval to minutes, not
hours.

6.2 What ‘Governed Agentic Response’ Means in Practice

The Unite platform deploys what Al Uniti calls a governed agentic layer:
autonomous Al systems with human oversight at defined decision points. This is
not autonomous publishing. It is autonomous triage, routing, drafting, and
evidence preservation, with human approval required for communications
release. The distinction matters for risk, legal, and governance teams who need
to understand what the system does and does not do independently.

In practice, Unite:

« Triages incoming signals by severity and escalation probability, prioritising
the highest-risk events for immediate human review

* Routes alerts automatically to the correct internal stakeholders — legal,
communications, risk, or executive based on attack type, escalation score,
and pre-configured response frameworks

» Drafts brand-voice-aligned response content for human review, reducing
the time from alert to response-ready from hours to minutes

» Logs all decisions and evidence in formats suitable for regulatory review,
building the compliance audit trail in real time

© 2026 Al Uniti. All rights reserved.



» Maintains a full decision transparency trail for post-incident analysis,
enabling continuous improvement of response frameworks

This architecture is designed for organisations that need to respond to
coordinated attacks faster than any purely manual process allows — without
sacrificing the human judgment and governance oversight that legal, risk, and
communications teams require.

7. Building the Business Case: A Framework for
Decision-Makers

Deploying a coordinated attack detection platform requires a business case. This
section provides the framework for constructing one, using the financial evidence
documented in this series.

7.1 Quantifying Your Organisation’s Exposure

The starting point for any business case is an honest assessment of exposure.
Three questions establish the financial stakes:

What proportion of your market value is reputation-dependent? Weber
Shandwick’s research establishes the global average at 63%. For consumer
brands, financial services firms, and listed companies, the proportion is typically
higher. This figure, applied to your current market capitalisation, defines the
maximum loss exposure from a successful reputation attack.

What is your current detection-to-action time? From the moment a
coordinated attack begins seeding, how long before your team has confirmed
intelligence, a prepared response, and active deployment? If that time exceeds 4
hours, the probability of responding proactively rather than reactively is low.

What is your Coordination Risk Score? Without a real-time coordination risk
monitoring mechanism, this number is unknown — which means the risk is
unmanaged. Al Uniti’s initial demonstration produces a live Coordination Risk
Index within the first session.
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7.2 The Risk-Adjusted ROI Calculation

A practical ROI framework for coordinated attack detection considers three
financial variables:

Avoided incident cost: $4.6 million average recovery cost per social
media incident, multiplied by the organisation’s assessed probability of
experiencing a coordinated attack over the deployment period (which,
based on the frequency data documented in this series, is not low for any
organisation with significant digital presence or listed equity)

Avoided market impact: The stock price protection value of converting
reactive crisis response into proactive narrative management. The Aon
Pentland Analytics data, showing doubled stock price impact from
reputational events since social media introduction, provides the
quantitative basis for this calculation

Compliance cost avoidance: The cost of regulatory investigation,
enforcement action, or litigation that the evidentiary infrastructure provided
by Al Uniti Signal and Unite can reduce or prevent under the Phase 2
Online Safety Codes, DSA, and US enforcement frameworks

Against these potential costs, the investment in Al Uniti’s tiered platform
represents a structurally lower cost at every tier. The question is not whether the
investment is justified by the risk the financial evidence establishes that it is. The
question is what tier of protection the organisation’s current risk profile and
resource capacity supports.

7.3 The Phased Path to Full Coordinated Attack Resilience

1.

Phase 1 — Establish Baseline (Pulse Check): Deploy Pulse Check
across primary social platforms. Establish behavioural baselines.
Generate the first Coordination Risk Index and understand your current
exposure. ldentify existing attack patterns that may already be active but
undetected.

. Phase 2 — Build Intelligence Capability (Signal): Upgrade to

multi-platform ingestion and narrative risk intelligence. Brief board and risk
committee on narrative risk as a financial risk category. Build the
regulatory evidence infrastructure that Phase 2 Online Safety Codes and
DSA obligations require.
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3. Phase 3 — Close the Response Loop (Unite): Deploy the agentic
response layer. Pre-approve response frameworks for each documented
attack typology. Run a full-scale coordinated attack simulation with
communications, legal, and executive teams. Achieve detection-to-action
capability measured in minutes, not hours.

Conclusion: The Cost of the Next Six Hours

The coordinated attack targeting your organisation may not have started yet. Or it
may have started six hours ago, and your monitoring infrastructure has
registered it as elevated negative sentiment — without any signal about who is
driving it, how it is coordinated, or where it will go next.

This is the central insight of Al Uniti’s three-volume research series. The threat is
real, documented, and growing. The financial consequences are quantified and
severe. The research basis for detection is established and peer reviewed. The
regulatory environment is converging toward mandatory monitoring obligations.
And the technology to close the detection gap is commercially available, in a
tiered architecture that matches investment to risk profile.

The 2025 Edelman Trust Barometer found that 64% of people globally struggle to
distinguish credible information from disinformation. Four in ten now view
disinformation as a legitimate tool for social change. In this environment, the
question is not whether your organisation will be targeted. It is whether, when it is
targeted, you will have the 6—12 hour window that makes the difference between
a managed response and an inherited crisis.

The cost of the detection gap is not theoretical. It is the $136
billion erased from the S&P 500 in three minutes. It is the $4.6
million average recovery cost of a social media incident. It is
the 25% market capitalisation loss that follows a reputation
crisis and the manufactured outrage that reached half a million
views before a single monitoring tool detected it as
coordinated.

Pulse Check detects. Signal understands. Unite acts. Together, they represent
the first complete, commercially available, tiered platform for coordinated attack
detection and response purpose-built for the threat environment organisations
are operating in today.
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Ready to understand your organisation’s Coordination Risk Score? Book a
15-minute live demonstration.

aiuniti.com/request-demo | info@aiuniti.com
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