
Arca: Prototyping Design Patterns for Adjacent User 
Trust, Control, and Privacy with Smart Cameras

↘ Introduction
Current smart home devices under-
standably prioritize the needs of a 
primary user. This user is typically the 
purchaser and owner of the device and 
any corresponding software service 
subscriptions. Yet smart home devices 
with cameras, microphones, location 
tracking, and other spatial sensing 
capabilities invariably impact the ex-
periences of people nearby—such as 
family, friends, guests, tenants, neigh-
bors, domestic workers, and public by-
standers. We refer to these individuals 
as adjacent users (or adjacent sub-
jects). These users may interact with 
smart devices but often do so with little 
awareness, consent, access, control, or 
benefit. 

Smart home cameras—such as Am-
azon Ring or Google Nest—are wide-
ly used across North America. While 
intended to deter intruders, monitor 
activity, and detect deliveries, these 
devices also provoke privacy concerns 
and interpersonal tensions between 
primary and adjacent users. This is es-
pecially true in cases involving visitors, 
domestic workers, or neighbors.

A novel element of these devices is their 
cloud-based subscription services, 
which unlock advanced features—like 
event detection, facial recognition, or 
sound alerts—powered by AI and cloud 
computing. These systems notify users 
when a known face appears, an animal 
is seen, or a sound is detected.

Consumer smart home cameras thus 

represent an ideal site for investigating 
how design can address adjacent user 
needs Research on bystander [6,44], 
non-primary user [23,46], and adjacent 
user privacy [41] and power dynamics 
[35] has emerged in response to these 
issues. Through empirical findings and 
critical insights, this research has suc-
cessfully drawn attention to previously 
neglected power and privacy conflicts 
among primary users, adjacent users, 
and backend actors like companies and 
hackers. Yet design responses have not 
kept pace. 

Several core challenges make resolving 
these tensions difficult:

	→ Sensor spill out over space. Sen-
sor fields are invisible and extend 
into shared physical space.

	→ Conflicting needs. Primary users 
often prioritize security; adjacent 
users prioritize privacy.  

	→ Power imbalance. Adjacent us-
ers rarely have access device in-
terfaces or privacy settings.

	→ Market incentives. Companies 
design primarily for paying cus-
tomers, not adjacent users.

To address these challenges, we con-
ducted a two-year design research in-
quiry with two main goals: (1) design 
actionable improvements for both pri-
mary and adjacent user experiences 
with smart cameras, and (2) generalize 
insights through patterns, principles, 
and problem framings.

Our work culminated in Arca—a design 

prototype that reimagines the smart 
camera. While Arca is a product con-
cept for a more transparent and trust-
worthy device, it is also a research tool 
and public prototype that investigates 
systemic issues. Unlike convention-
al design, which ends with a product, 
research through design (RtD) aims to 
create knowledge [20,38,45] through 
conceptually generative artifacts. 

This project distills design patterns 
[1,43], principles, and issues to grapple 
with privacy, power, and social dynam-
ics—highlighting where traditional hu-
man-centered design falls short.

In conclusion, we summarize knowl-
edge generated through our design 
process. We also reflect on design re-
search artifacts generally, and our en-
gagement with Arca as multi-function-
al artifact that we use for

	→ anticipating futures, including 
a future with many more sensors 
and invasive forms of surveillance,

	→ imagining alternatives such as 
new policies and standards requir-
ing features similar to Arca’s,

	→ probing limits of user-centered 
and interaction design, and

	→ engaging others with concerns 
and questions about privacy, pow-
er, and smart products. 

Our approach builds on privacy schol-
arship in human-computer interaction 
(HCI) and science and technology stud-
ies (STS), drawing on Nissenbaum’s 

theory of contextual integrity [48] and 
Palen and Dourish’s notion of boundary 
negotiation [37], which conceptualizes 
privacy as a dynamic process. Rather 
than a fixed state, privacy is under-
stood as an ongoing, relational nego-
tiation shaped by evolving social and 
technological contexts—particularly in 
interactions between primary and ad-
jacent users.

A Note on Documenting *Product*
While research through design often 
emphasizes process, this Pictorial fore-
grounds product. We focus on the final 
design artifact—Arca—and the gener-
alized design knowledge it offers. Due 
to space limitations, we omit many 
important empirical and process de-
tails but argue that exemplary design 
documentation is an important and 
often underappreciated research con-
tribution.
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↘ Abstract
Companies and smart product design-
ers prioritize the needs of primary users. 
However, smart devices with spatial 
sensors, like cameras and microphones, 
impact the experiences of people near-
by. We refer to these people as adjacent 
users. We present a research through 
design project that highlights an over-
looked need to design for adjacent us-
ers. This research outlines a range of 
actionable pathways forward in the 
form of design patterns, principles, and 
novel problem-framings. We also reflect 
upon barriers and inherent limits to us-
er-centered design approaches. Our 
vehicle for generating and communicat-
ing these insights is a design concept 
and prototype called Arca. Presented 
as a fictional product, we brand Arca 
as “more inclusive, privacy-enhancing 
smart camera for you and your extended 
household.”
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Background & Research

↘ Primary and adjacent users
Digital privacy and surveillance dis-
course tends to focus on relationships 
between individuals (users, custom-
ers, subjects) and powerful, surveil-
lant organizations such as companies, 
third-party advertisers, governments, 
and cyberstalkers [18]. This has been 
referred to as the vertical dimension of 
privacy [3. Vertically, there is a signifi-
cant power imbalance owing in part to 
a structural relation where the surveil-
ling organization is some combination 
of (1) hidden “behind the scenes” (e.g., a 
third party advertiser or cybercriminal) 
and (2) in a position of extreme, unas-
sailable authority (e.g., the corporate 
online service provider or a government 
agency with a subpoena). 

The emerging discourse around “by-
stander privacy” foregrounds an or-

thogonal dimension we refer to as 
horizontal privacy. This involves inter-
personal, and often face-to-face re-
lations between “uneven peers” such 
as family members, friends, children, 
guests, neighbors, landlords, tenants, 
and domestic workers including nan-
nies, caregivers, and pet sitters. Hor-
izontal relations often entail power 
imbalances, such as between a par-
ent and child, employer and nanny, or 
landlord and tenant. However, these 
relationships are interpersonal and of-
ten involve some level of pre- existing 
trust, respect, cooperation, and social 
exchange. 

↘ Formative Prior Research
These findings are based on a two-
year design research study, including 
over 60 interviews with both primary 

and adjacent users of smart camer-
as. Our primary studies are informed 
by growing body of related work on 
bystander and adjacent user privacy 
[2,6,9,30,32,41,47,50,51,51]. Adjacent 
users—such as guests, neighbors, and 
domestic workers—often described 
feeling surveilled without consent or 
control, leading to interpersonal ten-
sions, ambivalence, and quiet accep-
tance. Surveillance frequently reflected 
deeper issues of trust, autonomy, and 
respect. These dynamics underly key 
findings from our primary research 
with primary and adjacent users in our 
research.

Casual and incidental surveillance. 
Smart cameras encourage and teach 
primary users to surveil others, includ-
ing in ways that primary users never 
intended. For example, features like 
event notifications prompt users to ca-
sually spy on neighbors and household 
members out of curiosity. 

Silent disclosure and consent. Cam-
era owners rarely disclose their cam-
eras directly, but assume people will 
notice them. People do notice them, 
but rarely feel empowered to question, 
complain, or express their discomfort.

Interpersonal tensions.   Surveilling 
people in their home and neighborhood 
can lead to resentment and indignation. 
Many adjacent users, like nannies and 
neighbors, feel disrespected and dis-
empowered when they are surveilled. 
They often feel this way even though 
that have little or no concerns about 
the disclosure of their personally sensi-
tive information, such as the content of 
video depicting how they are behaving.

Resistance and coping tactics.   Ad-
jacent users described creative ways 
that they use their relatively limited 
power and control to improve their 
experience, including avoiding spaces 
with sensors, overriding capabilities 

(unplugging, covering, or repositioning 
devices), and attempting to communi-
cate with primary users through cam-
eras (e.g., waving or making faces at a 
neighbors’ cameras).

Ambivalence.  We find many exam-
ples of ambivalence, coping strategies, 
and even acceptance of everyday sur-
veillance by adjacent users—including 
self-regulating behaviors that have 
long been a concern of surveillance 
scholars. We find that smart camera 
surveillance has, at least in the home 
and neighborhood contexts of large 
US cities that we studied, become a 
normal aspect of daily life for many. 
This normalization further entails new 
social norms and expectations, such 
as our reported phenomena of silent 
disclosure and consent wherein prima-
ry users do not directly disclose cam-
eras, and adjacent users notice. These 
insights directly shaped the design of 
Arca and our approach to addressing 
adjacent user needs.

This work contributes to the emerging 
body of privacy research within HCI and 
design [37, 48] by foregrounding design 
tensions in shared environments.

↘ Design Goals and Approach
Our user research and design analysis 
led us to synthesize five initial design 
principles:

1.	 Extend power. We aim to em-
power and encourage primary us-
ers to extend greater awareness, 
consent, access, control and ben-
efit to adjacent users, as appropri-
ate and dependent on context. We 
thus hope to help redefine social 
norms and expectations.  Prima-
ry users hold most of the power 
and control; we aim to encourage 
them to share and disclose it. 

2.	 Discourage harm. We aim to 
discourage incidental and casu-
al surveillance. While we hope to 
prevent the most egregious forms 
of surveillance—such as non-con-
senual hidden cameras—the reali-
ty is that the worst actors will still 
find a way to act badly. We focus 
on inhibiting and dissuading pri-
mary users who can be nudged 
toward respecting the privacy and 
autonomy of others.

3.	 Facilitate respect. We priori-
tize  the design of systems that 
improve respect, trust, and com-
munication rather than fixating on 
protecting personal information. 
We aim to facilitate direct, open, 
and ongoing disclosure and con-
sent.

4.	 Nuance system states. We seek 
to define and prototype priva-
cy-enhancing states for sensing, 
processing, and displaying data. 
These states can help primary 
users manage and prevent situa-
tions of oversensing, overextract-
ing, and oversharing of sensitive 
information.

5.	 Systemically indicate. We de-
sign indication systems that con-
sider the different and sometimes 
competing needs and desires of 
various users–both primary and 
adjacent. Throughout our design 
process we consider the interplay 
between  feedback provided by in-
app indicators and on-device indi-
cators. We also rethink the single 
LED point light as the ubiquitous 
default form of on-device indica-
tion.

Primary User/ Owner.

Person wto confgures and ooerates tte smart camera.

Co-User.

Family member added as a user.

Secondary Users. 

Kid given restricted access.

Indirect/Incidental Users.

Delivery driver facing doorbell camera.

Bystander.

Friend is visiting1 owner does not 

disclose camera.

SZrFeilled SZNOects. 

Friend is visiting1 owner does not 

disclose camera.

Diagramming adjacent users. We can 
conceptualize adjacent users as radiat-
ing outward from from a central prima-
ry user. At the out margins lie surveilled 
subjects who hold little or not aware-
ness, consent, control, and benefit.
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Arca

↘ Overview
We begin with an overview of our design 
prototype, Arca—a fictional consumer 
product developed to communicate our 
ideas to broader audiences. These design 
choices were informed by interview find-
ings highlighting concerns about ambigu-
ous indicators, unwanted monitoring, and 
limited awareness and recourse.

Flexible Sharing. Arca encourages prima-
ry users to share access to their camera by 
offering several predefined levels of access. 
These ranges from equal Co-User to a lim-
ited Status View designed to inform neigh-
bors or guests but without allowing sensi-
tive access to audio, video, or controls.

True On/Off Indicators. Arca clearly com-
municates when the camera and micro-
phone are recording, and when they are 
fully disabled.

Medium Privacy Mode masks video and 
audio by default, but allows owners to un-
mask the video if needed. Medium privacy 
adds various forms of friction that inhibit 
users from frivolously spying on others.

Strong Privacy Mode completely disables 
video and audio, but allows users to stay 
informed with text summaries of events—
such as “cat seen” or “unfamiliar face de-
tected.”

Privacy Zones allow users to apply Medi-
um Privacy, Strong Privacy, or True Off to a 
portion of the camera’s field of view—such 
as a neighbor’s property.

Rules enable custom automated mode 
switching triggered by Events. For ex-
ample, parents can program their indoor 
cameras to switch from Medium Privacy to 
True Off when their kids arrive home from 
school.

Sensor Overlay Indicators physically 
cover the camera lens in Medium Privacy, 
Strong Privacy, and True Off modes.   The 
lens covers block or tint the video. This has 
functional and symbolic value with regards 
to trust and transparency.

Control Panel: Provides consolidat-
ed access to the most important but-
tons and indicators. Current smart 
camera apps require multiple taps to 
perform basic tasks like turning the 
camera off.

Audio Indicators: Visually commu-
nicates if the microphone is activat-
ed or deactivated.

Privacy Modes Selection: The most 
novel feature of our product, Privacy 
Modes allow users select sensing 
and recording states between “fully 
on” and “fully off.” 

Video figure: The short version of our 
fictional promo video showcases some 
of Arca’s key features.

Shared Access Indicator & Set-
tings Bar: Clearly shows if access is 
shared, and with how many users.
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Indication System

↘ States between On and Off
Arca employs a novel dimmer switch 
analogy, allowing users to adjust the 
camera’s sensors to achieve the right 
balance of privacy and security. Where-
as most smart cameras indicate two 
basic modes (on or off), Arca indicates 
a discrete spectrum of four states: True 
On, Medium Privacy, Strong Privacy, 
and True Off.  

It took many iterations of design and 
user testing to settle upon the number, 
name, and functionality of these basic 
privacy states. We found that more 
than four states tended to impede re-
call and learnability.  We also found 
that the “circle and dot” layout pattern 
was  an economical, flexible indicator 
pattern for communicating a range of 
privacy states on space-constrained 
devices.

A major insight of our design is to 
comuicate a spectrum of privacy states 
through on-device indicators that are 
accesible to both primary and adjacent 
users.

↘ Open and Closed Metaphor
Instead of a binary “on/off” indicator 
using a single point light, our indication 
system suggests a continuum from 
“open” to “closed.” A fuller indicator 
represents a more powerful (and more 
privacy-invasive) state. A diminished 
indicator represents a less powerful 
(and less privacy-invasive) state. Lind-
ley et al explore similar metaphors [45].

 ↘ Tri-Modal Indication System
Our design maximizes communicative 
potential from limited display real es-
tate. We achieve this with unconven-
tional layout patterns for point-light 
LEDs, supplemental sound indication, 
and an electromechanical lens cover. 

Fully On Medium Privacy Strong Privacy Fully Off

Mic

Cam

Mic On  
Cam On

Mic Off  
Cam On

Mic On 
Cam Off

Sensor Overlay: An electromechanical lens 
cover system is implemented with linear ac-
tuators. Functionally, the covers block or tint 
light entering into the lens. Symbolically, 
they convey extra layers of trust with a phys-
ical layer of material. Our innovation extends 
automated web covers [e.g., 8] by introducing 
multi-state covers with tint and texture.

High and Low Visibility Settings: If discre-
tion is desired, users can select a Low Visi-
bility mode. Brightness can be adjusted from 
ultra-bright to very dim. But to maintain 
trust through reliability, it is not possible to 
completely disable the indicator lights.

Video Figure

Accessibility. To accommodate color defi-
cient and low vision users, size and shape are 
the primary indication attributes; color is a 
redundant attribute.  
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True On and Off

↘ Updating the Basic On/Off
Differentiating “on” and “off” states is 
straightforward with simple electrical 
devices. But digital devices with sen-
sors, network connectivity, and data 
processing capabilities contain a mul-
titude of ons and offs. The various sen-
sors, processors, and actuators of these 
systems regularly permute through 
countless states of digital on/off, true/
false, and 0/1. Given the trend toward 
“always on” devices, the concept of an 
off state is often either misleading or 
irrelevant. Devices that appear “off“ 
may actually still be sensing or process-
ing data.  And devices that appear “on” 
may be performing a vast array of op-
erations. 

An LED indicator may seem like a 
small point. Yet it is the sole source of 
feedback for any user without app ac-
cess. Because most smart devices lack 
screens, on-device indication is a crit-
ical interface for adjacent users. Un-
fortunately, it is severely neglected in 
smart product design. Current smart 
cameras typically rely upon a single, 
and highly ambiguous LED indicator. 
We find that both primary and adjacent 
users distrust these indicators.

To improve trust and transparency, Ar-
ca’s on-device indication system clearly 
defines a True On and True Off state. 
The in-app indication system paral-
lels the iconography and clarity of the 
on-device indication.

The True On and Off indicators were 
designed to intuitively communicate 
states to adjacent users without requir-
ing instruction. 

A more subtle function of True On and 
Off states is to anchor users’ mental 
model with a floor and ceiling for each 
sensor. Medium and Strong privacy 
conceptually fit “in between” the True 
On and Off states. 

True On indicates that the camera’s 
sensors are fully “open and active:” the 
device is recording and any number of 
event detection states may be active. 
On the device, True On is represented 
by a green ring and dot. The camera 
True On indicator is represented by a 
green ring that encircles the lens. The 
mic True On indicator is represented by 
a point light in proximity to the visible 
microphone grating. In the app inter-
face, True On is indicated with parallel 
iconography. In competitor apps, it is 
difficult to discern if the microphone is 
enabled in the app view. To correct this, 
Arca displays an eye-catching animated 
sound bar icon to communicate that the 
microphone is active.

True Off indicates a sensor is com-
pletely deactivated and unable to re-
cord video, detect events, or perform 
any other functions. On the device, True 
Off is indicated with an unlit indicator. 
The camera True Off state is additional-
ly indicated with an electromechanical 
cover that encloses the lens. In the app 
interface, True Off is indicated by dark 
field of view with text confirming the 
camera is truly off. 

True On

True Off
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Medium Privacy

↘ A Reversible Privacy Default
Medium Privacy mode adds a remov-
able mask that blurs video and muffles 
audio. Owners can always unmask vid-
eo to review events, but other users may 
be notified. Further, unmasked video is 
watermarked and the time and user 
who unmasked the video is visible in the 
history view. 

Medium Privacy is designed to discour-
age owners and other co-users from 
reviewing videos of their household, 
guests, neighbors, and so on. Unmask-
ing video is a somewhat tedious pro-
cess, and the unmasking feature holds 
users socially accountable by notifying 
other users if video is unmasked. 

This gives primary users and their 
household a double peace of mind: 
Peeking is discouraged, but it’s always 
an option if something happens.

↘ Example Use Cases
Informed by situations described by 
participants in our studies, the fol-
lowing are specific cases where Me-
dium privacy may allow households to 
achieve a suitable compromise:

	→ A parent wants to monitor their 
home for safety issues or their 
teenager throwing a party while 
they’re away. But they also wants 
to respect their children and 
spouse’s autonomy.

	→ Neighbors in a 4-unit apartment 
building want to setup a shared 
camera after a recent break-in, 
but don’t want to be spied on—and 
may not fully trust each other. 

	→ A sibling installs a smart camera to 
monitor their disabled family mem-
ber and their caregiver who live far 
away. They want to assure every-
one that they will not review any 
video unless an incident occurs.

Watermark and history for trans-
parency. A record of who unmasked a 
video and when is permanently logged. 
Unmasked video is watermarked, which 
may inhibit posting video online.

Social accountability to co-users. 
Co-users—such as family members, 
roommates, or nannies—will receive a 
notification when video is unmasked.

Unmasking video to review an inci-
dent. Any user with Owner status can 
unmask any recorded video or audio. 
However, this is subtly discouraged in 
several ways.

Access Speed bumps. Unmasking 
video is deliberately tedious. Segments 
must be unmasked manually. The un-
masking option is hidden several layers 
deep in the information architecture.
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Strong Privacy

↘ Detect, But Don’t Record 
Strong Privacy  mode fully disables the 
cam/mic from recording. But users can 
still be notified with text descriptions of 
events—like when the kids arrive home, 
or the cat is chewing on plants. Strong 
Privacy allows a household to monitor 
for important events while providing a 
high level of privacy preservation.

↘ Rules
The real power of Strong Privacy lies 
in the ability to create custom Rules 
where events trigger automatic mode 
switching. For example, Exception 
Rules can be setup that automatically 
switch a camera from Strong Privacy to 
True On whenever smoke is detected or 
an unfamiliar face is seen. 

Rules can also be creatively defined 
to allow mode switching with facial 
recognition or gestures. For example, 
a rule could be created to allow a pet 
sitter or family member to deactivate 
the camera by looking at it and waving.  

↘ Speculative Event Detection
Our design inquiry is not solely focused 
on adjacent user privacy but also ex-
plores emerging harms and benefits 
of smart devices. Arca also explores 
advanced, custom-trained events such 
as identification of smoking, yelling, 
profanity, screen use, nudity, license 
plates, and wild or exotic animals. As 
such events become more common, 
so too may the need for robust privacy 
modes and rules. While some of these 
capabilities are speculative, all UX fea-
tures in this pictorial—interfaces, indi-
cators, privacy modes, and rules—were 
builtwith interactive prototypes.

Event descriptions and notifica-
tions. A brief description is presented 
whenever an event is detected. Recent 
events are display on the control panel 
view. Users can also receive event no-
tifications.

Rules. Simple or complex Rules can be 
created for automated mode switching.  
A wide range of Events serve as the pri-
mary Trigger for Rules. 

Event histories and notifications. A 
full history of events is also logged in the 
history view. Users can receive smart-
phone notifications. The app allows rapid 
switching to True On to view live video.

631



Flexible Sharing

↘ Enabling Differential Access
Other smart cameras offer a one-size-
fits-all approach to sharing. Arca al-
lows users to customize who you do (or 
don’t) share access with. The options 
range from equal Co-Owner to a lim-
ited Status View for letting neighbors, 
tenants, or workers know the location 
and privacy mode of devices. 

With Status View owners can share 
only basic information about the set-
tings or location of your device. For ex-
ample, owners can use Status View to 
show a guest where their cameras are 
located and demonstrate that they are 
set to a privacy mode.   

Status View is a versatile feature that 
allows users to customize the informa-
tion they share with neighbors, guests, 
or tenants. For example, users can 
create a Neighbor View that demon-
strates to a next door neighbor that 
the camera is not violating their priva-
cy.  Used in conjection with our Priva-
cy Zone feature, users can segment a 
portion of the field of view to block a 
neighbors’ property. Status view allows 
the neighbor to verify it.

If an owners wants to inform others 
but without sharing access, they can 
instead send them Arca’s Shareable 
Mode Guide. This allows adjacent us-
ers to learn about the different modes, 
and have greater trust that their priva-
cy is being protected.      

If owners want to give someone more 
access, Arca allows them to select 
from 3 tiered levels. Co-Owner grants 
full access. Basic Controls grant ac-
cess to displays and mode selection, 
but does not allow more advanced set-
tings like sharing access or configur-
ing events. View Only limits access to 
live video/audio and recorded timeline 
events. If none of these are suitable, 
owners can create a Custom category 
of shared access.

Configuring and Sharing Privacy 
Zones.   Owners can define zones with-
in the camera field of view. Each zone 
can be placed in a separate mode, such 
as True Off or Medium Privacy. 

A few current smart home cameras, 
such as Amazon’s Ring doorbells, allow 
users to block their neighbor’s proper-
ty from view. However, neighbors have 
no way to verify. And owners have no 
mechanisms for demonstrating they 
are a good neighbor. Neighbor Sta-
tus View solves this problem showing 
neighbors a preview of the masked area 
coupled with a promise that they’ll be 
notified if the zone is modified.  

Managing Share Access. To encour-
age sharing, owners are able to access 
a full list of users  and their level of ac-
cess from most key screens of the app. 
Adding, deleting, updating, and paus-
ing access is simple. 

Customizing Status View. Owners 
can customize status view to share de-
vice information including the current 
mode, and image and description of the 
camera’s location, a preview of what 
the camera can see, active events and 
rules, and who else has access.  
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Branding and Form Language

↘ Details
We wanted different audiences to en-
gage with Arca as a realistic possibility. 
These audiences include design and re-
search communities but also members 
of the public. We also wanted to truly 
determine if our abstract concepts 
could be successfully implemented as 
a fully functional interface. We thus 
devoted significant effort to design de-
tails often omitted in design research.

↘ Branding
Connection and being part of a greater 
whole is a key to the Arca brand.  They 
concentric dots of the logo suggest in-
terconnection. The combine to convey 
an image of an abstracted camera lens. 
We avoid obvious imagery of an eye and 
its negative associations with surveil-
lance. The Arca name connotes arches 
and circles. This is a reference to Arca’s 
inclusive indication system. It is also a 
metaphor for connecting primary and 
adjacent users. 

↘ Speculative Marketing
Arca is not only a proposed solution. 
We designed Arca to also function as 
a provocation capable of engaging dif-
ferent audiences. What if companies 
prioritized the needs of adjacent users, 
instead of focusing on their more prof-
itable primary users? Is Arca a good 
solution? Or, to the extent that it sup-
ports surveillance, is it actually part of 
the problem? 

Internally, we thought of Arca as a sub-
tly speculative design. To signal this in-
tent, we created a second layer to our 
design in the form of a speculative mar-
keting campaign. Our branding posters 
challenge primary users with slogans 
such as “Surveil responsibly” and “It’s 
rude to over-sense.”  

 

↘ Design System
We developed a robust design system 
that included basic branding and inter-
face components, such as type ramps,  
buttons, cards, indicators, motion, and 
microinteractions. 

Later, we elaborate other aspects of 
our design system, including high-level 
design patterns and principles. On the 
following page, we outline our general 
approach of creating an Inclusive Indi-
cation System that  coordinates in-app 
and on-device feedback to communi-
cate with primary and adjacent users.

↘ Form Language
The form language of the camera con-
veys trust and stability, but counterbal-
anced with a sense of approachability. 
Visible microphone grating and  tactile 
lens covers reflect Arca’s commitment 
to transparency. Soft curves and cho-
reographed indicator transitions add 
subtly playful moments to an otherwise 
serious product.
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Extending Arca’s State Indication

↘ Inclusive Indication Systems
Arca is designed to better support di-
verse and sometimes conflicting needs 
of many different users/subjects. While 
Arca still privileges a primary user, 
the interface is intended to actively 
encourage device owners to extend 
awareness, consent, access, control, or 
benefits to adjacent users. 

Arca’s specific indication system il-
lustrates a much more general idea: 
designing more inclusive external in-
dicators and internal states for smart 
devices. We refer to this as an Inclusive 
Indication Systems. Inclusive, in this 
context, does not imply that everyone’s 
needs are met equally, or at all. Rather, 
it simply indicates that the system is 
designed with adjacent users in mind.

Here we show how the concept under-
lying Arca’s Inclusive Indication System 
can be extended to other technologies 
and contexts. 

↘ Speculative Infrastructures
Inclusive Indicators are just the expe-
riential tip of the iceburg. Beneath the 
surface, they must be supported by 
computer hardware, code, and data. 
In some cases, they may even require 
new policies and laws. Think of the  US 
WiFi medical device guidelines or the 
EU General Data Protection Regulation 
(GDPR). 

To expand the possibilities for Inclusive 
Indication Systems, we use Arca to 
imagine new interface-infrastructure 
systems. For example, we speculatively 
envision a universal standard for a Bea-
con protocol that broadcasts inclusive 
indicators and states. We also imagine 
new laws requiring the implementation 
of Beacon Indicators in public devices, 
like smart cameras.

↘ E–Ink Lens Covers
Electric ink creates many opportuni-
ties for more advanced functional and 
aesthetic applications of sensor overlay 
indicators. For example, aesthetically 
intriguing privacy masks applied to vid-
eo can be represented with e-Ink lens 
covers. 

Robots, such as Amazon’s domestic 
robot Astro, would benefit from inclu-
sive indication systems. 

Mixed reality and spatial computing 
products, such as Apple’s Vision Pro, 
might employ Arca-like indicators to 
communicate with adjacent users.

Wearables and generative AI appli-
cations, such as the Humane AI Pin, 
could increase trust with modes similar 
to Strong Privacy to protect users from 
“always on” microphone and camera 
sensing.

Conventional smart cameras are 
used in many contexts beyond the 

home, such as small businesses, 
caregiving, and public spaces. When 

combined with Beacons or Shareable 
Mode Guides, inclusive indicators can 
provide workers, clients, patrons, and 

citizens improved peace of mind.

↘ Straightforward Extensions 
Additional Privacy States: Extending the “open/closed” metaphor.

 
The open/closed metaphor can be extended to indicate more than two “in be-
tween” states. Though this approach has clear perceptual and conceptual limits. 

Bar Implementation
 
Arca’s indication system is not limited 
to circles and arcs. A bar implementa-
tion, for example, can be used instead.

Point Light Implementation

Three RGB point lights can be used to 
implement Arca’s indication system. 
This is useful for cost-sensitive appli-
cations, like public security cameras.

↘ A Universal Status Beacon 
Protocol and Icon
What if there was a standardized net-
work protocol specifically designed for 
broadcasting IoT status information? 
Such a protocol would enable device 
owners to publicly share the “keys” for 
deciphering their on-device indication 
systems. Additional information could 
also be shared, such as the purpose of 
the device, or the name and ID of its 
owner. Owners might share this vol-
untarily, or to comply with new legal 
requirements.

↘ Emerging Applications
Looking forward, we can expect to see 
many new smart devices with spa-
tial sensors. Some of these will surely 
surpass the smart camera in terms of 
pervasiveness and power to invade the 
privacy and freedom of others. Here we 
envision Inclusive Indication Systems 
applied to new and emerging applica-
tions with cameras and microphones. 
Other spatial sensors systems, such 
as GPS, Wifi, lidar, radar, and infrared 
cameras should also be considered.

634



Generalizing Design Patterns, Principles, and Issues

↘ Generalizing Knowledge
Arca blurs boundaries between func-
tional prototypes, speculative products 
and critical reflection. It serves as a 
platform to explore new possibilities 
and expose limits of user-centered de-
sign. From the outset, our goal was to 
generalize insights for other sensor-en-
abled devices. We present knowledge 
in the form of design patterns, princi-
ples, and problem framings—grounded 
in prototyping and user testing with 
primary and adjacent users. We ap-
proached Arca not simply as a solution, 
but as a mode for discovery through 
making. Through iterative making, 
situated testing, and reflection, we 
surfaced patterns and principles that 
would have been difficult to derive 
through theoretical speculation or con-
ventional usability studies alone. 

We argue that our knowledge products 
(design patterns, principles, and issues) 
have value independent of any empir-
ical validation. Just as engineering re-
searchers produce technical proof-of-
concept and humanities scholars make 
conceptual constructs, we believe 
that research through design can 
create exemplary artifacts, such as 
Arca and the generalized design knowl-
edge we present within this text.

Issue: Over-sensing, Under-reacting 
Response: Clear but Nuanced States

Smart sensing devices tend to over-
sense and underreact. By default, sen-
sors are designed to absorb as much 
data as possible. However, maximum 
sensitivity is often not needed or not 
worth the cost of privacy invasion. Like 
all computing technologies, smart de-
vices suffer from the basic “black box” 
problem of opaque inner-workings. 
However, these issues are compound-
ed with IoT devices which typically lack 
computer screens. Feedback is primar-

ily delivered through smartphone apps, 
which generally exclude impacted ad-
jacent users. Arca illustrates several 
design patterns for addressing these 
issues.

True On and Off. “On” and “off” states 
make sense with simple devices like 
lamps. Digital devices with sensors, 
network communication, and data 
processing capabilities are an entirely 
different story. Arca exemplifies a True 
On/Off design pattern that can be ap-
plied to any smart sensing device.

In contrast to Medium and Strong Pri-
vacy, True On/Off states are designed 
to be easily inferred by adjacent users 
without additional instruction. This 
was validated across our user studies.

Principle: To improve transparency 
and trust, designers should clearly de-
fine two contrasting states for each 
sensor: A True On state that represents 
its most active and sensitive state, and 
a True Off state where the sensor is 
completely deactivated. True On and 
Off help anchor a user’s mental model 
of operation. They represent the con-
ceptual floor and ceiling of device’s 
most and least sensitive, and invasive, 
states.

Sensor Dimmer Switches. Smart 
product designers need to create bet-
ter controls and indicators that allow 
users to achieve and understand com-
plex states “between on and off.” To 
enhance privacy, Arca employs a more 
general design pattern of a sensor dim-
mer switch. Arca offers two primary 
states between True On and Off: Me-
dium and Strong Privacy. Principle: 
Offer Sensor Dimmer Switches for 
configuring privacy-enhancing states 
between true on and off. 

Inclusive IoT Indication Systems. 
Design systems—an essential tool for 
interaction design—are comprehensive 
guidelines, standards, and reusable 

components that ensure consistency 
and efficiency across a product’s user 
interface and user experience. Howev-
er, smart product designers focus most 
of their energy on apps to the neglect 
of the humble indicator light and sound. 

By focusing on the overlooked needs 
of adjacent users, we surfaced the ne-
glected importance of designing inclu-
sive indication systems for IoT devices. 
Arca required us to develop a better 
vocabulary for indication systems, such 
as the interplay between in-app and 
on-device indicators. On-device indica-
tion typically uses space-constrained 
indicators such as LED lights and 
sound from digital speakers.  HCI re-
search has shown that more expressive 
light indicators are possible 22.

Perhaps the most novel inclusive indi-
cation pattern we introduce is the con-
cept of a physical sensor overlay indi-
cator. They serve to both functionally 
and symbolically enhance transparency 
and provide an extra layer of trust.

To allow custom indicator display with-
out compromising trust, Arca’s indica-
tors can be minimized but not disabled. 
This illustrates a technique of corre-
spondence integrity that achieves 
trust through reliable state mapping.

Arca’s indication system was attentive 
to the accessibility needs of color blind 
and low vision users. We are currently 
finalizing Arca’s audio indicator system, 
which prioritizes vision impaired users.

Issue: Horizontal Surveillance  
Response: Discourage Access

Whether its deliberate, accidental, or 
somewhere in between, primary users 
are surveilling adjacent users—includ-
ing family, friends, neighbors, employ-
ees, and passersby 51. While we may 
not be able to prevent the most egre-
gious and harmful forms of everyday 
surveillance [3, products can discour-

age casual or unnecessary invasions of 
privacy.

Access Speed Bumps. Arca illustrates 
how an interface can inhibit users from 
surveilling other users while still allow-
ing them to do so if needed. In Medi-
um Privacy, users can unmask video. 
However, unmasking is a somewhat 
tedious process that requires manually 
selecting segments of a recording and 
tapping multiple buttons to finally view 
the original video and audio. 

Both primary and adjacent user partic-
ipants saw value in this feature. They-
readily grasped the concept of a speed 
bump as a willfully self-imposed barri-
er. As one user remarked, “It makes me 
pause to say: Do I really wanna see this? 
That has good privacy implications.”

We refer to this design pattern as data 
access speed bumps. Like vehicular 
speed bumps, interface access speed 
bumps promote self-restraint for a 
greater good. Principle: Create access 
speed bumps to discourage use of fea-
tures deemed necessary but with high 
potential for misuse.

Social Accountability. Arca illustrates 
three mechanisms for improving priva-
cy throught social accountability: noti-
fication, logging, and watermarking.

Unmasking video requires that users 
first confirm that shared users will be 
notified. This encourages them to act 
prudently. The history view displays a 
log of who unmasked which videos. Un-
masked video is watermarked to show 
that the camera was a set to a private 
mode. This may discourage users from 
sharing or posting video to social media 
unless the situation truly demands it. 

In general, social accountability tech-
niques convey a social contract enact-
ed with Medium Privacy modes, along 
with norms of acceptable behavior. 
Issue: Power Imbalance
Response: Share the Interface

Inadequate disclosure and poor com-
munication is a source of interpersonal 
tension and conflict with everyday sur-
veillance technologies. We found that 
adjacent users are often less concerned 
about the personally sensitive content 
of video. They are upset because they 
feel disrespected and disempowered.

Tokens and gestures. Extending par-
tial access and control to adjacent us-
ers can make them feel empowered, 
respected, and informed—even if they 
don’t actually use it. It can also open 
opportunities for primary users to dis-
close devices and customize access on 
a case-by-case basis.

For example, a nanny who participated 
in our user study explained that Arca’s 
features might “change the conversa-
tion [with employers] so we can dis-
cuss and decide what’s comfortable for 
all of us.” Principle:  Include features 
that enable primary users to extend ac-
cess. Even if they are not directly used, 
these featires may prompt improved 
communication and respect between 
primary and adjacent users.

Device Status Sharing. Primary us-
ers understandably are reticent to give 
others access to their devices. By pro-
viding differential access, smart prod-
ucts can encourage primary users to 
better inform and solicit consent. Arca 
illustrates a specific differential access 
technique of Status Sharing. Adjacent 
users can be offered limited app access 
to explain and verify a device’s status—
such as basic operation, location, and 
users/owners—even when other per-
missions are not needed or desired.   
Principle: Provide Status Sharing 
features that enable primary users to 
inform others without giving them ac-
cess to sensitive data or settings. 
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Reflecting on Arca as a Research Artifact

↘ Going Deep to Learn Broadly
Arca was the culmination of two inten-
sive years of design research. Our pro-
cess included stakeholder interviews, 
design audits, competitive analysis, 
novel problem-framing, exploring di-
vergent design directions, focus and 
refinement, iterative testing, and the 
production of prototypes and other 
communicative materials. Here we 
chose to narrowly scope our presenta-
tion around our final design artifact and 
knowledge products. 

While we initially scoped our research 
broadly and explored a wide range of 
design concepts, there was a turning 
point in our process where we became 
intensely focused on designing a via-
ble solution. We pursued this similar to 
how a company would go about devel-
oping a real product. At times we won-
dered whether it was worth the level of 
work we were investing in details such 
as logos, branding, indicators, and ro-
bust visual design systems. 

Ultimately this level of depth paid off 
in unexpected ways. For example, our 

narrow focus on designing better indi-
cator lights brought into focus a much 
broader opportunity to define and com-
municate complex states between on 
and off. Our close attention to indicator 
lights also led us to generalize design 
patterns such as True On and Off, and 
Sensor Dimmer Switches. This work 
surfaced a broader need to develop In-
clusive Indicator Systems for IoT devic-
es with more thoughtful and advanced 
on-device indication. 

These and many other forms of knowl-
edge emerged through a similar pat-
tern: Going deep enabled us to arrive 
at more general insights [25]. 

↘ Anticipating Futures 
From the outset, we recognized that 
Arca’s most advanced features might 
have limited applications. They are 
most useful in specific contexts or situ-
ated actions, such as parents with nan-
nies, neighbors in a shared apartment 
building, adults caring for their aging 
and disabled family, and owners of va-
cation rentals (all real examples from 
our primary user interviews). 

However, we embarked on this design 
process with an eye toward the future. 
Our assumption was that the need for 
features like Strong Privacy, Flexible 
Sharing, and True Off will increase as 
sensors and surveillance continue to 
become a normal and accepted part of 
everyday life—for better, or for worse.

At times, we intentionally envisioned 
new functionality that would exac-
erbate privacy harms and power im-
balances. For example, we designed 
powerful, and creepy, forms of event 
detection such as “aggressive behav-
ior,” “smoking and drinking,” and “spe-
cific words or phrases spoken.” Guided 
by research on machine learning appli-

cations for computer vision and object 
recognition, we envisioned these fea-
tures to anticipate future privacy needs 
and power imbalances. 

Arca provided us a platform to specu-
lative beyond the literal product. Pre-
viously we discussed how speculative 
design concepts might inform the 
creation of new laws, policies, and 
technical standards. For example, we 
imagined new laws requiring public 
businesses to use features such as Sta-
tus Sharing or Medium Privacy on their 
smart cameras.  

We also surface broader AI ethics is-
sues—such as over-detection, creepi-
ness, and surveillance normalization—
highlighting a need for restraint and 
transparency in future infrastructures.

↘ Testing Limits
We set out to design Arca knowing that 
no optimal solution existed. Equally 
satisfying primary and adjacent users 
is an intractable problem. We knew we 
would need to make comprises that 
would benefit some at the expense of 
others. We also knew that adjacent us-
ers would remain at a disadvantaged 
position. We did not like this fact, but 
we also did not hide from this reality.

We engaged with this challenge partly 
to explore what smart product design 
interventions were possible, and which 
were not. With time, we embraced our 
challenge as a way of testing the very 
limits of human-centered design solu-
tions and approaches.

Early on, we recognized that we would 
need to persuade primary users to ex-
tend power to adjacent users. With-
out fundamental changes to laws and 
norms, primary users would remain in 
control of their devices and property. To 
us, this suggests a limit point of inter-

active product design to enact change. 

More generally, our research hit upon 
specific instances of fundamental lim-
its to user-centered design philoso-
phies. For example, consider Principle 
#1 of Jakob Neilson’s famous usability 
heuristics:   “Visibility of System Sta-
tus - The design should always keep 
users informed about what is going on, 
through appropriate feedback within a 
reasonable amount of time.” 

Our research demonstrates the limits 
of this principle and other single-user 
thinking. With smart cameras, primary 
and adjacent users often hold compet-
ing needs for visibility of system status. 
For example, a primary user may desire 
enough visibility to alert an intruder, 
but not so much that it attracts the 
attention of disapproving neighbors. A 
neighbor may wish to know the precise 
location and status of the camera—as 
does a potential thief or vandal. This 
problem is compounded by the con-
straints of on-device indicators, which 
must communicate to all users and 
with econnomical, space-constrained 
forms. 

↘ Engaging Others
Arca translates abstract ideas into con-
crete forms. These forms are accessible 
to many audiences. We have used Arca 
to engage many different types of peo-
ple including camera owners, domestic 
workers, designers, engineers, artists, 
and members of the public. We contin-
ue to disseminate this work through 
public exhibitions, demos, intellectu-
al property, and design competition 
awards [24]. Transcending our partic-
ular concerns with privacy, power, and 
smart products, Arca illustrates the 
potency of design research artifacts 
to  function across multiple registers 
to engage. This work emphasizes that 
adjacent users are not just passive by-
standers, but key stakeholders whose 
needs and experiences must shape the 
future of smart device design.
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