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DOC
SEC BOX

GDPR
compliant

Security 
The uploaded files are securely stored in the database using 
cascaded AES encryption and made available to the reci-
pient for retrieval. The documents are then available to the 
client in their password-protected access.

SyncBox
The optional SyncBox can be used to initiate the retrieval 
and sending of documents locally so that they do not have 
to be logged in again and again if they are used frequently 
during operation. These processes are also fully logged.

Allocation of rights
As the licensed operator of the DocSecBox, you can define 
which rights each user has for the respective files. Can they 
download, print or only read them. You decide what happens 
to your information.

Documents double-
encrypted

Upload via drag & drop

Detailed rights 
management

Audit-proof filing

Encrypted retrieval 
from anywhere

Set document statuses

Connection via REST 
API possible

GDPR-compliant

THE SECURE 
TRANSMISSION 
OF DOCUMENTS

The GDPR requires confidential communication 
channels for sensitive personal data. With the 
„Document Secure Box“, we offer you a solution 
with an extremely high level of security.

Now with emergency 
folder and automatic 

notification
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GDPR
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	± Web-based, runs with any new browser 
on PC, Mac, tablet, smartphone

	± Secure dial-in with username and pass-
word, two-factor authentication (2FA) 
optional per user

	± Double cascaded encryption of docu-
ments / files in the database

	± Prohibit download of PDF files, pages 
can only be viewed via images

	± Secure transfer of large files of several 
gigabytes, secure one-time transfer

	± CSV import of many users per group 
possible

	± Group administrations, rights manage-
ment, special assignment of rights

	± Detailed logs also for the e-mail outbox

	± Detailed proof per document of creation, 
viewing, download (printable)

	± Set any status per document (can be  
preset per folder)

	± Automated deletion of data possible

FUNCTION
OVERVIEW

	± Group notifications or individual notifica-
tions (also automated)

	± GDPR-compliant with automatic gene-
ration of information

	± Multilingual, worldwide secure provision 
in seconds (retrieval info to recipient)

	± Easy to use - like a web store

	± Complete Rest-API connection possible, 
remote control by third-party programs

	± Windows SyncBox - automatic synchro-
nization with multiple security controls

	± Extremely cost-effective - save on post-
age as often as possible

	± On-premise purchase / rental or bookable 
as SaaS

	± Automatic software updates can be set, 
and much more

	± QR code-based folder access with  
read-only functionality and PIN protection 
for easy, secure access without logging in


