
Data processing 
diagrams



Step 1: Store patient data on Inato

EHR

Digital records 
stored anywhere

Medical record 
retrieval 

(not yet available)

CTMS 
(not yet available)

Storage of structured 
FHIR Data: 

Patient, Condition, 
Encounter resources

(GCP FHIR Store) 󰑔

Temporary storage of 
source docs

(GCP Bucket) 󰑔

De-identification 
through 

HIPAA-compliant 
service 

(GCP DLP) 󰑔

Embedding of medical 
records pages

(VoyageAI + QDrant) 
󰑔

Storage of 
de-identified medical 

records pages

(GCP Bucket) 󰎾

Creation of “Patient” 
object on Inato

(GCP PGSql database) 
󰎾

Destruction of source docs 
post de-identification

Manual upload

Weekly pulls 
(C-CDA + visit notes) through 

certified FHIR APIs



Step 2: Assess patient data on Inato

2.1 Does patient meet the target patient 
profile?

2.3 Store eligibility reports 
on Inato

(GCP PGSql database) 󰎾
Fetch relevant 

pages 

(VoyageAI + 
QDrant) 󰑔

Check targeted 
patient profile

(OpenAI, 
GPT-4o) 󰑔

2.2 Does patient meet all trial IE Criteria?

For each criterion:

Fetch relevant 
pages 

(VoyageAI + 
QDrant) 󰑔

Check targeted 
patient profile

(OpenAI, 
GPT-4o) 󰑔



Step 3: Consult patient eligibility data on Inato

User tries to access 
patient data including PHI

System checks whether 
user is authorized to 

access PHI 

(backend checks: is user a 
site user of the correct 

site?)

Service PHI data fields

Show “REDACTED” 
instead of PHI

Yes

No


