The Agentic Cloud Defender

Prowler is the Agentic Cloud Defender for any cloud. We help organizations continuously secure cloud infrastructure,
SaaS, containers, and Infrastructure as Code across multi-cloud environments. Built on an open-source foundation,
Prowler combines deterministic security checks, compliance mappings, and Al-driven investigation, prioritization, and

guided remediation to reduce risk faster while keeping teams in control.

World's Most Widely Adopted Open Cloud Security Platform

46M+ 14K+ 310+

Downloads GitHub Stars Contributors Worldwide

2,000+ 60+ 20+

Checks Compliance Frameworks Cloud Providers
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Prowler OSS: Free, self-managed Prowler Cloud: Managed & Agentic -
$99 per scanned account/month
Everything in OSS, plus Lighthouse Al + MCP server, custom
dashboards and reporting, Autonomous Engineer for remedia-
tion, Real-time Detection, and Alerts and notifications.

CLI scanner, Local Server, and SDK.

github.com/prowler-cloud
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Prowler Private Cloud: In your cloud Prowler for MSSPs: Partners
(VPC) or on-prem Managed platform for MSPs, MSSPs, and resellers with multi-
Everything in Cloud, plus air-gapped deployment, data residency customer management, centralized billing, and immediate re-
of choice, private providers/checks/compliance, Local Registry, mediation plans.

and white-glove onboarding.

TRUSTED BY INNOVATIVE CLOUD SECURITY LEADERS
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Key Capabilities

<# Lighthouse Al s» Attack Paths

An autonomous virtual Gen-Al assistant built with Agentic Al tools Unified Knowledge Graph maps all cloud resources with the rela-

presents a chat interface, enabling users to ask complex operational tionships that link them. Prowler turns cloud complexity into clear

or analytical questions as if they were talking to a colleague. risk paths, enabling teams to understand, prioritize, and eliminate
real-world attack routes.

¢ Prowler MCP

Brings cloud security context within agentic workflows by integrat- © Compliance and Audits

ing with popular tools such as Cursor, Claude Code, or Visual Easily demonstrate adherence to industry and regulatory standards

Studio. Prowler MCP detects misconfigurations, assesses risk, and with automatic mapping against compliance framework requirements.

can automatically generate or submit remediation pull requests, all
without leaving the coding environment. (&) Infrastructure as Code Security

$® Prowler Hub

Shift security left and catch misconfigurations, policy violations, and
risks in code and CI/CD pipelines before resources are provisioned.

The registry at the center of the agentic cloud security universe.

2,000+ open, versioned artifacts (detections, remediations, and

(» Prowler ThreatScore

compliance packs) consumable by humans and by every Al security Weighted risk prioritization scoring that helps you focus on the

agent through MCP.
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Remediations

APIs, Notification Apps, SIEM. Jira, and Other Integrations

Checks Compliance

SECURE SAAS PLATFORM | SOC2 TYPE Il | GRANULAR RBAC | DATA ENCRYPTION - IN TRANSIT AND AT REST

G Multi-cloud coverage:

Compliance frameworks:

& Enterprise integrations:

The Agentic Cloud Defender

AWS - Microsoft Azure - Google Cloud - Kubernetes - GitHub - Microsoft 365 - Oracle Cloud (OCI) -
Alibaba Cloud - Cloudflare - OpenStack - Vercel - Okta - Google Workspace - MongoDB Atlas - 1aC - LLM

CIS - NIST 800 / CSF - PCI-DSS - GDPR - HIPAA - SOC 2 - ISO 27001 - FedRAMP - NIS2 - DORA - ENS -
AWS FTR / Well-Architected - MITRE ATT&CK - BSI C5

Splunk - Atlassian - Censys - CrowdStrike - Datadog - ServiceNow - GitHub Actions - AWS Security Hub -
Azure Defender

www.prowler.com



