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Preface

1 Purpose

The standard is to define a peer—to—peer identification system for data sovereignty
enhancing. In centralized identity management, since identification between
individuals is implemented through the personal information processing system
operated by the service provider, there are security threats to personal information
processing. In decentralized identity management, a service model that separates the
issuer and the holder is suitable for handling certificates with a high assurance level
(e.g., mobile driver's license, vaccination certificate, etc.). But certificates that are
widely used in everyday life (e.g., business cards, class attendance certificates,
event attendance certificates, food and beverage transaction certificates, travel
certificates, etc.) have a low assurance level. A service model that can issue
certificates with a low assurance level and with Pll(Personally Identifiable Information)
by holders and verify mutual identities between peers by presenting the certificates to
relying parties is needed. Holders can put their Pll into the certificates. The service
model can be implemented through a peer—-to—-peer identification system using
short-range wireless communication defined in this standard.

2 Summary

The standard should specify a peer—to—peer identification system using short-range
wireless communication including wireless communication module (e.g., Bluetooth,
Wi-Fi Direct), certificate management module, PIll management module,
cryptographic key management module, off-chain, on-chain. It also identifies
security threats to the system and specify security requirements against the identified
security threats.

3 Relationship to Reference Standards

None
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CIOIE =& L3IE st el 2 AJ;ASOIA|AE
(Peer—-to—peer Identification System for
Data Sovereignty Enhancing)

1 M8 HY

2 E=2 JH2I9 dI0olel =R (data sovereignty) 232 ot 2Hel 2HSAIS 0l
8t JHOI 2t ARABOIAABIS HOISHCEH &t HMOH AIAEN HE 2o 98 Alg & 7
Ol (HS0l= 20 QLRAIES J|=6t0 B20 &2 AtdIZE FMAISHTH

2 018 H=

HE AME 98

3 80 39

3.1 JHelE = (personal information)

MY FOISE2RS, F&4 SS E610 202 = U= A0IY=E JHelol tist 22

Y HECIOZE EX IS 202 £ QHet: T2 HEQ Z&olo gH Lot
2= Qe HEQ I HE9 AI2-ZE 20l EF oIS 2ot £ e IIHEEE
11 SH

—_ O

3.2 OIOIE =3A(data sovereignty)
=JILE JHOI0] RHD| GIOIE{S AR HAL AIE 280l Oistd 23

ot

A
e

50
rr
Ft
]

3.3 E=ZEA(Bluetooth)
IEEE 802.15.1 OIA HZ=3st=El 248 S4& J1J| 20l Ik HelllMd &2

H
Sels ot flet 2=,

P
y
|0
Hu
{0
x

[EX(3.1~3.3)] TTARESAZAIA

3.4 AlZ] ZAXHRP, relying party)
A2 QFGlE P WEHUA RLE/Z=Hol= AXMH 28 Al HE = FH 26l
= AAHM(An entity that relies on an identity representation or claim by a

requesting/asserting entity within some request context).
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[EX] ITU-T X.1252 (04/21)
3.5 AIRIFEE(identity information)
otLtel AME U2 AMA PEole 54 gtel & & (set of values of attributes that
differentiate one entity from others)
3.6 Q=0 BE 53
ARASOIZ (et SHOl 2ol AXel A=l WHH et sl S2.
3.7 2= AICl(off-chain)
EEANC AUA OIFUHA Z2AHA =2 2=EMC A20 HEE OO0IH S22 A
M Al
3.8 2x2l(on—chain)
ESAC WUHA OIRHE ZZ2HA =2 ==X 2 e HI0IH S22 A8 I A,
3.9 20|10l CHOl2! E(Wi-Fi Direct)
A HAHA EZOIE(AP)E SotAl 10 20[H0 J1D| 2 EE Eplole ghal
3.10 FLIE=(QR code, quick response code)
S AT Y HESZ AEE UEUWHE HEEA A9 2X& HIZEQ & JHAXI.
[EX(3.6~3.10)] TTAEESAESHAMA
4 <0
DLT Distributed Ledger Technology
ID |dentity
QR Quick Response
5 2Hel PEHSAE 0|8 el 2t MR_AEOIAIAE!
5.1 JI&ES 24 A3 22l HMYlA 29 EHE
JIEQ 24 AR 22| MHIA BE2 &3 XH(issuer), 0l Xt(holder), &= Xt(verifier),
SZ2 M (registry) SO2 A= 2= 02X QAU 2o SHAS L36tHl.
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