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Preface

1 Purpose

The purpose of this standard is to define virtual asset transfer customer identification
service model based on distributed ledger technology (DLT). Recently, cross—border
transfers using blockchain—based virtual assets (i.e., cryptocurrencies) have been
increasing. However, due to the anonymity of the blockchain, there is a problem related
to money laundering because the virtual asset service provider (VASP) cannot identify
the originator and the beneficiary. To solve this problem, the VASPs need a service
model that can implement the customer due diligence (CDD) and rule to provide
customer identity information (e.g., travel rule) for anti-money laundering (AML). The
VASPs can securely verify and store customer identity information including Pl
(personally identifiable information) using this service model which includes identity
service providers (IDSPs).

2 Summary

This standard should identify requirements such as CDD and the travel rule to
implement AML and pseudonymization of PIl through analysis of AML laws and
guidelines related to virtual assets and laws related to personal data protection, and
should define a customer identification service model based on DLT and data formats
that enable VASPs to verify identity information of the originators and beneficiaries.
And also this standard should identify security threats to the service and specify
security requirements against the identified security threats.

3 Relationship to Reference Standards

None
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2 JIANXIARAR XL (VASP, virtual asset service provider)

Ju

9]

0l
ol
30

i
Ok

o

J
9]
00

=
1o

StLEO

Jl

1)28 6)IX2 of

ok

o
110

Ju

o

700

Ju

. =

3

s
oF

|
110

J

]
%0 oll

Ol Ko
@0

mo M
o Ok

Ko

ok _

|
ﬂox

i -
TR
K/

o
Ol
<
= o

-

0

—_

~

Ok

700
Ju

I7e}
RO

0
50
o

Ne=Z2AM O

[ ==t
ISh=

AL KO

b

<J

At

|.

<0

ArE A S0I It

JF
=]

HIEH DA oA

]

1l

i)
1

ulo
00

ok

tel AP X (IDSP, identity service provider)

A3 2

3.3

A,

olE,

(Identity)2 3,

b OXgE A&

50

A
(=]

(=1=
==

Al

9l

)

=gl

Ju

oJ
1l

Ju

U
U

ol

Ju

9]

Hes

0

el AR RO

pd
A
oJ
or
oJ

il
5
KO

(PIl, personally identifiable information)

olEE

3.4 I

M Ct

J)

-

<N

-

0o

==
1o

iy
RO

Ju
o3

<+
o

-

ol
@__

ol
ulo

-

80
ok

of
1)
Hr
lo

al

Kk

oI
o)

RO
ur
Ju

Ol

—_

. ol

80
7

iy
U

ol
ol

ulo

0
Jo

4
ol

iy
%0

fulJ

JI
Jif3

Ju
o3

<+

oll
0D
[l

M
OF

by

N

TH
%0

J)

MEHZ

CEZM Heie

L

S
=

JtEHel

(et

JU
<

<+
Iy

-

oll
Q___

ol
RO
e
%

<
i}

oD

00

ol
H
RO

3.5 JI¥Xal (pseudonymization)

0
all
ol
A<
JJ
)
K

r
H

<
I

%
I

-

ol
ol
ol

RO
ur

I

<
I

X (3.4~3.5)]

=
=

[

TTAK.KO-12.0374



3.6 22l (on-chain)
==H2 UM OIRHA Z=Z2MHA =2 =M We ol s2 #=4ag M
= =0}

>

3.7 2T AIC! (off-chain)
SE=2HQ Q0 A OIZHE Z=ZA
M AF==C

|>
Jlon
o
N
Ju
é
o
to
Sl
2
>
0
i
Q
o
[l
oin
o
1>
>
o
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3.8 olJIg SAM/JAFAIAE (permissioned DLT system)
LEE KXot 2ot ol HEtol EHRst 2ALAZAIAE (distributed  ledger
h

system in which permissions are required to maintain and operate a node).

3.9 HISBH SALAZAIAE (private DLT system)
MstE DLT Al2X 0808 AIE2E = Us SAMHAIAE (a distributed ledger
technology (DLT) system which is accessible for use only to a limited group of DLT users).

[£XH(3.8~3.9)] ITU-T X.1400 2at2Z)|= 280 HO (terms and definitions for
distributed ledger technology)

AML anti-money laundering

CDOD  customer due diligence

DLT distributed ledger technology
IDSP  identity service provider

PKI public key infrastructure

VASP virtual asset service provider
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