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Preface

1 Purpose

The standard is to propose a digital certificate system for prevention of infectious
diseases, and to identify and specify potential security threats and security
requirements for the system. Due to the COVID-19 pandemic, many countries
introduced and utilized the COVID—-19 digital certificate system, but there were
problems such as duplication and theft of certificates and leakage or exposure of
personal information due to submission of certificates using QR codes. Additionally,
there were difficulties in using certificates due to lack of interoperability between
heterogeneous systems. People infected with COVID-19 used forged certificates to
evade quarantine, thereby spreading the disease as well. The proposed system is a
digital certificate system for prevention of infectious diseases that can provide
interoperability of heterogeneous certificates by storing decentralized identity based
certificate verification information on the blockchain. The trust anchor of the
proposed system solves the problem of certificate forgery and improves security by
guaranteeing the identity of the certificate issuer and presenter. In addition, the
proposed system can allow to submit multiple certificates at once using the short-
range wireless communication of the user terminal, and can allow to verify multiple
certificates (e.g., vaccination certificate, infectious disease recovery certificate,
infectious disease test certificate, ID card, etc.) at once, which improves user
convenience.

2 Summary

The standard should specify a digital certificate system consisting of holder,
custodian, issuer, service provider(relying party), off-chain, and universal on—chain.
It also identifies security threats to the system and specify security requirements
against the identified security threats.

3 Relationship to Reference Standards

None

i TTAK.KO-12.0412
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3.4 SZEA(Bluetooth)
|EEE 802.15.1 OlA E=st=l 246 S4A1 I 2H0 I HelllMd &2 dgEcz 24

SAS o) st BEF.
[ZH(3.3~3.4)] TTAEBESAEHAIA
A2 EAFRHRP, relying party)

ot= & WEHUAN RFE/FHot=s AU st MF HE

An entity that relies on an identity representation or claim by a

3.5
TE = «

0%

&0l 2fEot

|' |
rr

=
= &X

requesting/asserting entity within some request context).

—

[EX(3.5)] ITU-T X.1252 (04/21)

3.6 &2 WH(trust anchor)

A2l SAFKIIE Al2IGtD 21 ZBZ20A CISME HSot=0 0l85d= AHI(Entity that is
trusted by a relying party and used for validating certificates in certification paths).

[£X(3.6)] ISO/IEC 27099:2022, BEHEE S

3.7 &2 XI&(identity wallet)

AP AL RRAlel JHeldl= S MEES2ZM =2 AEANLY deldE 2SS 22ols
OHE2A0lE =2 &(%% LAZEYA).

3.8 2ct2 =Hl(oracle problem)
S22 SAHUWA S2HC &2 Ol0IE(off-chain data)E E2MQ ¢t HI0IE (on-

chain data)0ll Z&old JI=E& [ LMot SHE LS.
3.9 IAQl(off-chain)
S=HQo E&F AZ20A 0RHE ZZAHA =2 =2EHQ 20 HEE HOoIEH S22

r\

3 Ol(on—-chain)
S=HQ &d HWEUHAM OIfHE EZAHA

Jon

2 dd= Uole s= XNEE i AFS.

3.11 <2f0lmO0l CtOIZE(Wi-Fi Direct)

(
SN HHA ZOIE(AP)E SoHAI &1 2A0[I0I J1D| 2t HE SAldte 2al
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3.12 & XA H(electronic signature)
MO A MY AIAS 2015tD| ot UM E2ZHU =elHo2 A
= MX E@Ele AR, MIUAYS HEIIE S ML= CUXNE HAK = 2AH0

st &2 A (authenticity), &
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E/\O

(integrity), £¢! 2tXl(non-repudiation) E4S XM Z.

CH o

3.13 ALIE(QR code)

s AT RYH HECSZ dEE UE U= HEEA EAI9 2X& HIZEQ & JIHAXl
[EX(3.7~3.13)] TTARBEAMEHAIE

4 9

API Application Programming Interface

IO |dentity

QR Quick Response

URL Uniform Resource Locator

5 ZEY eS S 24HD Il CIXNE SYAM AAE

2EY oY= st 24HD DI CIXE SYAM AIAEES 2T} (Issuer), 01 XHHolder),

4= & XH(Custodian), MBIA HSXH(Relying party), @ZH 2l(Off-chain), RLIHHE X2l

(Universal on—-chain) S22 RAECH el 08X & *EXes MY XLE BER6t

D, 2Ejol 2 FUHA 2Hdele Al2l W (Trust anchor)db € &= UCH 2 AIAES
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