
 

 

Terms of Service 

Last Updated: February 4, 2026 

Welcome to Fire Data!  

Your use of this website, the services and the related technology for optimizing your YouTube channel(s) 

that We may provide through Our website(s) including all associated data, graphics, text,  information and 

software that We may make available to you (collectively the “Services”) is subject to these Terms of 

Service (the “Terms” or the “Agreement”) between you and Fire Data LLC, a Texas limited liability company 

(“Us”, “We”, or “Our”). 

Please read this Agreement carefully. If you do not accept any part of it, then you may not use the Service. 

We may change the Terms or suspend Service at any time without notice to you. By using our Services, 

you agree to the Terms, including any modifications we make. If you object to any such modifications, 

your sole recourse shall be to cease using the Service. Continued use of the Service following any such 

modifications indicates you acknowledge and agree to be bound by the modifications.  

Who May Use the Service? 

Age Requirements 

You must be at least 18 years old to use the Service. By using the Service, you represent that you are at 

least 18 years old. 

Businesses 

If you are using the Service on behalf of a company or organization, you represent that you have authority 

to act on behalf of that entity, and that such entity accepts this Agreement. 

Your Use of Our Service 

Privacy 

We are committed to protecting your privacy. Please read our Privacy Policy for full details. 

License and Permitted Use 

We are granting you a limited, personal, non-exclusive and non-transferable license to use the Service for 

individual, consumer purposes. Your right to use the Service is conditioned on your compliance with these 

Terms. You have no other rights in the Service and you may not modify, edit, copy, reproduce, create 

derivative works of, reverse engineer, alter, enhance or in any way exploit any of the Services in any 

manner. If you breach these Terms this license will terminate. 

You may not copy, modify or create derivative works based on the Services, or any portion(s) of the 

Service; distribute, transmit, publish or otherwise disseminate the Services; transfer to any third party any 

of your rights under this Agreement; access or use the Subscription Services for the benefit of any third 

party; attempt to access or derive the source code or architecture of the Services; attempt to breach any 

security or authentication feature or measures of the Services; interfere or attempt to interfere with 

service to any user, host or network, including, without limitation, by means of submitting malicious 

software or computer code (“Malicious Code”) to the website(s); transmit any content that (i) infringes 



 

 

any intellectual property or other proprietary rights of any party; (ii) you do not have a right to use under 

any law or under contractual or fiduciary relationships; (iii) contains any Malicious Code, files or programs 

designed to interrupt, destroy or limit the functionality of any computer software or hardware or 

telecommunications equipment; (iv) poses or creates a privacy or security risk to any person or entity; (v) 

constitutes unsolicited or unauthorized materials; or (vi) is otherwise objectionable; violate any applicable 

law or regulations in connection with your use of the Services; use any data mining, robots, or similar data 

gathering or extraction methods in connection with the Service through any means other than through 

the interface that is provided by Us for use in accessing the Service; attempt to gain unauthorized access 

to any portion of the Service or any other accounts, computer systems, or networks connected to the 

Service, whether through hacking, password mining, or any other means; impersonate any person or 

entity, or falsely state or otherwise misrepresent your affiliation with a person or entity; or permit any 

third party to do any of the foregoing. 

Certain uses of the Services may be subject to additional limitations, restrictions, terms and/or conditions 

specific to such use (“Additional Terms”) set forth in a separate agreement between you and Us. In such 

cases, the applicable Additional Terms will be made available to you and your access to and use of the 

Services will be contingent upon your acceptance of and compliance with such Additional Terms. 

Third Party Components, Services, and Links 

Some software used in Our Services may contain or otherwise make use of software, code or related 

materials from third parties (“Third Party Components”), including under an open-source license or Google 

Cloud Vision license. Certain Third-Party Components may be subject to separate license terms that 

accompany such Third Party Components that, to the extent they conflict with the terms of this 

Agreement, supersede the terms of this Agreement, so please be sure to read those licenses as well. 

By using your YouTube Content within Our website and Services you are agreeing to be bound by 

YouTube’s Terms of Service. We recommend that you review YouTube’s Terms of Service regularly. 

If you join an affiliated server or platform you agree to be bound by that service or platform’s Terms of 

Service. 

The Service may contain links to third-party websites and online services that are not owned or controlled 

by Us. We have no control over, and assume no responsibility for, such websites and online services. Be 

aware when you leave the Service; we suggest you read the terms and privacy policy of each third-party 

website and online service that you visit. 

Registering an Account 

To access certain aspects of the Service you must register and pay a subscription fee. By completing the 

registration process for the Service, you agree to subscribe to the selected Services, subject to the terms 

and conditions of this Agreement. You agree to provide Us with accurate and complete registration 

information and to promptly notify Us in the event of any changes to any such information. 

You shall be solely responsible for the security and proper use of all user IDs and passwords used in 

connection with the Services and shall take all reasonable steps to ensure that they are kept confidential 

and secure, are used properly, and are not disclosed to or used by any other person or entity. You shall 

immediately inform Us if there is any reason to believe that a user ID or password for the Services has or 



 

 

is likely to become known to someone not authorized to use it, or is being or is likely to be used in an 

unauthorized way. 

Subscriptions 

By registering an account with Us and paying a subscription fee, you gain access to certain additional 

Services offered on and through the Service (a “Subscription”). Each Subscription and the associated rights 

and privileges provided to each subscriber are personal and non-transferable. All payments of 

Subscription fees are non-refundable. 

You may pay for your Subscription fees via our third-party payment processor by credit card, debit card 

or any other payment method specified at the time of purchase of your Subscription. Upon processing 

your Subscription fee you will receive an email notification that your Subscription has been activated. 

We reserve the right to revise our fees, including by increasing or adding new fees, at any time on thirty 

(30) days ’notice. Such notice may be sent to you by email to your most recently provided email address 

or posted on Our website or by any other manner chosen by Us in our commercially reasonable discretion. 

You will be deemed to have received any such notice that is posted on the website on the day it was 

posted. Your use of the Service after the thirty (30) day notice period constitutes your acceptance of the 

new or revised fees. If you do not agree to the revised fees, you may cancel your Subscription. 

IMPORTANT NOTICE ON AUTO-RENEWAL: DEPENDING ON THE BILLING OPTION YOU CHOOSE WHEN YOU 

REGISTER FOR YOUR SUBSCRIPTION, WE WILL AUTOMATICALLY RENEW YOUR SUBSCRIPTION ON EACH 

MONTHLY OR YEARLY ANNIVERSARY OF THAT DATE THAT WE CHARGE YOUR OFFERED METHOD OF 

PAYMENT FOR THE FIRST SUBSCRIPTION FEE AND, AS AUTHORIZED BY YOU DURING THE SUBSCRIPTION 

SIGN-UP PROCESS, WE WILL CHARGE YOUR OFFERED METHOD OF PAYMENT WITH THE APPLICABLE 

SUBSCRIPTION FEE AND ANY SALES OR SIMILAR TAXES THAT MAY BE IMPOSED ON YOUR SUBSCRIPTION 

FEE PAYMENT (UNLESS YOU CANCEL PRIOR TO THE ANNIVERSARY DATE). EACH SUBSCRIPTION RENEWAL 

PERIOD IS FOR ONE MONTH OR ONE YEAR, DEPENDING ON THE BILLING OPTION YOU CHOOSE. YOU MAY 

CANCEL OR DOWNGRADE YOUR SUBSCRIPTION AT ANY TIME FROM WITHIN THE SERVICE OR BY 

CONTACTING US AT support@firedata.gg . IF YOU DOWNGRADE OR CANCEL YOUR SUBSCRIPTION, YOU 

WILL ENJOY YOUR CURRENT SUBSCRIPTION BENEFITS UNTIL THE EXPIRATION OF THE THEN-CURRENT 

SUBSCRIPTION PERIOD FOR WHICH YOU HAVE PAID, AND YOUR SUBSCRIPTION BENEFITS WILL 

DOWNGRADE OR EXPIRE AT THE END OF THE THEN-CURRENT SUBSCRIPTION PERIOD. 

Payments and No Refund Policy 

You agree to pay all applicable fees related to your Subscription. We may suspend or terminate your 

account and/or access to the Service if your payment is late and/or your offered payment method (e.g. 

credit card or debit card) cannot be processed. By providing a payment method, you expressly authorize 

Us to charge the applicable fees on said payment method as well as taxes and other charges incurred 

thereto at regular intervals, all of which depend on your particular Subscription and utilized Services. 

We understand that you might cancel your account, but please know that We will not provide any 

refund(s) and you will be responsible for paying any balance due on the account. To make things less 

complicated, you agree that We may charge any unpaid fees to your provided payment method and/or 

send you a bill for such unpaid fees. 



 

 

Consent to Receive Email 

We may send you transactional messages related to our Services. We may send marketing 

communications to users and you may unsubscribe from any such communications at any time by clicking 

the “unsubscribe” link found within Our emails or by emailing us at support@firedata.gg. Please note you 

will continue to receive transactional messages related to our Services, even if you unsubscribe from 

marketing emails. 

Indemnity 

You shall indemnify, release and hold harmless Us and Our parents, subsidiaries, affiliates, licensors and 

service providers, and each of Our respective officers, directors, employees and agents, from and against 

any loss, liability (including settlements, judgments, fines and penalties) and costs (including reasonable 

attorney fees, court costs and other litigation expenses) relating to any claim or demand made by any 

third party due to or arising out of your access to the website(s) and/or the Services, in violation of this 

Agreement, or infringement of any intellectual property or other right of any person or entity.  

Warranty Disclaimers 

WE AND OUR SERVICE PROVIDERS AND LICENSORS PROVIDE THE WEBSITE AND SERVICES ON AN “AS IS” 

AND “AS PROVIDED” BASIS, WITHOUT ANY WARRANTY OR CONDITION OF ANY KIND, EXPRESS OR 

IMPLIED, AND SPECIFICALLY DISCLAIM ANY IMPLIED WARRANTIES OF NON-INFRINGEMENT, TITLE, 

MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE AND AVAILABILITY OF THE WEBSITE OR 

SERVICES. WE MAKE NO REPRESENTATION THAT THE WEBSITE AND/OR SERVICES WILL BE 

UNINTERRUPTED OR ERROR, BUG OR VIRUS FREE AND SHALL NOT BE HELD RESPONSIBLE IN ANY WAY OR 

BY ANY MEANS, EITHER DIRECTLY OR INDIRECTLY, FOR ANY COMMUNICATIONS DIFFICULTIES, ACCESS 

DELAYS, ANY INTERRUPTION AND/OR DATA DELIVERY, NON-DELIVERY, MIS-DELIVERY, CORRUPTION, 

DESTRUCTION, OR EVENTS BEYOND OUR REASONABLE CONTROL. 

Limitation of liability 

WITHOUT LIMITING THE FOREGOING, WE SHALL NOT BE LIABLE TO YOU OR YOUR BUSINESS FOR ANY 

INDIRECT, INCIDENTAL, CONSEQUENTIAL, EXEMPLARY, SPECIAL, OR PUNITIVE DAMAGES OR LOST OR 

IMPUTED PROFITS OR ROYALTIES ARISING OUT OF YOUR USE OF THIS WEBSITE OR ANY SERVICES 

PROVIDED, WHETHER FOR BREACH OF WARRANTY OR ANY OBLIGATION ARISING THEREFROM OR 

OTHERWISE, WHETHER LIABILITY IS ASSERTED IN CONTRACT OR TORT (INCLUDING NEGLIGENCE AND 

STRICT PRODUCT LIABILITY) AND IRRESPECTIVE OF WHETHER WE HAVE BEEN ADVISED OF THE 

POSSIBILITY OF ANY SUCH LOSS OR DAMAGE. YOU HEREBY WAIVE ANY CLAIM THAT THESE EXCLUSIONS 

DEPRIVE YOU OF AN ADEQUATE REMEDY. TO THE MAXIMUM EXTENT PERMITTED BY LAW, IN NO EVENT 

SHALL OUR AGGREGATE LIABILITY TO YOU FOR ALL CLAIMS ARISING OUT OF OR RELATED TO THESE 

TERMS OR THE SERVICES EXCEED THE GREATER OF ONE HUNDRED U.S. DOLLARS ($100) OR THE AMOUNT 

YOU PAID US, IF ANY, IN THE TWELVE (12) MONTHS PRECEDING THE EVENT GIVING RISE TO LIABILITY. 

CERTAIN STATES DO NOT ALLOW THE LIMITATION OF CERTAIN DAMAGES, SO SOME OR ALL OF THIS 

LIMITATION OF LIABILITY MAY NOT APPLY TO YOU AND YOU MAY HAVE ADDITIONAL RIGHTS. 

IF YOU ARE A USER FROM NEW JERSEY, THE FOREGOING SECTIONS TITLED “WARRANTY DISCLAIMERS” 

AND “LIMITATION OF LIABILITY” ARE INTENDED TO BE ONLY AS BROAD AS IS PERMITTED UNDER THE 



 

 

LAWS OF THE STATE OF NEW JERSEY. IF ANY PORTION OF THESE SECTIONS IS HELD TO BE INVALID UNDER 

THE LAWS OF THE STATE OF NEW JERSEY, THE INVALIDITY OF SUCH PORTION SHALL NOT AFFECT THE 

VALIDITY OF THE REMAINING PORTIONS OF THE APPLICABLE SECTIONS. 

Proprietary Rights 

"Fire Data” is a trademark that belongs to Us. Other trademarks, names and logos on the Service are the 

property of their respective owners. 

Unless otherwise specified in these Terms, all materials, including the arrangement of them on the Service 

are Our sole property. All rights not expressly granted herein are reserved. Except as otherwise required 

or limited by applicable law, any reproduction, distribution, modification, retransmission, or publication 

of any copyrighted material is strictly prohibited without the express written consent of the copyright 

owner or license. 

Rights to Content 

Content defined: 

For purposes of this Agreement: (i) “Content” means text, graphics, images, music, software, audio, video, 

works of authorship of any kind, and metrics, information or other materials that are posted, generated, 

provided or otherwise made available through and to the website(s) or Services; and (ii) “User Content” 

means any Content that users (including you) provide to be made available through and to the website(s) 

or Services. Content includes without limitation User Content. 

Content Ownership 

We do not claim any ownership rights in any User Content and nothing in this Agreement will be deemed 

to restrict any rights that you may have to use and exploit your User Content. Subject to the foregoing, 

We and Our licensors exclusively own all right, title and interest in and to the website(s) and Services and 

Content, and all underlying software, technology and processes and any enhancements or modifications 

thereto, including all associated intellectual property rights therein. You acknowledge that the website(s), 

Services and Content are protected by copyright, trademark, and other laws of the United States and 

foreign countries. You agree not to remove, alter or obscure any copyright, trademark, service mark or 

other proprietary rights notices incorporated in or accompanying the website(s), Services or Content. 

Rights in User Content Granted by You 

By making any User Content available through the website(s) or Services you hereby grant to Us a non-

exclusive, transferable, sublicensable, worldwide, royalty-free license to use, copy, modify, create 

derivative works based upon, publicly display, publicly perform and distribute your User Content in 

connection with operating, providing and improving Our Services and Fire Data ’s business. 

You are solely responsible for all your User Content. You represent and warrant that you own all your User 

Content or you have all rights that are necessary to grant Us the license rights in your User Content under 

this Agreement. You also represent and warrant that neither your User Content, nor your use and 

provision of your User Content to be made available through the website(s) or Services, nor any use of 

your User Content by Us on or through the Services will infringe, misappropriate or violate a third party’s 



 

 

intellectual property rights, or rights of publicity or privacy, or result in the violation of any applicable law 

or regulation. 

Rights in Content Granted by Us 

Subject to your compliance with this Agreement, We grant you a limited, non-exclusive, non-transferable, 

non-sublicensable license to view, copy, display and print the Content solely in connection with your 

permitted use of the Services. 

Feedback 

Any feedback that you voluntarily provide to Us about the Service (e.g., comments, questions, suggestions 

for improvements – collectively, “Feedback”) through any communication whatsoever (e.g., call, email, 

via the website(s)) will be treated as non-confidential and non-proprietary. You hereby assign all right, 

title, and interest in, and We are free to use, without any attribution or compensation to you, any ideas, 

know-how, concepts, techniques, or other intellectual property and proprietary rights contained in the 

Feedback, whether or not patentable, for any purpose whatsoever, including but not limited to, 

developing, manufacturing, having manufactured, licensing, marketing, and selling, directly or indirectly, 

products and services using such Feedback. You understand and agree that We are not obligated to use, 

display, reproduce, or distribute any such ideas, know-how, concepts, or techniques contained in the 

Feedback, and You have no right to compel such use, display, reproduction, or distribution. 

DMCA/Copyright Policy 

We respect copyright law and expect Our users to do the same. It is Our policy to terminate in appropriate 

circumstances account holders who repeatedly infringe or are believed to be repeatedly infringing the 

rights of copyright holders. Please reach out to us at dmca@firedata.gg if you believe one of Our users 

has infringed a copyrighted work. 

GOVERNING LAW, ARBITRATION, AND CLASS ACTION/JURY TRIAL WAIVER 

Governing Law. You agree that: (i) the Service shall be deemed solely based in Texas; and (ii) the Service 

shall be deemed a passive one that does not give rise to personal jurisdiction over us, either specific or 

general, in jurisdictions other than Texas. This Agreement, and all claims or causes of action (whether in 

contract, tort or statute) that may be based upon, arise out of or relate to this Agreement, or the 

negotiation, execution or performance of this Agreement (including any claim or cause of action based 

upon, arising out of or related to any representation or warranty made in or in connection with this 

Agreement or as an inducement to enter into this Agreement), shall be governed by, and enforced in 

accordance with, the internal laws of the State of Texas including its statutes of limitations without respect 

to its conflict of laws principles. The parties acknowledge that this Agreement evidences a transaction 

involving interstate commerce. Notwithstanding the preceding sentences with respect to the substantive 

law, any arbitration conducted pursuant to the terms of this Agreement shall be governed by the Federal 

Arbitration Act (9 U.S.C. §§ 1-16). The application of the United Nations Convention on Contracts for the 

International Sale of Goods is expressly excluded. For any actions for which we retain the right to seek 

injunctive or other equitable relief in a court of competent jurisdiction to prevent the actual or threatened 

infringement, misappropriation or violation of our copyrights, trademarks, trade secrets, patents, or other 

intellectual property or proprietary rights, as set forth in the Arbitration provision below, including any 

provisional relief required to prevent irreparable harm, you agree to submit to the personal jurisdiction 



 

 

of the federal and state courts located in Dallas County, Texas, provided that such jurisdiction is proper 

under applicable law. You agree that Dallas County, Texas is the proper forum for any appeals of an 

arbitration award or for trial court proceedings in the event that the arbitration provision below is found 

to be unenforceable. 

Arbitration. READ THIS SECTION CAREFULLY BECAUSE IT REQUIRES THE PARTIES TO ARBITRATE THEIR 

DISPUTES AND LIMITS THE MANNER IN WHICH YOU CAN SEEK RELIEF FROM US. For any dispute with Fire 

Data , you agree to first contact us at support@firedata.gg and attempt to resolve the dispute with us 

informally. In the unlikely event that Fire Data has not been able to resolve a dispute it has with you after 

sixty (60) days, we each agree to resolve any claim, dispute, or controversy (excluding any claims for 

injunctive or other equitable relief as provided below) arising out of or in connection with or relating to 

this Agreement, or the breach or alleged breach thereof (collectively, “Claims”), by binding arbitration 

administered by JAMS, under the JAMS Streamlined Arbitration Rules and Procedures then in effect, 

except as modified by this Agreement. JAMS may be contacted at www.jamsadr.com. The arbitration will 

be conducted in Dallas, Texas, unless you and TBNR agree otherwise. If you are using the Service for 

commercial purposes, each party will be responsible for paying any JAMS filing, administrative and 

arbitrator fees in accordance with JAMS rules, and the award rendered by the arbitrator shall include costs 

of arbitration, reasonable attorney’s fees and reasonable costs for expert and other witnesses. If you are 

an individual using the Service for non-commercial purposes: (i) JAMS may require you to pay a fee for 

the initiation of your case, unless you apply for and successfully obtain a fee waiver from JAMS; (ii) the 

award rendered by the arbitrator may include your costs of arbitration, your reasonable attorney’s fees, 

and your reasonable costs for expert and other witnesses; and (iii) you may sue in a small claims court of 

competent jurisdiction without first engaging in arbitration, but this does not absolve you of your 

commitment to engage in the informal dispute resolution process. Any judgment on the award rendered 

by the arbitrator may be entered in any court of competent jurisdiction. Nothing in this Section shall be 

deemed as preventing Fire Data from seeking injunctive or other equitable relief from the courts as 

necessary to prevent the actual or threatened infringement, misappropriation, or violation of our data 

security, Intellectual Property Rights or other proprietary rights. 

Class Action/Jury Trial Waiver. WITH RESPECT TO ALL PERSONS AND ENTITIES, EXCEPT WHERE 

PROHIBITED BY LAW, ALL CLAIMS MUST BE BROUGHT IN THE PARTIES ’INDIVIDUAL CAPACITY, AND NOT 

AS A PLAINTIFF OR CLASS MEMBER IN ANY PURPORTED CLASS ACTION, COLLECTIVE ACTION, PRIVATE 

ATTORNEY GENERAL ACTION OR OTHER REPRESENTATIVE PROCEEDING. THIS WAIVER APPLIES TO CLASS 

ARBITRATION, AND, UNLESS WE AGREE OTHERWISE, THE ARBITRATOR MAY NOT CONSOLIDATE MORE 

THAN ONE PERSON’S CLAIMS. YOU AGREE THAT, BY ENTERING INTO THIS AGREEMENT, YOU AND FIRE 

DATA ARE EACH WAIVING THE RIGHT TO A TRIAL BY JURY OR TO PARTICIPATE IN A CLASS ACTION, 

COLLECTIVE ACTION, PRIVATE ATTORNEY GENERAL ACTION, OR OTHER REPRESENTATIVE PROCEEDING 

OF ANY KIND, TO THE MAXIMUM EXTENT PERMITTED BY APPLICABLE LAW. 

General 

Certain violations of these Terms, as determined by Us, may require immediate termination of your access 

to the Service without prior notice to you. If any of these Terms are deemed inconsistent with applicable 

law, then such term(s) shall be interpreted to reflect the intentions of the parties, and no other terms will 

be modified. By choosing not to enforce any of these Terms, We are not waiving Our rights. These Terms 

are the entire agreement between you and Us with respect to the subject matter herein and, therefore, 



 

 

supersede all prior or contemporaneous negotiations, discussions or agreements between us about the 

Service. The proprietary rights, disclaimer of warranties, representations made by you, indemnities, 

limitations of liability and general provisions shall survive any termination of these Terms. 

CONTACT US 

If you have any questions about these Terms or otherwise need to contact Us for any reason, you can 

reach us at 1805 Nomas  St,  Dallas, TX 75212 mail to: support@firedata.gg. 
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PRIVACY NOTICE 

Last Updated February 4, 2026 

Effective Date: February 4, 2026 

This privacy notice for Fire Data LLC, a Texas limited liability company ("Company," "we," "us," or "our"), 

describes how and why we might collect, store, use, and/or share ("process") your information when you 

use our services ("Services"), such as when you: 

- Visit our website at https://firedata.gg/, or any website of ours that links to this privacy notice 

- Connect your social media accounts to your user account on our website 

- Engage with us in other related ways, including any purchases, marketing, or events 

Questions or concerns? Reading this privacy notice will help you understand your privacy rights and 

choices. If you do not agree with our policies and practices, please do not use our Services. By using our 

Services, you acknowledge that you have read and understood this privacy notice. If you still have any 

questions or concerns, please contact us at privacy@firedata.gg.  

SUMMARY OF KEY POINTS 

This summary provides key points from our privacy notice, but you can find out more details about any of 

these topics by reading the full policy below. 

What personal information do we process?  

- When you visit, use, or navigate our Services, we may process personal information depending 

on how you interact with Company and the Services, the choices you make, and the products and 

features you use.  

Do we process any sensitive personal information?  

- We may process sensitive personal information when necessary with your consent or as 

otherwise required or permitted by applicable law.  

Do we receive any information from third parties?  

- We do not receive any information from third parties. 

How do we process your information?  

- We process your information to provide, improve, and administer our Services, communicate with 

you, for security and fraud prevention, and comply with the law. We may also process your 

information for other purposes with your consent. We process your information only when we 

have a valid legal reason to do so.  

In what situations and with which types of parties do we share personal information?  

- We may share information in specific situations and with specific categories of third parties.  

How do we keep your information safe?  



 

 

- We have organizational and technical processes and procedures in place to protect your personal 

information. However, no electronic transmission over the internet or information storage 

technology can be guaranteed to be 100% secure, so we cannot promise or guarantee that 

hackers, cybercriminals, or other unauthorized third parties will not be able to defeat our security 

and improperly collect, access, steal, or modify your information. 

What are your rights?  

- Depending on where you are located geographically, the applicable privacy law may mean you 

have certain rights regarding your personal information. 

How do I exercise my rights?  

- The easiest way to exercise your rights is by contacting us at support@firedata.gg. We will 

consider and act upon any request in accordance with applicable data protection laws. 

1. WHAT INFORMATION DO WE COLLECT? 

Personal Information You Disclose To Us 

We collect personal information that you voluntarily provide to us when you register on the Services, 

express an interest in obtaining information about us or our products and Services, when you participate 

in activities on the Services, or otherwise when you contact us. 

Personal Information Provided by You. The personal information that we collect depends on the context 

of your interactions with us and the Services, the choices you make, and the products and features you 

use. The personal information we collect may include the following: 

- names 

- email addresses 

- usernames 

- contact preferences 

- IP address 

- social media account statistics, metadata, and content 

Sensitive Information. When necessary, with your consent or as otherwise permitted by applicable law, 

we process the following categories of sensitive information: 

- financial data (such as payment card information, bank account details) 

Payment Data. We may collect data necessary to process your payment if you make purchases, such as 
your payment instrument number (such as a credit card number), and the security code associated with 
your payment instrument. All payments will be processed by Stripe or PayPal, and subject to their 
applicable privacy policy viewable at https://stripe.com/privacy, or https://www.paypal.com/ 

myaccount/privacy/privacyhub. 

Social Media Login Data. We may provide you with the option to register with us using your existing social 

https://stripe.com/privacy


 

 

media account details, like your Facebook, Twitter, or other social media account. If you choose to register 
in this way, we will collect certain information from your social media account as permitted by the 
platform and your privacy settings, which may include your name, email address, profile picture, and other 
information you have made publicly available. For more details, see the section called "HOW DO WE 
HANDLE YOUR SOCIAL LOGINS?" below. 

All personal information that you provide to us must be true, complete, and accurate, and you must notify 

us of any changes to such personal information. 

2. HOW DO WE PROCESS YOUR INFORMATION? 

We process your personal information for a variety of reasons, depending on how you interact with our 

Services, including: 

- To facilitate account creation and authentication and otherwise manage user accounts. We may 

process your information so you can create and log in to your account, as well as keep your 

account in working order. 

- To deliver and facilitate the delivery of services to the user. We may process your information to 

provide you with the requested service. 

- To respond to user inquiries/offer support to users. We may process your information to respond 

to your inquiries and solve any potential issues you might have with the requested service. 

- To send administrative information to you. We may process your information to send you details 

about our products and services, changes to our terms and policies, and other similar information. 

- To fulfill and manage your orders. We may process your information to fulfill and manage your 

orders, payments, returns, and exchanges made through the Services. 

- To request feedback. We may process your information when necessary to request feedback and 

to contact you about your use of our Services. 

- To send you marketing and promotional communications. We may process the personal 

information you send to us for our marketing purposes if this is in accordance with your marketing 

preferences. You can opt out of our marketing emails at any time by clicking the unsubscribe link 

in any marketing email or by contacting us at support@firedata.gg. For more information, see 

"WHAT ARE YOUR PRIVACY RIGHTS?" below. 

- To protect our Services. We may process your information as part of our efforts to keep our 

Services safe and secure, including fraud monitoring and prevention. 

- To identify usage trends. We may process information about how you use our Services to better 

understand how they are being used so we can improve them. 

- To determine the effectiveness of our marketing and promotional campaigns. We may process 

your information to better understand how to provide marketing and promotional campaigns that 

are most relevant to you. 

- To save or protect an individual's vital interest. We may process your information when necessary 

to save or protect an individual’s vital interest, such as to prevent harm. 



 

 

3. WHAT LEGAL BASES DO WE RELY ON TO PROCESS YOUR INFORMATION? 

If you are located in the EU or UK, this section applies to you. 

The General Data Protection Regulation (GDPR) and UK GDPR require us to explain the valid legal bases 

we rely on to process your personal information. As such, we may rely on the following legal bases to 

process your personal information: 

- Consent. We may process your information if you have permitted us (i.e., consent) to use your 

personal information for a specific purpose. You can withdraw your consent at any time by 

contacting us at support@firedata.gg, though this will not affect the lawfulness of processing 

based on consent before its withdrawal.  

- Performance of a Contract. We may process your personal information when we believe it is 

necessary to fulfill our contractual obligations to you, including providing our Services or at your 

request before entering into a contract with you. 

- Legitimate Interests. We may process your information when we believe it is reasonably 

necessary to achieve our legitimate business interests and those interests do not outweigh your 

interests and fundamental rights and freedoms. For example, we may process your personal 

information for some of the purposes described to: 

o Send users information about special offers and discounts on our products and services 

o Develop and display personalized and relevant advertising content for our users 

o Analyze how our services are used so we can improve them to engage and retain users 

o Support our marketing activities 

o Diagnose problems and/or prevent fraudulent activities 

o Understand how our users use our products and services so we can improve user 

experience 

- Legal Obligations. We may process your information where we believe it is necessary for 

compliance with our legal obligations, such as to cooperate with a law enforcement body or 

regulatory agency, exercise or defend our legal rights, or disclose your information as evidence in 

litigation in which we are involved. 

- Vital Interests. We may process your information where we believe it is necessary to protect your 

vital interests or the vital interests of a third party, such as situations involving potential threats 

to the safety of any person. 

If you are located in Canada, this section applies to you. 

We may process your information if you have given us specific permission (i.e., express consent) to use 

your personal information for a specific purpose, or in situations where your permission can be inferred 

(i.e., implied consent). You can withdraw your consent at any time.  



 

 

In some exceptional cases, we may be legally permitted under applicable law to process your information 

without your consent, including, for example: 

- If collection is clearly in the interests of an individual and consent cannot be obtained in a timely 

way 

- For investigations and fraud detection and prevention 

- For business transactions provided certain conditions are met 

- If it is contained in a witness statement and the collection is necessary to assess process or settle 

an insurance claim 

- For identifying injured, ill, or deceased persons and communicating with next of kin 

- If we have reasonable grounds to believe an individual has been, is, or may be a victim of financial 

abuse 

- If it is reasonable to expect collection and use with consent would compromise the availability or 

the accuracy of the information and the collection is reasonable for purposes related to 

investigating a breach of an agreement or a contravention of the laws of Canada or a province 

- If disclosure is required to comply with a subpoena, warrant, court order, or rules of the court 

relating to the production of records 

- If it was produced by an individual in the course of their employment, business, or profession and 

the collection is consistent with the purposes for which the information was produced 

- If the collection is solely for journalistic, artistic, or literary purposes 

- If the information is publicly available and is specified by the regulations 

4. WHEN AND WITH WHOM DO WE SHARE YOUR PERSONAL INFORMATION? 

Vendors, Consultants, and Other Third-Party Service Providers. We may share your data with third-party 

vendors, service providers, contractors, or agents ("third parties") who perform services for us or on our 

behalf and require access to such information to do that work. We have written contracts in place with 

our third parties, that include appropriate data protection obligations designed to help safeguard your 

personal information. These contracts required that third parties: (i) process personal information only as 

instructed by us and for the purposes specified; (ii) not share your personal information with any 

organization apart from us without authorization; (iii) implement appropriate technical and organizational 

security measures to protect the data; and (iv) retain data only for the period we instruct or as required 

by law. The categories of third parties we may share personal information with are as follows: 

- Website Hosting Service Providers 

- User Account Registration & Authentication Services 

- Testing Tools 

- Social Networks 



 

 

- Sales & Marketing Tools 

- Retargeting Platforms 

- Product Engineering & Design Tools 

- Performance Monitoring Tools 

- Payment Processors 

- Government Entities 

- Order Fulfillment Service Providers 

- Finance & Accounting Tools 

- Data Storage Service Providers 

- Data Analytics Services 

- Communication & Collaboration Tools 

- Cloud Computing Services 

- Affiliate Marketing Programs 

- Ad Networks 

We also may need to share your personal information in the following situations: 

- Business Transfers. We may share or transfer your information in connection with, or during 

negotiations of, any merger, sale of company assets, financing, or acquisition of all or a portion of 

our business to another company. 

- Affiliates. We may share your information with our affiliates, in which case we will require those 

affiliates to honor this privacy notice. Affiliates include our parent company and any subsidiaries, 

joint venture partners, or other companies that we control or that are under common control 

with us. 

- Business Partners. We may share your information with our business partners to offer you certain 

products, services, or promotions. 

- Other Users. When you share personal information (for example, by posting comments, 

contributions, or other content to the Services) or otherwise interact with public areas of the 

Services, such personal information may be viewed by all users and may be publicly made 

available outside the Services in perpetuity. Once information is made public, we cannot control 

how it is used by others, and you may not be able to remove it. If you interact with other users of 

our Services and register for our Services through a social network (such as Facebook), your 

contacts on the social network will see your name, profile photo, and descriptions of your activity. 

Similarly, other users will be able to view descriptions of your activity, communicate with you 

within our Services, and view your profile. 

5. WHAT IS OUR STANCE ON THIRD-PARTY WEBSITES? 



 

 

The Services may link to third-party websites, online services, or mobile applications and/or contain 

advertisements from third parties that are not affiliated with us and which may link to other websites, 

services, or applications. Accordingly, we do not make any guarantee regarding any such third parties, and 

we will not be liable for any loss or damage caused by the use of such third-party websites, services, or 

applications. The inclusion of a link towards a third-party website, service, or application does not imply 

an endorsement by us. We cannot guarantee the safety and privacy of data you provide to any third 

parties. Any data collected by third parties is not covered by this privacy notice. We are not responsible 

for the content or privacy and security practices and policies of any third parties, including other websites, 

services, or applications that may be linked to or from the Services. You should review the policies of such 

third parties and contact them directly to respond to your questions. 

6. IS YOUR INFORMATION TRANSFERRED INTERNATIONALLY? 

Our servers are located in the United States. If you are accessing our Services from outside the United 

States, please be aware that your information may be transferred to, stored, and processed by us in our 

facilities and by those third parties with whom we may share your personal information (see "WHEN AND 

WITH WHOM DO WE SHARE YOUR PERSONAL INFORMATION?" above), in the United States and other 

countries. By using our Services, you consent to the transfer of your information to the United States and 
other countries, which may have different data protection laws than your country of residence. 

If you are a resident in the European Economic Area (EEA) or the United Kingdom (UK), then these 

countries may not necessarily have data protection laws or other similar laws as comprehensive as those 

in your country. However, we will take all necessary measures to protect your personal information in 

accordance with this privacy notice and applicable law. 

European Commission's Standard Contractual Clauses: 

We have implemented measures to protect your personal information, including by using the European 

Commission's Standard Contractual Clauses for transfers of personal information between our group 

companies and between us and our third-party providers. These clauses require all recipients to protect 

all personal information that they process originating from the EEA or UK in accordance with European 

data protection laws and regulations. Our Standard Contractual Clauses can be provided upon request. 

We have implemented similar appropriate safeguards with our third-party service providers and partners 

and further details can be provided upon request. 

7. HOW LONG DO WE KEEP YOUR INFORMATION? 

We will only keep your personal information for as long as it is necessary for the purposes set out in this 

privacy notice unless a longer retention period is required or permitted by law (such as tax, accounting, or 

other legal requirements).Generally, we retain personal information for the duration of your account 
relationship with us. After account closure or termination, we may retain certain information for up to 
[specify retention period, e.g., 7 years] to comply with legal obligations, resolve disputes, enforce our 
agreements, and for legitimate business purposes. When personal information is no longer needed, we will 
securely delete or anonymize it. 

When we have no ongoing legitimate business need to process your personal information, we will either 

delete or anonymize such information, subject to applicable legal retention requirements, or if this is not 

possible (for example, because your personal information has been stored in backup archives), then we 



 

 

will securely store your personal information and isolate it from any further processing until deletion is 

possible. 

8. HOW DO WE KEEP YOUR INFORMATION SAFE? 

We have implemented appropriate and reasonable technical and organizational security measures 

designed to protect the security of any personal information we process, including encryption of data in 
transit and at rest, regular security assessments, and access controls limiting personnel access to personal 
information. However, despite our safeguards and efforts to secure your information, no electronic 

transmission over the Internet or information storage technology can be guaranteed to be 100% secure, 

so we cannot promise or guarantee that hackers, cybercriminals, or other unauthorized third parties will 

not be able to defeat our security and improperly collect, access, steal, or modify your information. 

Although we will do our best to protect your personal information, the transmission of personal 

information to and from our Services is at your own risk. You should only access the Services within a 

secure environment. 

9. DO WE COLLECT INFORMATION FROM MINORS? 

We do not knowingly solicit data from or market to children under 13 years of age. By using the Services, 

you represent that you are at least 13 years of age, or if you are under 13 years of age, that your parent or 

guardian has reviewed and agreed to this Privacy Notice and consents to your use of the Services. If we 

learn that personal information from users less than 13 years of age has been collected without verifiable 

parental consent, we will deactivate the account and take reasonable measures to promptly delete such 

data from our records. If you become aware of any data we may have collected from children under the 

age of 13 without parental consent, please contact us at support@firedata.gg. 

10. WHAT ARE YOUR PRIVACY RIGHTS? 

In some regions (like the EEA, UK, Canada, and certain U.S. states like California), you have certain rights 

under applicable data protection laws. These may include the right (i) to request access and obtain a copy 

of your personal information, (ii) to request rectification or erasure; (iii) to restrict the processing of your 

personal information; and (iv) if applicable, to data portability. In certain circumstances, you may also have 

the right to object to the processing of your personal information. You can make such a request by 

contacting us by using the contact details provided in the section "HOW CAN YOU CONTACT US ABOUT 

THIS NOTICE?" below. 

We will consider and act upon any request in accordance with applicable data protection laws. 

If you are located in the EEA or UK and you believe we are unlawfully processing your personal information, 

you also have the right to complain to your local data protection supervisory authority. You can find their 

contact details here: https://ec.europa.eu/justice/data-protection/bodies/authorities/index_en.htm. 

Withdrawing your consent: If we are relying on your consent to process your personal information, which 

may be express and/or implied consent depending on the applicable law, you have the right to withdraw 

your consent at any time. You can withdraw your consent at any time by contacting us by using the contact 

details provided in the section "HOW CAN YOU CONTACT US ABOUT THIS NOTICE?" below. 
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However, please note that this will not affect the lawfulness of the processing before its withdrawal, nor 

when applicable law allows, will it affect the processing of your personal information conducted in reliance 

on lawful processing grounds other than consent. 

Opting out of marketing and promotional communications: You can unsubscribe from our marketing and 

promotional communications at any time by clicking on the unsubscribe link in the emails that we send or 

by contacting us using the details provided in the section "HOW CAN YOU CONTACT US ABOUT THIS 

NOTICE?" below. You will then be removed from the marketing lists. However, we may still communicate 

with you — for example, to send you service-related messages that are necessary for the administration 

and use of your account, to respond to service requests, or for other non-marketing purposes. 

Account Information 

If you would at any time like to review or change the information in your account or terminate your 

account, you can: 

- Log in to your account settings and update your user account. 

- Contact us using the contact information provided. 

Upon your request to terminate your account, we will deactivate or delete your account and information 

from our active databases. However, we may retain some information in our files to prevent fraud, 

troubleshoot problems, assist with any investigations, enforce our legal terms, and/or comply with 

applicable legal requirements. 

If you have questions or comments about your privacy rights, you may email us at support@firedata.gg.  

11. CONTROLS FOR DO-NOT-TRACK FEATURES 

Most web browsers and some mobile operating systems and mobile applications include a Do-Not-Track 

("DNT") feature or setting you can activate to signal your privacy preference not to have data about your 

online browsing activities monitored and collected. At this stage, no uniform technology standard for 

recognizing and implementing DNT signals has been finalized. As such, we do not currently respond to 

DNT browser signals or any other mechanism that automatically communicates your choice not to be 

tracked online. However, we do honor Global Privacy Control (GPC) signals as required by applicable law. 

If a standard for online tracking is adopted that we must follow in the future, we will inform you about 

that practice in a revised version of this privacy notice. 

12. DO CALIFORNIA RESIDENTS HAVE SPECIFIC PRIVACY RIGHTS? 

California Civil Code Section 1798.83, also known as the "Shine The Light" law, permits our users who are 

California residents to request and obtain from us, once a year and free of charge, information about 

categories of personal information (if any) we disclosed to third parties for direct marketing purposes and 

the names and addresses of all third parties with which we shared personal information in the immediately 

preceding calendar year. If you are a California resident and would like to make such a request, please 

submit your request in writing to us using the contact information provided below. 

If you are a minor under 18 years of age, reside in California, and have a registered account with Services, 

you have the right to request the removal of unwanted data that you publicly post on the Services. To 

request the removal of such data, please contact us using the contact information provided below and 



 

 

include the email address associated with your account and a statement that you reside in California. We 

will make sure the data is not publicly displayed on the Services, but please be aware that the data may 

not be completely or comprehensively removed from all our systems (e.g., backups, etc.). 

CCPA Privacy Notice 

The California Code of Regulations defines a "resident" as: 

(1) every individual who is in the State of California for other than a temporary or transitory 

purpose and 

(2) every individual who is domiciled in the State of California who is outside the State of California 

for a temporary or transitory purpose 

All other individuals are defined as "non-residents." 

If this definition of "resident" applies to you, we must adhere to certain rights and obligations regarding 

your personal information. 

 

What Categories Of Personal Information Do We Collect? 

We have collected the following categories of personal information in the past twelve (12) months: 

Category Examples Collected 

A. Identifiers 

Contact details, such as real name, alias, postal address, 

telephone or mobile contact number, unique personal identifier, 

online identifier, Internet Protocol address, email address, and 

account name 

 

YES 

B. Personal information 

categories listed in the California 

Customer Records statute 

Name, contact information, education, employment, employment 

history, and financial information 

 

YES 

C. Protected classification 

characteristics under California 

or federal law 

Gender and date of birth 
 

NO 

D. Commercial information 
Transaction information, purchase history, financial details, and 

payment information 

 

YES 

E. Biometric information Fingerprints and voiceprints 
 

NO 



 

 

F. Internet or other similar 

network activity 

Browsing history, search history, online behavior, interest data, 

and interactions with our and other websites, applications, 

systems, and advertisements 

 

YES 

G. Geolocation data Device location 
 

NO 

H. Audio, electronic, visual, 

thermal, olfactory, or similar 

information 

Images and audio, video, or call recordings created in connection 

with our business activities 

 

YES 

I. Professional or employment-

related information 

Business contact details to provide you our services at a business 

level or job title, work history, and professional qualifications if 

you apply for a job with us 

 

NO 

J. Education Information Student records and directory information 
 

NO 

K. Inferences are drawn from 

other personal information 

Inferences are drawn from any of the collected personal 

information listed above to create a profile or summary about, for 

example, an individual’s preferences and characteristics 

 

NO 

 

We may also collect other personal information outside of these categories in instances where you interact 

with us in person, online, or by phone or mail in the context of: 

- Receiving help through our customer support channels; 

- Participation in customer surveys or contests; and 

- Facilitation in the delivery of our Services and response to your inquiries. 

You may contact us by email at support@firedata.gg, or by referring to the contact details at the bottom 

of this document. 

If you are using an authorized agent to exercise your right to opt-out we may deny a request if the 

authorized agent does not submit proof that they have been validly authorized to act on your behalf. 

Will Your Information Be Shared With Anyone Else? 

We may disclose your personal information with our service providers pursuant to a written contract 

between us and each service provider that includes appropriate data protection obligations. Each service 

provider is a for-profit entity that processes the information on our behalf. 



 

 

We may use your personal information for our own business purposes, such as for undertaking internal 

research for technological development and demonstration. This is not considered to be "selling" of your 

personal information under applicable law. 

FireData LLC has not sold any personal information to third parties for a business or commercial purpose 

in the preceding twelve (12) months. Company has disclosed the following categories of personal 

information to third parties for a business or commercial purpose in the preceding twelve (12) months: 

- Category A. Identifiers, such as contact details like your real name, alias, postal address, telephone 

or mobile contact number, unique personal identifier, online identifier, Internet Protocol address, 

email address, and account name. 

- Category B. Personal information, as defined in the California Customer Records law, such as your 

name, contact information, education, employment, employment history, and financial 

information. 

- Category C. Characteristics of protected classifications under California or federal law, such as 

gender or date of birth. 

- Category D. Commercial information, such as transaction information, purchase history, financial 

details, and payment information. 

- Category F. Internet or other electronic network activity information, such as browsing history, 

search history, online behavior, interest data, and interactions with our and other websites, 

applications, systems, and advertisements. 

The categories of third parties to whom we disclosed personal information for a business or commercial 

purpose can be found under "WHEN AND WITH WHOM DO WE SHARE YOUR PERSONAL INFORMATION?" 

set forth above. 

Your Rights Concerning Your Personal Data 

Right To Request Deletion Of The Data — Request To Delete 

You can ask for the deletion of your personal information. If you ask us to delete your personal information, 

we will respect your request and delete your personal information, subject to certain exceptions provided 

by law, such as (but not limited to) the exercise by another consumer of his or her right to free speech, our 

compliance requirements resulting from a legal obligation, or any processing that may be required to 

protect against illegal activities. 

Right To Be Informed — Request To Know 

Depending on the circumstances, you have a right to know: 

- whether we collect and use your personal information; 

- the categories of personal information that we collect; 

- the purposes for which the collected personal information is used; 

- whether we sell your personal information to third parties; 



 

 

- the categories of personal information that we sold or disclosed for a business purpose; 

- the categories of third parties to whom the personal information was sold or disclosed for a 

business purpose; and 

- the business or commercial purpose for collecting or selling personal information. 

In accordance with applicable law, we are not obligated to provide or delete consumer information that is 

de-identified in response to a consumer request or to re-identify individual data to verify a consumer 

request. 

Right To Non-Discrimination For The Exercise Of A Consumer’s Privacy Rights 

We will not discriminate against you if you exercise your privacy rights. 

Verification Process 

Upon receiving your request, we will need to verify your identity to determine if you are the same person 

about whom we have the information in our system. We use a two-step verification process that is 
reasonably designed to ensure we are disclosing or deleting information only to or at the request of the 
consumer to whom the information relates. These verification efforts require us to ask you to provide 

information so that we can match it with the information you have previously provided us. For instance, 

depending on the type of request you submit, we may ask you to provide certain information so that we 

can match the information you provide with the information we already have on file, or we may contact 

you through a communication method (e.g., phone or email) that you have previously provided to us. We 

may also use other verification methods as the circumstances dictate. 

We will only use the personal information provided in your request to verify your identity or authority to 

make the request. To the extent possible, we will avoid requesting additional information from you for 

verification. However, if we cannot verify your identity from the information already maintained by us, we 

may request that you provide additional information to verify your identity and for security or fraud 

prevention purposes. We will delete such additionally provided information as soon as we finish verifying 

you. 

Other Privacy Rights 

You may object to the processing of your personal information. 

You may request correction of your personal data if it is incorrect or no longer relevant or ask to restrict 

the processing of the information. 

You can designate an authorized agent to make a request under the CCPA on your behalf. We may deny a 

request from an authorized agent that does not submit proof that they have been validly authorized to 

act on your behalf in accordance with the CCPA. 

You may request to opt-out from future selling of your personal information to third parties. Upon 

receiving an opt-out request, we will act upon the request as soon as feasibly possible, but no later than 

fifteen (15) business days from the date of the request submission. 



 

 

To exercise these rights, you can contact us by email at support@firedata.gg, or by referring to the contact 

details at the bottom of this document. If you have a complaint about how we handle your data, we would 

like to hear from you. 

13. DO WE MAKE UPDATES TO THIS NOTICE? 

We may update this privacy notice from time to time. The updated version will be indicated by an updated 

"Last Updated" date at the top of this notice and the updated version will be effective as soon as it is 

accessible. If we make material changes to this privacy notice, we may notify you either by prominently 

posting a notice of such changes or by directly sending you a notification. We encourage you to review 

this privacy notice frequently to be informed of how we are protecting your information. 

14. HOW CAN YOU CONTACT US ABOUT THIS NOTICE? 

If you have questions or comments about this notice, you may email us at support@firedata.gg or by post 

to: 

Fire Data LLC 

1805 Nomas St,  

Dallas, TX 75212 

15. HOW CAN YOU REVIEW, UPDATE, OR DELETE THE DATA WE COLLECT FROM YOU? 

Based on the applicable laws of your country or state, you may have the right to request access to the 

personal information we collect from you, change that information, or delete it in some circumstances. To 

request to review, update, or delete your personal information, please email support@firedata.gg. 

 


