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Executive Summary

As Al technology accelerates, governments across the globe are scrambling to impose
regulations that both harness its benefits and mitigate its potential harms. While landmark
efforts like the European Union’s Artificial Intelligence Act (Al Act) and President Biden's Executive
Order on Al Safety dominate headlines, organizations face a more immediate challenge: how to
navigate the complex web of risks, compliance requirements, and governance standards.

For organizations, the race to regulate Alisn't just a geopolitical arms race—it's a call to action
for internal governance, risk management, and compliance (GRC) strategies. As regulators
impose new frameworks, organizations must implement controls that ensure not only legal
compliance but also ethical Al deployment. The stakes are high: failure to address these risks
could result in regulatory fines, loss of public trust, and reputational damage.

At the heart of Al governance is the need to understand and mitigate the unique risks that come
with deploying these powerful technologies. One of the most significant recent contributions to
this effort is the MIT Al Risk Repository, a detailed database cataloging over 700 risk categories
drawn from various frameworks. This repository provides GRC professionals with a structured
approach to identifying Al risks, ranging from system safety and discrimination to privacy
breaches and potential malicious misuse.

Organizations must now navigate these risks alongside an evolving regulatory landscape. The
EU's Al Act, for example, introduces a risk-based categorization that divides Al systems into four
tiers based on their potential impact. High-risk Al systems, such as those used in healthcare, law
enforcement, and critical infrastructure, face stringent obligations including rigorous conformity
assessments, robust risk management protocols, and transparency measures. This layered risk
approach offers both a challenge and an opportunity for organizations: while the regulatory
demands are high, they provide a roadmap for building Al systems that are safe, transparent,
and aligned with ethical standards.

Compliance in the Era of Al Regulation

The regulatory push is most visible in Europe, where the Al Act represents a watershed moment
in Al governance. Building on the General Data Protection Regulation (GDPR), the Al Act
establishes a comprehensive framework that organizations will need to integrate into their
compliance strategies. This isn't just about ticking boxes; it's about adopting a holistic approach
to Al governance.

The Al Act introduces several different obligations, from outright prohibitions on certain
practices to detailed requirements for transparency and risk management for high-risk Al
systems. This new regulation sets out clear requirements and obligations for Al developers and
deployers, aiming to foster trustworthy Al while reducing administrative and financial burdens,
especially for small and medium-sized enterprises (SMEs).

The Act introduces outright prohibitions on Al practices that are deemed to pose unacceptable
risks. For instance, the outright prohibition on social scoring underscores its potential to infringe
on individual freedoms and democratic values. Similarly, the use of Al in financial services that
enables predatory lending practices or results in discriminatory outcomes is subject to outright
prohibitions. These outright prohibitions reflect a commitment to protecting fundamental rights
and ensuring that Al applications in finance do not compromise safety or ethical standards.
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These measures reflect a commitment to protecting consumer rights and ensuring that Al
applications in finance do not compromise safety, transparency, or ethical standards. By
imposing stringent requirements on high-risk Al systems, the legislation aims to enhance
accountability and build trust among consumers navigating the financial landscape.

For Al systems classified as high-risk, which include technologies used in critical areas such
as education, finance, and law enforcement, the Act imposes stringent obligations. These
obligations are:

* Risk Assessment and Mitigation: High-risk Al systems must undergo thorough risk
assessments before being introduced to the market. This process involves identifying
potential risks and implementing effective mitigation strategies. Ongoing monitoring is also
required to manage and address emerging risks once the system is in use.

« Data Quality: The quality of the data used in high-risk Al systems is crucial. Systems must be
trained with accurate and representative data to avoid discriminatory outcomes and ensure
fair and reliable decision-making.

+ Documentation and Transparency: Developers must maintain comprehensive technical
documentation that details the system’s purpose, design, and functionality. This
documentation helps authorities assess compliance. Additionally, Al systems must keep
detailed logs of their operations to ensure traceability and accountability.

*  Human Oversight: Adequate human oversight measures must be incorporated to allow
human operators to intervene, when necessary, particularly in high-stakes scenarios.

For Al systems categorized under limited risk, such as chatbots or Al-generated content, the
Act introduces specific transparency obligations. Users must be informed when interacting
with Al, allowing them to make informed decisions about continuing or ending the interaction.
Additionally, content generated by Al, including text, audio, or video, must be clearly labeled as
Al-generated, particularly when intended to inform the public or when dealing with deep fakes.

The Al Act is designed to be adaptable, accommodating technological advancements as

Al continues to evolve. The European Al Office, established in February 2024, oversees the
enforcement and implementation of these regulations. This office aims to ensure that Al
technologies respect human dignity, rights, and trust while promoting innovation and research.

These high-risk systems, which include Al used in sectors like education, finance, and law
enforcement, will face unprecedented regulatory scrutiny. For organizations, compliance
will involve preparing technical documentation, conducting risk assessments, and ensuring
adherence to transparency obligations—key components that mirror requirements found in
existing regulations like the GDPR.

Moreover, the Act acknowledges the unique challenges posed by general-purpose Al models,
such as large language models (LLMs), by introducing a framework that establishes incrementall
obligations. As LLMs are increasingly used across industries, organizations must be prepared for
more intense scrutiny of their Al models and their systemic risks.

In the U.S, President Biden’s Executive Order on Safe, Secure, and Trustworthy Al takes a similarly
broad approach, focusing on both national security and consumer protection. The order
mandates that developers of advanced Al systems share safety test results and cooperate
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with regulatory bodies to ensure these systems are safe and trustworthy before release.
Organizations operating in critical sectors—such as infrastructure, finance, or healthcare—will
be required to integrate robust red-team testing and demonstrate compliance with newly
established standards set by the National Institute of Standards and Technology (NIST).

The Compliance Roadmap: What Organizations Need to Know

For GRC professionals, the task at hand is clear: navigating these regulatory frameworks while
building internal governance structures that can adapt to the rapid pace of Al development.
Here’s a closer look at the critical components that organizations must focus on:

Al Risk Assessments: With Al risks becoming more diverse and nuanced, organizations must
adopt a structured approach to risk management. This includes leveraging tools like the MIT
Al Risk Repository to map out potential threats and vulnerabilities. Conducting comprehensive
risk assessments will not only aid in compliance but will also provide a strategic advantage
by preemptively addressing risks before they become compliance issues.

Transparency and Documentation: One of the central tenets of both the Al Act and Biden's
Executive Order is transparency. Organizations must document their Al systems’ decision-
making processes and be prepared to disclose key information about how these systems
function, especially in high-risk sectors. This goes together with GDPR compliance, as
transparency is also a cornerstone of data protection law.

Alignment with Privacy Laws: For Al systems that process personal data, compliance with
the GDPR remains paramount. The Al Act’s focus on data protection and the transparency
required for high-risk Al systems creates a natural synergy with the GDPR. Organizations
that successfully integrate their Al governance with existing privacy protections will be well-
positioned to navigate both regulatory regimes effectively.

Cross-Functional Collaboration: Al governance cannot be siloed within the legal or IT
departments. It requires cross-functional collaboration, bringing together risk management,
legal, technical, and operational teams to ensure that Al systems are compliant and aligned
with ethical standards. This collaborative approach is particularly crucial given the cross-
border nature of Al regulation—especially with the growing international cooperation seen in

the G7's Hiroshima Process and the UK's Al Safety Summit.

The Role of European Data Protection Authorities & the Al Office

In the evolving landscape of Al governance, Data Protection Authorities (DPAs) and the EU

Al Office are set to play pivotal roles in the oversight and enforcement of the Al Act. Their
involvement ensures that organizations developing or deploying Al systems adhere not only to
the specific mandates of the Al Act but also to broader privacy and data protection regulations
like the General Data Protection Regulation (GDPR).

The Al Act assigns Data Protection Authorities an expanded role, particularly in regulating
high-risk Al systems that may impact fundamental rights. Traditionally, DPAs have focused on
enforcing data protection laws, such as the GDPR, ensuring that personal data is processed
lawfully and transparently. However, as Al systems become more pervasive and their risks more
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diverse, DPAs are tasked with ensuring that Al systems comply with both the GDPR and the Al
Act’s rigorous requirements.

This dual mandate is especially critical in sectors where high-risk Al systems process personal
data, such as healthcare, finance, law enforcement, and employment. The European

Data Protection Board (EDPB) has emphasized that DPAs will act as Market Surveillance
Authorities (MSAs) for these high-risk systems. Their oversight ensures that the development
and deployment of Al technologies adhere to ethical standards and do not compromise
data privacy, safety, or individual rights. This coordination between data protection and Al
governance represents a significant evolution in the regulatory responsibilities of DPAs.

For organizations, this expanded role means that compliance strategies must be holistic
integrating both Al risk management and data protection frameworks. Al systems will not only
need to demonstrate transparency and fairness under the Al Act, but also adhere to GDPR
principles concerning data processing, retention, and minimization.

Complementing the work of DPAs, the EU Al Office will serve as the central regulatory body
overseeing the consistent application of the Al Act across the European Union. Tasked with
ensuring that member states enforce Al regulations uniformly, the Al Office will work closely with
national authorities, including DPAs, to monitor compliance, assess conformity with the Act, and
coordinate cross-border enforcement actions.

For organizations, the Al Office represents a focal point of Al governance. Its mandate includes
monitoring the use of general-purpose Al models—such as large language models—and
overseeing high-risk Al systems. This central oversight will provide much-needed clarity for
companies operating across multiple jurisdictions, helping them navigate the complex web of
local and EU-wide regulations.

The Al Office will also play a vital role in maintaining the European Al Board, which will issue
guidelines, best practices, and recommendations to aid organizations in complying with the Act.
This advisory function is critical, as it will help align regulatory expectations and foster innovation
in a way that mitigates risks without stifling technological advancement.

Collaboration for Consistent Enforcement

The collaboration between DPAs and the Al Office is essential for consistent enforcement of Al
regulations across Europe. As these institutions coordinate, they will create a comprehensive
and unified approach to Al governance, reducing the risk of fragmented regulatory
enforcement that could hinder cross-border operations for businesses.

For GRC professionals, this collaboration underscores the importance of integrating Al
governance with existing compliance frameworks. By aligning Al system oversight with data
protection laws like the GDPR, organizations can create a robust compliance infrastructure
capable of managing the nuanced risks posed by Al technologies while ensuring legall
adherence on both fronts.

Strategic Compliance for Organizational Resilience

The rapid evolution of artificial intelligence (Al) has created a complex regulatory landscape
that demands proactive and strategic approaches to risk management. As organizations
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increasingly rely on Al to drive innovation and efficiency, it is imperative to ensure that their Al
systems are developed, deployed, and used in a responsible and compliant manner.

To effectively navigate this challenging terrain, organizations should consider the following
actionable steps:

* Leverage technology platforms to automate compliance assessments, manage risks, and
enhance governance. Advanced tools can help organizations continuously monitor and
assess their Al systems against evolving regulatory standards, identify and remediate non-
compliance issues, track and analyze risks, and establish robust governance frameworks.

 Utilize resources like the MIT Al Risk Repository to stay informed about emerging risks
and best practices. By leveraging these resources, organizations can gain a deeper
understanding of the challenges and opportunities associated with Al, identify potential risks,
and learn from the experiences of others.

« Develop and implement robust governance frameworks to ensure that Al is developed
and used in a responsible and ethical manner. This includes establishing clear policies,
procedures, and roles and responsibilities, as well as implementing effective oversight
mechanisms.

 Prioritize transparency and accountability by maintaining detailed records of Al system
development, decision-making, and outcomes. This helps to build trust with stakeholders,
demonstrate responsible Al practices, and facilitate accountability.

* Stay abreast of the evolving regulatory landscape and align with relevant standards
and guidelines. By monitoring regulatory developments and engaging with regulators,
organizations can ensure that their Al systems comply with applicable laws and regulations.

» Foster trust with stakeholders by demonstrating responsible Al practices and transparency.
Building trust with customers, investors, and regulators is essential for long-term success in
the Al-powered future.

The race to govern Al is not just a regulatory sprint; it's a strategic endeavor that requires
organizations to embed compliance into the very fabric of their Al development and
deployment processes. By leveraging resources like the MIT Al Risk Repository and aligning with
the evolving regulatory landscape, organizations can not only meet compliance requirements
but also position themselves as leaders in responsible Al innovation.

For GRC professionals, the challenge lies in creating systems that are agile enough to adapt
to regulatory changes while robust enough to manage the multifaceted risks that Al presents.
Those that succeed will not only avoid regulatory penalties but will also build trust with
customers, investors, and regulators—ensuring long-term resilience in the Al-powered future.
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