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Computer Networks And 
Cyber Security Workbench

a) Workbench :
 The Training System and Network Devices are aesthetically
 embedded on the Network Rack and Workbench. It has a power
 indicator & ON/OFF Control and Circuit Breaker of rating
 3Amp with ON/OFF Control along with over load protection.
 Access door provided for equipment removal and
 maintenance.
 The Workbench is supplied with a 1KVA UPS/Inverter to cater
 for all equipment on board the workbench.

Windows Server Essential- 25 User License
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i)

h)

e) Managed Layers 2 SWITCH – 2 No.

NOTE :  Due to constant upgradation in the networking products the speci�cation mentioned are subjected to change to meet
 our curriculum needs 21
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j) CYBER SECURITY ESSENTIALS
•  Authentication, Authorization, and Accounting
• Detecting Threats and Vulnerabilities for monitoring hosts and
 managing service upgrade schedules
• Password cracking tool to recover the Password
•  Accessing a Remote Host
• Demonstrate the use of digital signatures and its veri�cation.
a. Usage of Digital Signatures -Signing, Verifying, generate
 response signature and verify Digital Signature. Demonstrate
 the veri�cation of a digital signature.
b. Create your own Digital Signature.
c. Exchange and Verify Digital Signatures
• Using steganography to hide a document within a JPEG �le.
• Check and verify the Integrity of the Data
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