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Introduction 2

1. Introduction

The financial industry is entering a new stage of digital
transformation in which non-human actors increasingly
participate in economic exchange. Alongside automated
processes and digital channels, machines are beginning
to act not only as tools that support decision-making,
but also as autonomous market participants. In partic-
ular, advances in artificial intelligence (AI), connected de-
vices, and digital infrastructures enable autonomous soft-
ware agents, Internet-of-Things (IoT) devices, and digi-
tal twins to make decisions and execute transactions with
limited or no human intervention. In this context, Gartner
(2025) refers to such actors as “machine customers” and
describe them as non-human economic actors that pur-
chase goods or services.

While this establishes the economic role of machine cus-
tomers, it says less about the capabilities that distinguish
them from conventional automated systems. The litera-
ture on intelligent agents helps sharpen this distinction. A
used notion of agency characterizes such systems by four
core properties: autonomy, social ability, reactivity, and
pro-activeness (Wooldridge & Jennings, 1995). Applied to
machine customers, these properties can be interpreted
as follows:

• Autonomy: Machine customers can operate with-
out continuous human intervention and exercise
some control over their internal state and actions.

• Social ability: Machine customers are able to inter-
act with other systems, platforms, service providers,
or users through digital interfaces and communica-
tion protocols.

• Reactivity: Machine customers perceive and pro-
cess relevant information from their environment
and respond to changes in a timely manner.

• Pro-activeness: Machine customers do not merely
react to inputs, but can pursue goals by initiating
actions or transactions.

Understood in this way, machine customers are not sim-
ply rule-based automation tools, but systems that can per-
ceive relevant information, make context-dependent deci-
sions, and initiate actionswith limited human intervention
(Wooldridge & Jennings, 1995; Piccialli et al., 2025). In fi-
nancial contexts, this means that they may not only ex-

ecute transactions, but also access, consume, and act on
financial data on behalf of users, for example by analyzing
account information, comparing products, or preparing fi-
nancial decisions.

For financial service providers, the significance of ma-
chine customers extends beyond efficiency gains and new
modes of interacting with clients. They may also form a
distinct customer segment. Because machine customers
can independently initiate and process transactions, in-
cluding payments, they may act as customers or interme-
diaries for a broader range of financial products and ser-
vices, such as investments, lending, and other data-driven
offerings (FinRegLab, 2025; OECD & Financial Stability
Board, 2024). They may also access and use customer-
related and financial data on behalf of users to com-
pare products, support decisions, or trigger follow-up ac-
tions. Their emergence challenges providers to rethink
how financial services are designed, delivered, and gov-
erned in an environment where interactions increasingly
take place betweenmachines and financial systems rather
than only between human users and institutions. This
raises important governance questions regarding data ac-
cess, authorization, consent, accountability, security, and
compliance (FinRegLab, 2025; Swiss Financial Market Su-
pervisory Authority (FINMA), 2024; OECD, 2026).

Against this background, this report examines machine
customers primarily from the perspective of financial ser-
vice providers. The central question is what capabilities,
structures, and conditions financial institutions may need
in order to become ready for this emerging customer seg-
ment. To address this question, the report is structured
according to the STEP method. This framework provides
a systematic perspective on the social, technological, eco-
nomic, and political/regulatory dimensions shaping the
rise of machine customers and helps to identify the key
developments, opportunities, and challenges associated
with their growing presence in financial markets.

We would like to thank our research partners Canton of
Zug, Finnova, Finstar, Inventx, SFTI / Swiss FinTech Inno-
vations, SIX, and Zürcher Kantonalbank for their financial
and content support, which made this report possible.
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2. Social Dimension

The social dimension of machine customers concerns the
changing relationship between human actors, organiza-
tions, and increasingly autonomous digital systems in eco-
nomic exchange. From the perspective of financial ser-
vices, this development is relevant because roles that were
traditionally reserved for human customers may increas-
ingly be assumed, at least in part, by technical systems
acting on the basis of delegated authority, predefined
mandates, and data-driven decision processes (Aldasoro,
Gambacorta, Korinek, Shreeti, & Stein, 2025; Basel Com-
mittee on Banking Supervision, 2024).

From a socio-technical perspective, machine customers
should not be understood as isolated technical artifacts.
Rather, they are embedded in broader systems involving
human principals, organizational governance structures,
software architectures, legal accountability, and market
infrastructures (Akbarighatar, Pappas, & Vassilakopoulou,
2023; Baxter & Sommerville, 2011). Therefore, adop-
tion is determined less by technical capabilities and more
by structural constraints (Heines, 2026). Their signifi-
cance therefore lies not only in automation itself, but
also in the reorganization of exchange relationships be-
tween humans, service providers, and digital systems. As
such actors become increasingly present in global mar-
kets, they may represent not only a technological devel-
opment but also a new customer segment for financial
service providers. This creates opportunities for efficiency
gains, revenue generation, and service innovation, while
at the same time increasing demands on secure infrastruc-
tures, API-based businessmodels, governance, regulation,
and risk management (Rhyner, 2025b; OECD & Financial
Stability Board, 2024; Swiss Financial Market Supervisory
Authority (FINMA), 2024).

For financial service providers, this shift implies that finan-
cial services and processes originally designed for human
customers must increasingly be adapted to interactions
with non-human actors (Luo, Li, Huang, & Zhan, 2024).
Machine customers do not primarily interact through re-
lationship managers, mobile applications, or call cen-
ters, but through digital infrastructures, standardized in-
terfaces, and machine-readable rules. Banks may there-
fore need to evolve their businessmodels toward platform-
based and API-driven services (Swiss Financial Innovation
Desk (FIND), 2025). The provision of secure, scalable, and

governable APIs becomes a strategic competitive factor
in such machine-to-business interactions. Because ma-
chine customers act on optimization logics, rules, and
data rather than emotions or social preferences, pricing,
risk assessment, and product design may also need to be
reconsidered from the perspective of machine decision-
making. At the same time, machine customers may cre-
ate scope for new products and business models, such as
micro-financing for connected devices, AI-supported trea-
sury automation, or trustedwallet services for digital twins
(Rhyner, 2025b).

A machine becomes a capable customer when it can
act autonomously without continuous human supervi-
sion, evaluate options, make decisions, and initiate ac-
tions within a defined mandate. In addition, it requires
access to resources, budgets, or permissions that it is au-
thorized to use, as well as the ability to interact with sys-
tems, services, or other actors in order to execute trans-
actions. It is the combination of autonomy, decision-
making capability, resource control, and interactivity that
distinguishesmachine customers from conventional auto-
mated systems (Wooldridge & Jennings, 1995; Piccialli et
al., 2025). An illustrative example is provided by the robo-
taxi case shown in the box on page 4.

Within the social dimension, machine customers can be
differentiated into three ideal types, as shown in Fig-
ure 2.1. This typology synthesizes insights from research
on autonomous agents, predictive maintenance and op-
timization, autonomous market decision-making, and au-
tomated negotiation (Piccialli et al., 2025; Zhu, Ran, Zhou,
& Wen, 2026; Peters, Ketter, Saar-Tsechansky, & Collins,
2013; Luo et al., 2024; Xu, Mak, Minaricova, & Brintrup,
2024). The three types differ primarily in the scope of
their autonomy and decision-making capabilities:

• Operational machine customers: These sys-
tems autonomously execute routine and well-
defined transactions, such as reordering consum-
ables or triggering maintenance services. They
are primarily associated with automated procure-
ment, sensor-driven decision-making, and rule-
based cyber-physical systems.
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Operational
Machine Customers
Routine execution

Predictive
Machine Customers

Anticipatory optimization

Strategic
Machine Customers

Planning and negotiation

Increasing autonomy: low→ high

Decision complexity: simple→ complex

Functional orientation: execution→ strategy

Figure 2.1: Ideal types of machine customers by increasing autonomy and decision complexity

• Predictive machine customers: These systems an-
ticipate future needs and optimize decisions based
on data patterns, for example by forecasting energy
demand and purchasing accordingly. They are re-
lated to predictive analytics, reinforcement learn-
ing, and optimization-based decision-making.

• Strategic machine customers: These systems op-
erate at a higher level of autonomy by engaging
in negotiation, long-term planning, and complex
market interactions. Examples include autonomous
fleets that negotiate service contracts or optimize
multi-party logistics. They are associated with re-
search on agentic AI, multi-agent systems, and
autonomous decision-making in dynamic environ-
ments.

These three archetypes differ in their degree of autonomy,
complexity of decision-making, and implications for gov-
ernance, risk, and financial service design. They also show
that machine-driven economic agency is not confined to
a single domain, but may emerge across mobility, energy,
logistics, smart-home ecosystems, healthcare, and other
digitally connected environments. However, their bound-
aries may be fluid, as real-world applications can combine
features of multiple archetypes or shift between them de-
pending on context, system design, and operational con-
ditions.

For the financial industry, this typology should not be un-
derstood as describing a separate sector-specific category
of machine customers. Rather, financial service providers
may be required to interact with operational, predictive,
and strategic machine customers across different appli-
cation contexts. In this sense, the financial industry oc-
cupies a particular position: it is less the primary origin of

these machine customers than an enabling and interme-
diary domain that must provide the accounts, payment
mechanisms, financing solutions, insurance products, and
governance structures through which such actors can op-
erate. The relevance of the typology for financial services
therefore lies not in assigning the industry itself to one
specific type, but in understanding how different forms of
machine customers may generate distinct requirements
for financial infrastructures, products, interfaces, and con-
trol mechanisms.

Illustrative example: Robotaxi as a machine
customer

Scenario: A robotaxi autonomously drives to a
charging station when its battery falls below a
defined threshold and initiates payment for the
charging service itself.

Why this is relevant:
• The robotaxi detects a need based on oper-

ational data.
• It evaluates available options and selects a

provider.
• It initiates and executes a paymentwithout

continuous human intervention.
• It acts within predefined rules, permissions,

and resource limits.

Broader implication: Similar patterns may also
emerge in connected vehicles, production facili-
ties, drones, smart-home systems, or humanoid
robots that manage accounts, purchase insur-
ance, initiate payments, or allocate liquidity au-
tonomously. The example illustrates how ma-
chines may become actors rather than merely
passive technical tools.
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3. Technological Dimension

Lead author: Carla Caspar, Inventx AG

The emergence of machine customers, autonomous soft-
ware agents, connected devices, and AI-driven systems
acting on behalf of individuals or organizations, is ex-
pected to reshape the IT architecture of banks. Un-
like traditional human customers, machine customers do
not interact primarily through graphical user interfaces
or branch channels. They operate through APIs, events,
embedded workflows, and real-time decision loops, and
may compare offers automatically, trigger transactions
instantly, and optimize outcomes continuously. As a re-
sult, banking architectures built primarily for human inter-
action will increasingly need to evolve toward platforms
that are machine-consumable, policy-driven, and capable
of operating at digital speed and scale.

To address these requirements, this chapter applies the
Inventx platform model for a modern IT architecture
(Rhyner, 2025a) as a reference model for machine-
customer-ready banking platforms.1 The platform model
is illustrated in Figure 3.1 and structures the technical ca-
pabilities into seven mutually reinforcing layers: Digital
Experience Platform, Decoupling Platform, Business Plat-
form, Hybrid-Cloud Platform, Data Factory, Security Suite,
and IT Governance and Management. The following sec-
tions outline how each architectural layer may need to
evolve to enable machine customers, covering machine-
readable services, event-driven integration, modular bank-
ing capabilities, trust frameworks, and governancemodels
for AI-driven execution.

3.1. Digital Experience Platform

The Digital Experience Platform is the external interaction
layer through which machine customers discover, eval-
uate, and consume banking capabilities. In traditional
banking, digital experience is primarily designed for hu-
mans using mobile apps, web portals, or branch chan-

1 For a broader discussion of future requirements for IT architectures
and infrastructures in finance, see Ankenbrand, Bieri, Ettlin, Fischer,
and Rhyner (2025).

Digital Experience Platform

Business PlatformSe
cu

rit
y 

Su
ite

D
ata Factory

Decoupling Platform

IT Governance and Management

Hybrid-Cloud Platform

Figure 3.1: IT architecture blueprint. Source: Based on
Rhyner (2025a)

nels. In a machine-customer economy, however, the pri-
mary interface shifts from graphical user interfaces to
APIs, schemas, events, and self-service onboarding mech-
anisms. As a result, the quality of the machine-facing ex-
perience becomes as important as user experience has
been for human customers. Two capabilities are espe-
cially critical in this context: first, the design of APIs as
high-quality machine-facing products, and second, the
provision of API-first portals that enable autonomous ac-
tors to discover, access, and integrate banking services
with minimal friction.

API UX: Experience Quality for Autonomous Actors
For autonomous agents, an API is the customer interface.
Consequently, banks must move beyond merely exposing
endpoints and instead design APIs with a strong focus on
API user experience (API UX). This means interfaces that
are machine-readable, semantically clear, and optimized
for automated decision-making. If APIs are inconsistent
or poorly documented, automation costs rise and trust
declines. Industry research increasingly highlights devel-
oper experience, documentation quality, and consistency
as critical success factors for API adoption (Gupta, 2025).
For machine customers, APIs should therefore be treated
not purely as technical infrastructure, but as digital prod-
ucts.
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Developer and Agent Portals (API-First)
A second core capability is the creation of developer and
agent portals based on an API-first operating model. His-
torically, typical bank integrations required lengthy bilat-
eral projects, manual onboarding, and fragmented doc-
umentation. Machine customers require the opposite:
instant discoverability, self-service access, test environ-
ments, and automated trust establishment. Modern por-
tals should therefore provide:

• unified API catalogs for all machine-consumable
banking services;

• self-service credentialing for organizations, applica-
tions, and autonomous agents;

• usage analytics and service status transparency;

• policy disclosure, including rate limits, consentmod-
els, and operational constraints; and

• machine-readable service descriptions, allowing AI
agents to discover capabilities automatically.

For futuremachine customers, theDigital Experience Plat-
form becomes the equivalent of today’s mobile bank-
ing app. The difference is that the “user” is now an au-
tonomous actor that evaluates interfaces based on speed,
structure, reliability, and machine interpretability rather
than visual design. Banks that provide superior API UX
and frictionless self-service onboarding will become pre-
ferred partners in automated financial ecosystems.

3.2. Decoupling Platform

The Decoupling Platform is the coordination layer be-
tween customer-facing channels and core banking capa-
bilities. Its purpose is to separate producers and con-
sumers of services, enabling machine customers to in-
teract with banks in a scalable, secure, and flexible way.
To fulfill this role, the Decoupling Platform must pro-
vide four key capabilities: orchestration across APIs and
events, context-aware consent and delegation, standard-
ized agent-to-agent communication, and integration with
edge and IoT environments.

Event and API Orchestration
Machine customers trigger actions continuously: request-
ing credit, rebalancing liquidity, initiating payments, or

reacting to threshold breaches. These interactions can-
not depend solely on synchronous API calls. Banks there-
fore need orchestration capabilities that combine APIs
with event-driven architectures. Events such as limit ex-
ceeded, invoice received, or foreign exchange rate thresh-
old reached can trigger automated workflows across mul-
tiple services in real time. Event-driven architectures re-
duce dependencies between systems, improve resilience,
and support independent scaling of services. This is par-
ticularly relevant when thousands of autonomous agents
act simultaneously (IBM, online). Regarding API manage-
ment, error handling mechanisms must be adapted for
machine customers. Unlike human users, autonomous
agents react deterministically to HTTP status codes and
may automatically abort, retry, or escalate transactions
without manual intervention. API versioning also be-
comes particularly important, since machine customers
that are configured or trained for a specific API version
may not adapt to breaking changes without explicit re-
configuration.

Consent and Delegation Layer
Machine customers should not receive unrestricted access
rights. Every action should be executed under a context-
specific mandate that defines:

• which machine or agent acts (identity);

• what it is authorized to do (mandate); and

• under which conditions, limits, or time window it
may act (context).

This would, for example, ensure that a treasury agentmay
optimize liquidity but not open a new credit line without
additional approval.

A2A Protocols and Standards
As autonomous systems become more common, banks
will need standardized agent-to-agent (A2A) communi-
cation models. These protocols enable machines to dis-
cover capabilities, negotiate tasks, exchange structured
requests, and report outcomes securely. Emerging market
initiatives such as Google’s “Agent2Agent (A2A)” proto-
col2 (Surapaneni, Jha, Vakoc, & Segal, 2025) illustrate how
interoperable agent ecosystems may evolve, using capa-
bility discovery, task lifecycle states, and asynchronous

2 Further selected initiatives are discussed in Section 3.8.
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messaging. Such standards could become as important
for machine customers as REST APIs are for digital bank-
ing.

Edge & IoT Integration
Future machine customers may not operate from cen-
tral data centers, but from vehicles, industrial systems,
smart devices, or local controllers. This requires seamless
integration of edge and IoT environments into banking
workflows. Edge architectures allow local preprocessing
of events, lower latency, and faster autonomous decisions,
while cloud platforms provide analytics, governance, and
persistent processing. Combining edge and cloud orches-
tration is increasingly seen as a key pattern for real-time
IoT ecosystems (Yende et al., 2025).

3.3. Business Platform

The Business Platform contains the core banking capa-
bilities that machine customers consume and combine.
In a traditional banking model, services are often bun-
dled into fixed product packages designed for human
sales and relationship management. Machine customers,
however, requiremodular, machine-readable components
that can be compared, selected, and orchestrated dynam-
ically. This shifts the focus fromproductmonoliths to com-
posable financial services (Scheibenreif & Raskino, 2025).
In this context, the Business Platform must provide capa-
bilities that can be modularly consumed, priced dynami-
cally, and executed in real time by autonomous actors.

Modular and Machine-Readable Service Components
Autonomous systems do not evaluate branded product
bundles. Instead, they assess individual capabilities based
on price, performance, constraints, and suitability for a
specific task. A treasury agent, for example, may consume
separate services such as:

• cash positioning and short-term funding (liquidity
service);

• yield optimization on balances (interest service);

• currency conversion and hedging execution (for-
eign exchange service); and

• payment clearing and transaction finalization (set-
tlement service).

Automated Pricing, Offers, and Timing
Machine customers expect pricing and offers to be gen-
erated instantly and continuously. They compare options
in real time and select the most advantageous combina-
tion. This requires dynamic pricing engines that can cal-
culate rates, fees, limits, and conditions based on market
data, customer context, risk profile, and timing. For exam-
ple, a liquidity agent may choose overnight funding only
when rates fall below a threshold, or shift balances auto-
matically when yield conditions improve.

Real-Time Processing
Machine customers operate continuously, not only during
business hours. As a result, the Business Platform must
support real-time execution of decisions, bookings, con-
firmations, and state changes. Batch-oriented processing
models are insufficient when autonomous systems expect
immediate responses to events such as payment arrivals,
collateral shortfalls, or market movements. Real-time pro-
cessing enables instant fulfillment, faster decision loops,
and improved automation outcomes.

Consequently, the Business Platform transforms banking
products into intelligent service building blocks. Institu-
tions that provide modular capabilities, dynamic pricing,
and real-time execution will be better positioned to serve
machine customers that optimize financial decisions con-
tinuously and autonomously.

3.4. Hybrid-Cloud Platform

A Hybrid-Cloud Platform provides the foundational infras-
tructure for scalable and resilient execution of machine-
driven banking workloads. Unlike human-centric usage
patterns, machine customers can generate highly variable
and sudden demand spikes, for example when multiple
agents simultaneously react to market events or trigger
large-scale portfolio rebalancing. This requires infrastruc-
ture that can dynamically scale compute, storage, and
network resources within seconds. Elastic scalability en-
sures that banking services remain responsive even un-
der extreme, short-lived workloads. Hybrid-cloud architec-
tures combine private banking environments with public
cloud capabilities, enabling institutions to balance regula-
tory control with virtually unlimited on-demand capacity.
This model is widely recognized as a key enabler for mod-
ern, distributed financial systems. In addition, intelligent
workload management and auto-scaling mechanisms al-
low systems to allocate resources based on real-time de-
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mand signals, which is essential whenautonomous agents
operate continuously.

3.5. Data Factory

The Data Factory is the intelligence layer of the archi-
tecture, responsible for producing, structuring, and deliv-
ering data in a way that is directly consumable by ma-
chine customers. In contrast to traditional data platforms
that primarily serve reporting and analytics use cases, the
Data Factory must support operational, real-time, and
decision-driven data consumption. Machine customers
require not only access to data, but also precise seman-
tics, explicit constraints, and machine-readable business
meaning. To fulfill this role, the Data Factory must provide
explicit data models, integrate real-time and historical in-
formation, and ensure full traceability of machine-driven
decisions.

Explicit and Machine-Readable Data Models
A key requirement for serving machine customers is the
transformation of product data into explicit, machine-
readable models, including product conditions and prop-
erties, terms and durations, and additional conditions. Be-
yond syntactic standardization, semantic standardization
becomes equally important to ensure that autonomous
systems interpret financial products, events, and actions
consistently across different platforms and institutions. In
addition, event models become first-class data objects.
Events such as limit breaches, liquidity shortages, or for-
eign exchange threshold triggers are not passive logs, but
active signals that can directly initiate machine actions.

Streaming and Historical Data
Machine customers operate on both real-time and histor-
ical data simultaneously. For example, a treasury agent
may continuously monitor:

• live account balances and transaction streams;

• historical cash flow patterns; and

• market pricemovements and foreign exchange rate
trends.

This requires a data architecture that supports both
streaming and batch processing.

Decision Logging and Auditability
A critical requirement inmachine-driven banking is full de-

cision traceability. Every action taken by an autonomous
agent must be explainable and auditable. This ensures
compliance with regulatory expectations and internal
governance requirements, particularly in contexts where
AI or algorithmic decision-making is involved. Impor-
tantly, this approach avoids “black-box automation” by
ensuring that decisions are verifiable across time.

3.6. Security Suite

The Security Suite establishes the trust and control layer
for machine customers operating within banking ecosys-
tems. As autonomous agents increasingly initiate transac-
tions, negotiate services, and execute financial decisions,
traditional human-centric security models such as logins,
sessions, and manual authentication become insufficient.
Instead, security must be continuously enforced at ma-
chine speed, with identity, mandate, and context forming
the core of every interaction. To support this, the Security
Suitemust establish trustedmachine identities, enable se-
cure non-interactive authentication, and provide technical
controlmechanisms for exceptional or high-risk situations.

Machine Identity and Trust Layer
A foundational capability is machine identity manage-
ment, often referred to as “Know Your Machine (KYM)”.
Every autonomous agent must have a unique and verifi-
able identity, comparable to how natural persons and le-
gal entities are identified. This identity is enriched with:

• ownership information (who operates the machine
or agent);

• mandate definition (what themachine is allowed to
do); and

• trust and reputation history (past behavior, reliabil-
ity, risk signals).

KYM creates a persistent trust layer where machines are
not anonymous API consumers but accountable eco-
nomic actors (Scheibenreif & Raskino, 2025).

M2M Authentication: Non-Interactive and Context-
Aware
Authentication in machine-to-machine (M2M) environ-
ments must be fundamentally different from human au-
thentication flows. It is:

• non-interactive (no login screens or manual steps);
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• sessionless (no long-lived user sessions); and

• cryptographically strong (based on certificates and
key material).

Instead of static credentials, machines rely on short-lived,
rotating keys and certificates bound to specific workloads
or identities. This approach significantly reduces exposure
risk and limits the impact of credential compromise. A key
enhancement is context-based authorization, where ac-
cess decisions are not made solely on token validity but
on a combination of the machine identity, mandate, and
context.

Technical Emergency Mechanisms for Autonomous
Agents
Given the autonomous nature of machine customers, the
security architecture must also include fail-safe and emer-
gency control mechanisms. These allow banks or govern-
ing systems to:

• pause or suspend agent execution in case of
anomalies;

• revoke mandates or reduce permissions dynami-
cally;

• redirect or sandbox agent behavior during inci-
dents; and

• enforce circuit breakers for systemic risk scenarios.

Such mechanisms are essential to ensure operational re-
silience when machine agents operate at high frequency
and scale. They act as a “digital kill switch” or contain-
ment layer, ensuring that autonomy remains bounded by
controllable safety constraints.

3.7. IT Governance and Management

The IT Governance and Management layer defines how
autonomy, control, and compliance are balanced in a
banking environment that increasingly relies on AI-driven
and agent-based execution. As machine customers and
internal AI agents become active participants in finan-
cial decision-making, governance must evolve from static
control frameworks into dynamic, machine-readable pol-
icy systems that operate in real time. To fulfill this role, the
governance layer must define how agents are controlled,

how their actions are monitored, and how policies, regu-
latory requirements, and compliance obligations3 are en-
forced in real time.

AI and Agent Governance
A central aspect is the internal governance of AI and au-
tonomous agents. Not every agent is allowed to act in the
same way. A clear distinction must, for example, be made
between advisory agents, which recommend actions but
do not execute them, and execution agents, which are
authorized to perform transactions or binding decisions.
In addition, the behavior of agents must be versioned
and managed like software artifacts, meaning every de-
cision logic, model update, or policy change is traceable
over time. This enables rollback, comparison, and con-
trolled deployment of agent capabilities, similar to mod-
ernMLOps (Machine Learning Operations) andmodel life-
cycle management practices.

Monitoring and Auditability
In amachine customer ecosystem, observability becomes
a core governance requirement. Every actionmust be fully
traceable, including:

• which agent executed the action;

• when the action was initiated, approved, and com-
pleted;

• under which mandate and permissions the agent
acted;

• which data sources were used; and

• which policy rules were applied at the time of exe-
cution.

This creates a continuous audit trail that supports both
operational transparency and regulatory compliance.

Policy and Compliance Control
Traditional compliance models rely on manual interpre-
tation and post-hoc validation. In a machine-driven ar-
chitecture, compliance must be code-based, machine-
readable, and continuously enforced. This includes trans-
lating regulatory requirements, internal risk policies, and
operational constraints into executable rules that can be

3 See Chapter 5 for more detailed information on political and regu-
latory aspects of machine customers.
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evaluated in real time. This approach aligns with emerg-
ing concepts such as policy-as-code, where compliance
logic is embedded directly into systems rather than ap-
plied externally. It ensures that every machine action is
automatically checked against applicable constraints be-
fore execution, reducing operational risk and increasing
consistency in regulatory adherence.

Together, the seven architectural layers describe a
machine-customer-ready banking architecture in which
external interfaces, integrationmechanisms, core banking
services, infrastructure, data, security, and governance are
designed as mutually reinforcing capabilities. Figure 3.2
summarizes this possible target state by extending the
original platform model with the key machine-customer
capabilities discussed in the preceding sections.

3.8. Selected Initiatives

The architectural requirements outlined in the previous
sections are increasingly reflected in emerging industry
initiatives that seek to operationalize machine-customer
capabilities. These initiatives do not yet form a fully ma-
ture or standardized ecosystem, but they indicate how the
technical foundations for machine customers are begin-
ning to move from conceptual architecture toward practi-
cal implementation. They address different layers of the
emerging machine-commerce stack, ranging from agent-
to-service interaction and capability discovery to payment

authorization, agent authentication, and programmable
settlement.

One foundational development is the “Model Context Pro-
tocol (MCP)”, which aims to provide a standardized inter-
face through which AI agents can discover external capa-
bilities, interpret service interfaces, and interact with soft-
ware systems under controlled authorization conditions.
MCP is not itself a payment protocol. Rather, it addresses
a more general infrastructural problem: how autonomous
or semi-autonomous agents can reliably connect to ex-
ternal tools, data sources, and services without requir-
ing bespoke integrations for each system. In this sense,
MCP can be understood as part of the emerging agent-
infrastructure layer that sits beneath machine commerce.
It provides a structuredmechanism through which agents
can identify available functions, understand the context in
which those functions may be used, and execute actions
subject to predefined access rights and governance con-
straints (Swiss Fintech Innovations & Acrea, 2026).

This architecture is technologically relevant for machine
customers because payment execution is only one com-
ponent of agentic commerce. Before amachine customer
can purchase, negotiate, renew, subscribe, or rebalance
a service, it must first be able to discover relevant coun-
terparties, access data, interpret system interfaces, and
invoke external capabilities in a controlled manner. Pro-
tocols such as MCP therefore illustrate that the future
infrastructure of machine customers is likely to depend
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not only on payment rails, wallets, and digital identity,
but also on standardized agent-to-service interaction lay-
ers. These layers are important for auditability, permis-
sion management, and interoperability, especially where
agents operate across heterogeneous enterprise systems,
cloud services, financial platforms, and regulated data en-
vironments (Swiss Fintech Innovations & Acrea, 2026).

Building on this broader agent-infrastructure perspective,
several initiatives focus more specifically on the payment
and commerce layer. In September 2025, Google in-
troduced the “Agent Payments Protocol (AP2)”, an open
protocol intended to enable payments executed by AI
agents on behalf of users. Google describes AP2 as a com-
mon language for secure, compliant transactions between
agents and merchants and notes that it was developed
with support from more than 60 companies across the
payments, technology, and crypto-asset sectors. Accord-
ing to Google, AP2 is designed to address three key issues:
authorization, that is, proof that the user has granted the
agent specific purchasing authority; authenticity, mean-
ing that merchants can verify that the agent reflects the
user’s intent; and accountability in cases of error or fraud.
Google further states that AP2 is payment-method ag-
nostic and is intended to work with different payment in-
struments, including cards, bank transfers, and stablecoins
(Parikh & Surapaneni, 2025).

Google also distinguishes between two usage scenarios:

• Real-time purchases: The user is present and the
agent supports the transaction in an assistedmode.

• Delegated tasks: The user is absent and the agent
executes payments autonomously within prede-
fined rules.

This distinction is technologically relevant because it illus-
trates the shift fromassisted digital commerce toward del-
egated machine commerce, in which authorization, trust,
and auditability become core infrastructural requirements
rather than optional features (Parikh&Surapaneni, 2025).

Visa has developed a comparable initiative through its
“Trusted Agent Protocol”, announced in October 2025.
Visa presents this as an ecosystem-led framework for AI
commerce that is intended to enable secure communica-
tion between AI agents and merchants during all stages
of a transaction. According to Visa, the protocol is de-
signed to helpmerchants distinguish legitimate AI agents

from malicious bots and to create a more interoperable
infrastructure for AI-powered commerce. This points to
a technological layer that is especially relevant for strate-
gicmachine customers, i.e., trust infrastructures that allow
counterparties to authenticate agents and attribute ac-
tions within distributed digital environments (Visa, 2025).

A further step toward implementation in a regulated
banking environment was announced by Mastercard and
Banco Santander in March 2026. The two firms re-
ported the completion of Europe’s first live pilot end-to-
end payment executed by an AI agent within a regu-
lated banking framework. According to Mastercard and
Banco Santander, the pilot transaction demonstrated how
AI agents can initiate and complete payments within pre-
defined limits and under existing financial-sector controls
(Mastercard, 2026).

A different technical approach is represented by the “x402
Protocol”, an open, HTTP-based payment standard that
activates the “402 Payment Required” status code for
programmable web payments.4 It allows servers to re-
quest payment directly within the normal HTTP request-
response cycle, eliminating the need for accounts, API
keys, or traditional billing systems. When a client re-
quests a resource, the server can respond with a 402 sta-
tus containing payment instructions encoded in standard-
ized headers. The client then performs an on-chain pay-
ment, typically using stablecoins, and retries the request
with a cryptographic proof of payment. The server veri-
fies the payment through a facilitator service and, once
confirmed, returns the requested resource. This design
enables pay-per-use models for APIs, digital content, and
machine-to-machine interactions. Because it is chain-
agnostic and built on CAIP standards, x402 supports mul-
tiple blockchains and can route payments flexibly. Its ar-
chitecture is intentionallyminimal, relying on existingweb
infrastructure rather than introducing new protocols or
wallets (Rhyner, 2026; Reppel et al., 2025; x402 Founda-
tion, online).

Taken together, the architectural layers and selected
initiatives discussed in this chapter show that ma-
chine customers require more than isolated AI func-
tionality or new payment interfaces. They depend

4 The blockchain-based prototype in Chapter 6 applies the x402
protocol to illustrate autonomous service consumption, pro-
grammable payment execution, and payment-gated API access.
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on a broader machine-commerce stack that combines
machine-readable APIs, event-driven integration, mod-
ular banking services, hybrid-cloud scalability, real-time
data infrastructures, trusted machine identities, policy-
based governance, wallets, and flexible payment meth-
ods. The emerging industry initiatives around agent ac-
cess, agent payments, trusted agent authentication, and
programmable settlement indicate that these require-
ments are no longer purely conceptual, but are already
beginning to be tested in real financial infrastructures. For
banks, this development represents a structural shift to-

ward the integration of machine-readable, event-driven,
and policy-based platform architectures. Across all archi-
tectural layers, a coherent expansion emerges in which
banking functions are provided as granular, semantically
unambiguous, and API-native services that can be discov-
ered, evaluated, and consumed by autonomous agents in
real time. A key technological success factor for future
banks will be the ability to offer trusted, scalable, com-
pliant, and machine-capable decision and execution en-
vironments that can operate autonomously and securely
for this new customer segment.
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4. Economic Dimension

The economic dimension of machine customers concerns
how non-human actors reshape market structures, busi-
ness capabilities, value creation, revenue models, and
competitive dynamics. In financial services, this dimen-
sion is particularly relevant because machine customers
do not merely use digital channels more efficiently than
humans, but may also change how demand is generated,
how products are compared, and how transactions are ini-
tiated and executed. From this perspective, the rise ofma-
chine customers is closely linked to questions of market
access, distribution, pricing, customer relationships, and
the broader reconfiguration of value chains in increas-
ingly automated ecosystems (Gartner, 2026; Sundarara-
jan, Jeenah, & Ellis, 2025; OECD, 2025; Rhyner, 2026).

At a general level, the economic impact of machine cus-
tomers can be described through several interconnected
mechanisms:

• Efficiency gains: Automated purchasing, optimiza-
tion, and execution can reduce transaction costs,
error rates, coordination frictions, and decision la-
tency, while enabling transactions to be carried out
at greater speed and scale.

• New business models and service capabilities:
Firms are likely to develop products and services
specifically for autonomous buyers, including API-
based offers, machine-readable contracts, and
usage-based services. Value chains are likely to shift
toward platforms, data markets, API ecosystems,
and orchestration layers that connect autonomous
demand with service providers. For machine cus-
tomers, banks’ existing capabilities will need to be
expanded. Whereas KYC (Know Your Customer)
frameworks are designed primarily for humans, ma-
chine customers require new forms of algorithmic
trust or KYM (Know Your Machine). Transactions
can take place in milliseconds. The ability to prof-
itably provide, conclude, and manage legally com-
pliant, automated contracts for small amounts is
therefore becoming essential, together with cor-
responding fraud detection capabilities (Rhyner,
2026).

• Changing market structures: Competition is likely
to shift from brand visibility and emotional loy-
alty toward algorithmic optimization, interoperabil-
ity, and machine-readable quality signals. Machine
customers also generate continuous, granular, and
operationally relevant data that can improve fore-
casting, personalization, and pricing.

These mechanisms suggest that machine customers are
not simply an additional sales channel, but a struc-
tural economic development. Because autonomous sys-
tems can operate continuously on the basis of codified
preferences, rules, and data, they may increase market
transparency while also intensifying competition around
speed, price, reliability, and integration quality. In this
sense, economic value increasingly depends not only on
the product itself, but also on whether products, ser-
vices, and processes are accessible to machines through
programmable interfaces and standardized information
structures (OECD, 2025; Nassr & Kim, 2023).

For financial institutions, this implies that the economic
consequences of machine customers extend beyond pay-
ment processing. Banks may face new opportunities to
diversify customer segments, expand embedded and API-
based services, and position themselves within platform
ecosystems, but they may also face disintermediation
risks if third-party agents control customer interaction and
transaction routing. McKinsey argues that agentic AImay
be particularly disruptive for banking businessmodels that
have historically benefited from customer inertia, espe-
cially in deposits and credit cards, because AI agents can
optimize product choice, cash allocation, and payment
routing more systematically than most human customers
(Sundararajan et al., 2025). The relevant economic issue
is therefore not only whether machine customers exist,
but who controls the interfaces, data, trust frameworks,
and execution pathways through which they participate
in financial markets.

Although operational, predictive, and strategic machine
customers share this common economic foundation, they
differ in the types of value they create, the market roles
they assume, and the implications they carry for pricing,
competition, and business-model design, as summarized
in Table 4.1.
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Table 4.1: Possible economic implications of machine customers by type

Type Primary value Basis of competition Implications for financial institutions

Operational Efficiency, lower transaction costs Reliability, machine readability, seam-
less integration

Stable APIs, low-friction execution,
transparent pricing

Predictive Better timing and resource optimiza-
tion

Data access, forecasting quality, re-
sponsiveness

Opportunities in anticipatory financ-
ing, timing automation, and data-
driven offers

Strategic Continuous comparison, negotiation,
and demand reallocation

Price, interoperability, settlement
terms, algorithmic attractiveness

Disintermediation and customer loyal-
ity risk, margin pressure, and need to
remain visible in agent-driven markets

4.1. Operational Machine Customers

Operational machine customers primarily generate eco-
nomic value through automation and efficiency. Their
main contribution lies in reducing the cost of routine trans-
actions, minimizing delays, and lowering the adminis-
trative burden associated with repetitive purchasing and
payment activities. In financial contexts, this may in-
clude automated replenishment, recurring payments, low-
value procurement, or predefined service orders. The eco-
nomic logic is therefore largely based on transaction-cost
reduction, process efficiency, and operational continu-
ity. Typical use cases include industrial robotics that au-
tonomously order spare parts or maintenance services,
connected vehicles that manage charging or servicing,
and IoT devices that trigger procurement processes in real
time.

From the perspective of providers, operational machine
customers rewardmachine-friendly service design. In eco-
nomic terms, this means that machine customer journeys
are shaped less by persuasion than by triggers, decision
rules, execution conditions, and feedback loops. Avail-
ability, reliability, and machine-readable service charac-
teristics therefore become commercially relevant features.
Firms that offer stable APIs, reliable execution, transpar-
ent pricing, and low-friction payment processes may gain
an advantage because such attributes are directly rele-
vant to automated decision systems. In this segment,
economic competition is likely to focus less on emotional
differentiation and more on execution quality, machine
readability, and seamless integration into existing work-
flows.

4.2. Predictive Machine Customers

Predictive machine customers create value not only by
automating execution, but by improving the timing and
quality of economic decisions. Because they anticipate

future needs on the basis of continuous data collection
and forecasting, they can optimize inventory levels, main-
tenance cycles, liquidity planning, or procurement tim-
ing. In financial-service settings, this may involve dy-
namic trading and treasury decisions, anticipatory financ-
ing needs, automated budget allocation, or the timing of
payments in response to predicted future conditions. Il-
lustrative use cases include automated predictive mainte-
nance combined with financing or leasing arrangements,
as well as connected systems that reallocate resources or
trigger purchases before disruptions occur.

Economically, this shifts the emphasis from pure effi-
ciency toward optimization. The value of predictive ma-
chine customers lies in reducing uncertainty, preventing
costly disruptions, and allocating resources more effec-
tively over time. This also increases the strategic impor-
tance of data access and analytics capabilities, because
firms with better forecasting models and richer data may
be able to shape demand more effectively and capture
more value from machine-mediated transactions.

4.3. Strategic Machine Customers

Strategicmachine customers have the broadest economic
implications because they are not limited to executing or
optimizing predefined tasks, but may actively shape pur-
chasing strategies, negotiate across providers, and recon-
figure demand in response to changingmarket conditions.
Their decisions may involve multi-step planning, trade-off
analysis, and the comparison of multiple counterparties
across price, reliability, financing conditions, and contrac-
tual terms. In banking, this could eventually include AI
agents acting on behalf of households or firms in seek-
ing financing or liquidity, initiating microcredit requests,
managing account or custody relationships, or reallocat-
ing funds according to predefined objectives and risk con-
straints.
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This could alter market structures more fundamentally. If
strategic machine customers become capable of compar-
ing offers continuously and reallocating demand at scale,
competitive advantagemay shift away frombrand loyalty
and toward algorithmic competitiveness. Prices, service
levels, settlement conditions, and interoperability could
become more important than traditional marketing cues.
Agentic AI may therefore erode the “inertia dividend” on
which parts of retail and SME banking have long bene-
fited, as agents can, for example, continuously optimize
deposits, card usage, and payment execution in line with
user objectives (Sundararajan et al., 2025). For financial
institutions, this raises the possibility that future competi-
tion will increasingly bemediated by agents that optimize
across entire ecosystems rather than remaining within a
single provider relationship. In such an environment, the
economic challenge is not only to serve customers effi-
ciently, but to remain visible, attractive, and interoperable
in agent-driven markets.

4.4. Economic Potential and Market
Implications

Market analyses suggest thatmachine customersmay be-
come a commercially significant customer segment. Gart-
ner reports that CEOs expect machine customers to ac-
count for up to 20 percent of revenue by 2030, indicat-
ing that firms increasingly view them as a distinct and
commercially relevant customer segment rather than a
marginal technological curiosity (Gartner, 2026). McKin-

sey likewise argues that agentic commerce could become
a large-scale economic phenomenon, estimating that the
U.S. B2C retail market alone could see up to one tril-
lion dollars in orchestrated revenue by 2030, with global
projections of three to five trillion dollars (Schumacher,
Roberts, & Giebel, 2025).

For banking, the implications may be especially signifi-
cant because some revenue pools depend on frictions and
forms of customer inertia that autonomous agents could
reduce. McKinsey identifies deposits and consumer-card
economics as particularly exposed areas. AI agents could,
for example, monitor balances in real time, shift excess
funds into higher-yield accounts, optimize card selection
at the point of payment, or route transactions through
account-to-account infrastructures where this is econom-
ically preferable (Sundararajan et al., 2025). In markets
with open-banking access and low-cost instant-payment
rails, this could intensify margin pressure, increase price
transparency, and weaken the stickiness of existing cus-
tomer relationships (Sundararajan et al., 2025).

Taken together, these developments suggest that the eco-
nomic potential ofmachine customers lies not only in new
transaction volumes, but also in their capacity to reshape
competitive dynamics. For financial institutions, the chal-
lenge is therefore not merely to digitize existing products,
but to position themselves within markets in which au-
tonomous systemsmay increasingly influence product se-
lection, payment routing, and the allocation of financial
relationships across providers.
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5. Political and Regulatory Dimension

Lead authors: Claude Humbel & Bianca Kre-
mer, Zug Institute for Blockchain Research
(ZIBR) & University of Lucerne

The political and regulatory dimension of machine cus-
tomers concerns the public-policy choices, legal frame-
works, and institutional structures that determinewhether
and how non-human actors may participate in economic
exchange and financial markets. In financial services,
regulation and legal certainty are preconditions for trust,
market integrity, and operational resilience (Swiss Finan-
cial Market Supervisory Authority (FINMA), 2024; OECD,
2026; OECD & Financial Stability Board, 2024). Machine
customers raise questions about digital identity, legal sta-
tus, liability, data protection, and risks stemming from
financial-market access.

Switzerland traditionally follows a principle-based,
technology-neutral, and sector-specific regulatory ap-
proach. Current law and regulation thus treat machine
customers not as a separate legal category but as in-
struments whose actions are attributed to the principals
on whose behalf they operate. On 12 February 2025,
the Federal Council announced that Switzerland would
prioritize ratifying the Council of Europe Framework
Convention on Artificial Intelligence, focus legislative
changes on selected sector-specific adjustments, and
encourage non-binding measures to promote responsible
AI practices, with a draft legislative package expected by
the end of 2026 (Federal Council, 2025a; Wildhaber &
Barth, 2025). It is expected that the legislative package
will build on the principle-based and technology-neutral
approach.

At the EU level, comparable questions are addressed
within a broader and more rule-based regulatory archi-
tecture, including the AI Act (Regulation [EU] 2024/1689;
European Parliament and Council of the European Union
(2024c)), DORA (Digital Operational Resilience Act, Reg-
ulation [EU] 2022/2554; European Parliament and Coun-
cil of the European Union (2022)), the Data Act (Regu-
lation [EU] 2023/2854; European Parliament and Coun-
cil of the European Union (2023)), eIDAS 2.0 (Regula-

tion [EU] 2024/1183; European Parliament and Coun-
cil of the European Union (2024b)), the GDPR (General
Data Protection Regulation, Regulation [EU] 2016/679;
European Parliament and Council of the European Union
(2016)), and the revised Product Liability Directive (Direc-
tive [EU] 2024/2853; European Parliament and Council
of the European Union (2024a)). For Swiss financial in-
stitutions, these EU developments are relevant where ser-
vices, clients, infrastructures, or technology providers have
a cross-border dimension.

Table 5.1 summarizes these implications by distinguishing
operational, predictive, and strategic machine customers
and mapping each type to key regulatory questions, pri-
mary regulatory anchors, and implications for financial in-
stitutions.

5.1. Legal Status and Attribution

Machine customers do not have independent legal capac-
ity. Under Swiss contract law, rights and obligations at-
tach to natural or legal persons. Therefore, declarations
or transactions initiated by an automated system must
be attributed to the person or organization behind it. Un-
der a doctrine for the attribution of machine declarations
(Maschinenerklärungen), declarations generated by auto-
mated systems are, in principle, imputed to the person
who deploys or authorizes the system (Lohmann, 2017,
2024). Where an automated system is used to perform a
contractual obligation, the auxiliary-persons rule in Article
101 of the Swiss Code of Obligations provides the relevant
doctrinal anchor: the principal is liable for damage caused
in the performance of obligations by persons or systems
engaged to fulfill them. A growing body of Swiss-law com-
mentary applies the auxiliary-persons rule logic by way of
analogy to digital systems, despite their lack of legal per-
sonality (Lohmann & Preßler, 2021; Yacoubian, 2023).

For operational and many predictive machine customers,
attribution is manageable: the system acts within a de-
fined mandate and can be linked to a registered user,
contractual counterparty, or regulated entity. Strate-
gic machine customers may pose more difficult ques-
tions. Where agents interact across several providers, ne-
gotiate dynamically, or operate through delegated struc-
tures or Decentralized Autonomous Organizations (DAOs,
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Table 5.1: Political and regulatory implications of machine customers by type

Type Key regulatory questions Primary regulatory anchors Implications for financial institutions

Operational Scope of mandate, authorization,
traceability of routine transactions

Contract law; FINMA AI governance;
AML/KYC

Clear delegation rules, auditable trans-
action logs, embedded payment com-
pliance

Predictive
Data governance, automated
decision-making, model risk, fore-
casting transparency

Data protection acts; FINMA model
risk; EU AI Act risk-based duties

Machine-readable consent, model doc-
umentation, data minimization, con-
testation paths

Strategic Multi-party attribution, liability alloca-
tion, agent identity and revocation

Civil/product-liability law; Swiss finan-
cial services and financial institutions
law; revised EU PLD; eIDAS 2.0; FATF
recommendations

Principal-agent structuring, KYM infras-
tructure, audit trails across counterpar-
ties

see Reiser and Wächli (2024)), it might become difficult
for counterparties to identify who is legally bound by
the agent’s actions. Lee (2025) describes the develop-
ers, deployers, and infrastructure providers behind an au-
tonomous agent as its “shadowprincipals”, i.e., actors who
exert persistent and obscured influence over the agent’s
actions and challenge the assumptions of agency law.
Where attribution fails, a liability gap arises, which in turn
fuels proposals to recognize autonomous agents as legal
persons. Such proposals have gained little traction in ei-
ther Switzerland or the EU. The European Parliament’s
2017 call for an “electronic personhood” for sophisticated
autonomous agents, in particular, was widely criticized as
premature and conceptually flawed, and was ultimately
abandoned (European Parliament, 2017; Open Letter to
the European Commission, 2018; Pullen & Brunner, 2024).

For financial institutions, machine-to-business interfaces
and contractual documentationmust therefore define the
agent’s mandate, scope of authority, execution limits,
and responsible principal. Emerging protocols address this
challenge by encoding verifiable authorization, agent au-
thenticity, and accountability directly into transactions
(Parikh & Surapaneni, 2025; Visa, 2025; Swiss Fintech In-
novations & Acrea, 2026). These protocols, however, do
not determine the legal effect of an agent’s action, as
that ultimately turns on the law of contract and, in par-
ticular, the doctrines of representation and attribution.

5.2. Civil Liability and Accountability

Machine customers can produce harmful outcomes, such
as mistaken payments, flawed transactions, unauthorized
purchases, or decisions based on incorrect data. Prima fa-
cie, liability might be difficult to allocate because several
actors typically stand behind a single agent: the devel-
oper of the AI system, the deployer integrating it into a

service, the operator running it, and the user instructing it
(FinRegLab, 2025; Soder, Smakman, Dunlop, & Sussman,
2025; Wildhaber, 2024). Soder et al. (2025) argue that, as
agent autonomy increases, responsibility should shift fur-
ther upstream toward developers and providers best posi-
tioned to prevent harm, by analogy with the autonomy-
graded liability frameworks already used for automated
vehicles.

Switzerland currently addresses AI-related liability
through existing rules on civil and product liability,
product safety, as well as supervisory frameworks rather
than a dedicated AI liability regime. Wildhaber (2024)
and Wildhaber and Barth (2025) argue for targeted ad-
justments to the Product Liability Act and Product Safety
Act in light of recent regulatory developments in the
EU. These include the revised Product Liability Directive,
which will cover software (including AI systems), and
the AI Act, which introduces risk-based obligations for
certain AI systems and actors. The proposed AI Liability
Directive, however, was withdrawn in 2025, leaving no
harmonized EU civil-liability regime for AI (European
Commission, 2025; European Parliament and Council of
the European Union, 2024c; European Parliament, 2026).

For financial institutions, liability risk management there-
fore depends heavily on governance, contractual risk allo-
cation, and auditability. Institutions need records show-
ing who authorized the agent, which permissions applied,
which decisions were taken, and how transactions were
executed or revoked. Tibbetts and Jones (2026) flag a
similar set of risks across agentic deployments: opacity
of decision-making, accountability gaps when agents act
autonomously, and the difficulty of evidencing what an
agent did and why. Accountability for machine customers
is thus as much an organizational question as a legal one.
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5.3. Data Governance and Data
Sovereignty

Machine customers continuously access, generate, and
process data, covering the principal’s personal details,
transactions, behavior, and potentially third parties’ data.
In financial services, such data are particularly sensitive:
they feed directly into payment authorization, credit as-
sessment, frauddetection, and the design of tailored prod-
ucts.

Swiss and EU law both regulate automated individual
decision-making, although with different intensity. Arti-
cle 21 of the revised Swiss Federal Act on Data Protection
requires the controller to inform the data subject of de-
cisions with legal or similarly significant effects taken on
a purely automated basis, and to grant, on request, the
right to express their views. Article 22 GDPR goes further,
establishing a general right not to be subject to such de-
cisions, subject to specified exceptions (Regulation [EU]
2016/679; European Parliament and Council of the Euro-
pean Union (2016)).

Agent-mediated interactions strain these requirements.
Consent mechanisms designed for human users do not
translate easily into machine-to-machine interactions.
Predictive or strategic machine customers may rely on
broad and continuous data flows that make data min-
imization and purpose limitation harder to operational-
ize. Cross-border operation adds a further layer of com-
plexity: machine customers rely on cloud infrastructures,
APIs, payment systems, and data-processing environ-
ments distributed across several jurisdictions, raising ques-
tions about controller and processor roles, international
transfers, and data sovereignty. Beyond data protection,
the EU Data Act introduces a complementary regime gov-
erning access to and use of operational data generated by
connected products and related services, granting users a
right to access such data and to share it with third par-
ties of their choice (Articles 4 et seq. Regulation [EU]
2023/2854; European Parliament and Council of the Eu-
ropean Union (2023)). For machine customers in finan-
cial services, such data are doubly significant: they are
economically valuable in their own right and operationally
necessary for credit assessment, fraud detection, and the
provision of tailored services.

5.4. Financial-Market Regulation and
Digital Identity

Financial-market regulation presupposes that customers
and counterparties are identifiable and that regulated
institutions can comply with prudential, conduct, and
anti-money-laundering (AML) obligations. Machine cus-
tomers complicate this assumption because the techni-
cal actor initiating a transaction is not necessarily iden-
tical to the legally responsible customer (on the issue
in general, see Basel Committee on Banking Supervision
(2024) and Swiss Financial Market Supervisory Authority
(FINMA) (2024)).

FromanAMLperspective, institutionsmust distinguish be-
tween the machine customer as technical agent and the
natural or legal person behind it. While “Know Your Cus-
tomer” (KYC) requires the financial intermediary to iden-
tify the responsible customer, “KnowYourMachine” (KYM)
targets the agent acting for that customer and mandates
the verification of its identity, scope of authority, techni-
cal integrity, and behavioral consistency (Rhyner, 2026).
Swiss AML law requires the financial intermediary to iden-
tify the contracting party at the beginning of a business
relationship and to establish the beneficial owner. Where
transactions are routed through automated agents, FATF
Recommendation 16 remains relevant: financial institu-
tions must include accurate originator and beneficiary in-
formation on wire transfers and ensure that this informa-
tion remains with the transfer throughout the payment
chain (Financial Action Task Force, 2025).

From a prudential and supervisory perspective, the rele-
vant question is not whether the machine customer it-
self is solvent, since solvency and capital requirements at-
tach to regulated legal persons. Themore important issue
is whether institutions adequately manage the risks cre-
ated bymachine-mediated activity, including operational,
model, outsourcing, cyber, and concentration risk linked
to reliance on a small number of agent providers or infras-
tructures (Aldasoro et al., 2025; Basel Committee onBank-
ing Supervision, 2024). FINMA accordingly expects super-
vised institutions using AI to maintain appropriate gov-
ernance, risk management, documentation, and control
structures, including identification, assessment, manage-
ment, and monitoring of AI-related risks, with measures
proportionate to the materiality of the applications used
(Swiss Financial Market Supervisory Authority (FINMA),
2024).
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Against this background, digital identity becomes a cen-
tral regulatory building block. Machine customers require
verifiable agent identity, traceable delegation of author-
ity, and reliable revocation. At the regulatory level, eI-
DAS 2.0 and the European Digital Identity Wallet provide
identity frameworks for natural and legal persons across
the EU (Regulation [EU] 2024/1183; European Parliament
and Council of the European Union (2024b)). Switzer-
land’s E-ID Act (Federal Council, 2025b) follows a compa-
rable path but currently covers only natural persons, leav-
ing legal persons and non-human actors outside its scope.
Werbach (2026) addresses this type of issue, proposing a
registration regime for autonomous agents as a new cat-
egory of legal-governance object, calibrated to risk and
combined with smart-contract-based bonding. This pro-
posal illustrates the kind of identity infrastructure that
may be needed to extend comparable frameworks to non-
human actors.

5.5. Implications for Financial
Institutions

For financial institutions, political and regulatory readi-
ness for machine customers is not primarily about recog-
nizingmachines as new legal persons. It is about ensuring
that existing legal and regulatory functions continue to
work when economic activity is initiated or executed by
autonomous, non-human systems. Five priorities follow
from the analysis above:

• defining who is the responsible principal bound
by an agent’s actions and within which mandate,
scope of authority, and execution limits;

• integrating agent-related risks into compliance,
risk management, audit, and operational-resilience
frameworks;

• developing KYM capabilities alongside existing KYC
and AML processes;

• ensuring that authorizations, disclosures, execution
limits, and revocation mechanisms are machine-
readable and auditable; and

• engaging with emerging machine-to-machine pro-
tocols as components of future regulatory and su-
pervisory infrastructure (Parikh& Surapaneni, 2025;
Visa, 2025; Swiss Fintech Innovations & Acrea,
2026).

The rise of machine customers does not require a com-
plete overhaul of existing legal and regulatory frame-
works. What is required is the need for those frameworks
to remain effective in a more automated environment.
The key challenge is to preserve reliable chains of attribu-
tion, accountability, and identity, as financial interactions
increasingly take place between machines.
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6. Blockchain-based Prototype

Lead authors: Denis Bieri, HSLU; Carla Caspar,
Inventx AG; Jovana Milojević, HSLU

The preceding chapters developed an overview of ma-
chine customers and examined the architectural require-
ments for a financial system capable of serving them.
Building on this conceptual foundation, this chapter in-
troduces a blockchain-based prototype1 as a concrete
technical artifact. The prototype does not imply that
future machine-customer interactions must be executed
on public blockchains. Instead, the blockchain-based de-
sign is used as an experimental sandbox environment for
testing autonomous machine-to-machine payments, pro-
grammable settlement, and cryptographically verifiable
execution. In this sense, the prototype provides a prac-
tical instantiation of several requirements identified ear-
lier in the report: machine-readable service consumption,
non-interactive authentication, real-time execution, pro-
grammable payment handling, and auditability.

The chapter distinguishes between two related prototype
designs. The first design, shown in Section 6.1, focuses on
the buyer side of the transaction. It demonstrates how
an autonomous agent can consume a paid LLM service
by reacting to an x402 payment challenge and signing
the payment payload with its own wallet. The second
design, shown in Section 6.2, extends the perspective to
the provider side. It examines how a service provider can
expose a payment-protected API service, issue an HTTP
402 Payment Required response, verify and settle the
payment through a facilitator, and release the protected
service only after the payment condition has been satis-
fied. Together, the two designs illustrate x402 as a mech-
anism for linking autonomous service consumption with
programmable API monetization.

6.1. Buyer-side Prototype

The first prototype design examines the transaction from
the perspective of the machine customer. It focuses on
an autonomous agent that accesses a paid LLM service

1 See our GitHub repository here.

and completes the required payment without direct hu-
man intervention. The purpose is to test whether the
agent can technically act as a buyer by receiving a pay-
ment challenge, authorizing the payment through its own
wallet, and continuing the service interaction after pay-
ment execution. The conceptual design of the proto-
type is illustrated in Figure 6.1. The figure abstracts from
the agent’s internal reasoning logic and focuses on the
payment-mediated service interaction.

The numbered flow depicted in Figure 6.1 consists of the
following steps:

1. The autonomous agent initiates an inference re-
quest to the paid LLM endpoint.

2. The provider returns an HTTP 402 Payment
Required response containing the quoted amount
and payment parameters.

3. The agent interprets the challenge, selects an ac-
cepted payment option, and uses its programmatic
wallet to sign the x402 payment payload locally.

4. The agent retries the original request and attaches
the signed payment payload, for example through
the PAYMENT-SIGNATURE header.

5. The provider submits the payment information to
the facilitator for verification, for example via POST
/v2/x402/verify.

6. The facilitator returns the verification result and as-
sociated payer metadata.

7. The provider then initiates settlement, for example
via POST /v2/x402/settle.

8. The facilitator submits theUSDC transfer authoriza-
tion to the Base blockchain and waits for confirma-
tion.

9. After successful verification and settlement, the
provider forwards the request to the selected up-
stream LLM backend.

10. The provider finally returns the requested output to-
gether with the corresponding payment response,

https://github.com/HSLU-IFZ-Competence-Center-Investments/Prototyp-Machine-Customer/tree/main
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Figure 6.1: Blockchain-based prototype for a buyer-side autonomous agent using x402 and USDC on Base to purchase
LLM inference. Source: Own illustration

for example through the PAYMENT-RESPONSE
header.

This design demonstrates the basic logic of an au-
tonomous machine customer: a software agent identifies
a service need, interacts with a machine-readable end-
point through standardized interfaces, receives a price
and payment condition, authorizes the payment cryp-
tographically, and receives the requested digital service
without human intervention. The prototype therefore
combines three elements of agentic commerce: au-
tonomous service consumption, embedded payment ex-
ecution, and verifiable settlement.

To illustrate the practical feasibility of the buyer-side pro-
totype, a first test is conducted with a funded agent wal-
let on the Base Sepolia test network. The agent is config-
ured with a private key loaded from an environment vari-
able and uses the BlockRun testnet client to call a paid
LLM endpoint. Before the request, the wallet balance is
queried. The agent then submits a simple prompt to the
model openai/gpt-oss-20b. The x402 payment flow is
executed in the background, the provider returns the LLM
response, and thewallet balance is queried again after ex-
ecution. The resulting execution trace is summarized in
the following box.

Illustrative example: Buyer-side agent using
x402

Scenario: An autonomous AI agent uses its own
funded wallet on the Base Sepolia test network to
call a paid LLM endpoint via x402.

Model: openai/gpt-oss-20b
Wallet balance before execution: 19.996 USDC

Prompt: “Hello!”

Response: “Hello! How can I help you today?”

Wallet balance after execution: 19.995 USDC

Cost of execution: approximately 0.001 USDC

Interpretation: The balance is queried before
and after the LLM request. The decrease in the
wallet balance shows that the agent received the
LLM response while the x402 payment was exe-
cuted automatically in the background.

The same architectural setup can be transferred to the
Base mainnet, although the use of mainnet funds intro-
duces additional operational and compliance considera-
tions. The BlockRun client is initialized with a private key
stored securely as an environment variable. This key cor-
responds to a self-custodial wallet on the Base network,
for example a Coinbase wallet or MetaMask account. This
wallet must be funded with ETH on Base to cover gas fees,
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and USDC on Base to pay for API usage. It is at this stage
that identity verification becomes relevant: funding the
wallet through a centralized exchange such as Coinbase
requires the user to complete a KYC process and disclose
personal information. Once sufficiently funded, the wal-
let can be used to interact with an LLM via on-chain pay-
ments. In the context of machine customers, this implies
that any autonomous agent must have programmatic ac-
cess to a funded wallet in order to consume AI services
independently.

6.2. Provider-side Prototype

The second prototype design examines a transaction from
the perspective of the service provider. While the buyer-
side prototype focuses on whether an autonomous agent
can act as a paying machine customer, the provider-side
prototype focuses on the reciprocal question of whether a
third-party provider can make an API-based resource eco-
nomically accessible to such agents. The purpose is to test
whether a provider can expose a protected API endpoint,
define a machine-readable x402 payment condition, re-
turn an HTTP 402 Payment Required challenge, verify
and settle a submitted payment payload through the fa-
cilitator, and release the protected service only after suc-
cessful payment handling.

The provider-side prototype therefore extends the first
prototype from autonomous service consumption to pro-
grammable service provision. In this setting, the service
provider becomes the party that defines the economic ac-
cess conditions of the resource. It specifies which API
route is protected, what amount must be paid, which as-
set and network are accepted, which receiving address is
used, and under which validity conditions the payment
authorization is accepted. The provider-side logic then
checks incoming requests, issues the payment challenge,
receives the signed x402 payment payload, coordinates
verification and settlement through the facilitator, and
decides whether the request may be forwarded to the
protected service logic. The conceptual design of the
provider-side prototype is illustrated in Figure 6.2. The
figure abstracts from the internal business logic of the
protected service and focuses on the payment-mediated
access-control process.

The numbered flow depicted in Figure 6.2 consists of the
following steps:

1. A customer, application, or autonomous machine
agent initiates an API request to the service
provider’s protected endpoint.

2. The service provider’s x402 payment layer checks
whether the requested route requires payment and
whether the incoming request already contains a
valid payment payload for this route.

3. If no valid payment is attached, the provider re-
turns an HTTP 402 Payment Required response
containing the machine-readable payment condi-
tions for accessing the protected resource, such
as the accepted payment scheme, network, asset,
amount, receiving address, validity period, and re-
source identifier.

4. The customer or machine agent retries the origi-
nal request and attaches the signed x402 payment
payload to the API request.

5. The provider submits the signed payment pay-
load and the applicable payment requirements to
the facilitator for verification and settlement han-
dling. The facilitator verifies the payment against
these requirements, while the provider-side pay-
ment layer remains responsible for mapping the re-
quest to the relevant protected route.

6. After successful verification and settlement han-
dling, the x402 payment layer unlocks the pro-
tected API service and forwards the request to the
provider’s service logic.

7. The service provider returns the protected service
response to the customer or machine agent.

This design demonstrates the basic logic of a provider-
side machine-commerce service: a provider exposes
a machine-consumable API endpoint, attaches a pro-
grammable payment condition to the protected resource,
verifies and settles the submitted payment through the
x402 infrastructure, and releases the service only after
the payment condition has been satisfied. The prototype
therefore complements the buyer-side design by showing
how x402 can be used not only by autonomous agents
that purchase digital services, but also by providers that
want to monetize API-based resources at the moment of
use.
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Figure 6.2: Provider-side view of x402 as an additional payment layer in the API value chain. Source: Own illustration

To illustrate the practical feasibility of the provider-side
prototype, a local Express server was implemented off-
chain and connected to the Base Sepolia test network for
payment verification and settlement. The server exposes
a dummypaid API endpoint at /api/v1/dummy-service
and protects it with x402 middleware configured to re-
quire $0.001 USDC per request. The protected endpoint
is intentionally simple: its purpose is not to demonstrate
a complex business function, but to isolate the payment-
gating logic from the service logic. In the prototype,
the endpoint is called without a payment payload, upon
which the server returns HTTP 402 Payment Required
together with the payment conditions. A test client then
retries the request with a signed x402 payment payload.
After successful verification and settlement through the
facilitator, the server returns HTTP 200 OK and releases
the protected response. The resulting execution trace is
summarized in the illustrative example box.

From the provider perspective, x402 turns an API end-
point into an economically controlled access point. In-
stead of relying only on external billing arrangements
such as subscriptions, invoices, prepaid accounts, API keys,
or platform-based metering, the payment condition is
embedded directly into the HTTP request-response cycle.
This changes the provider’s role in the transaction: the
provider no longer only authenticates access or records
usage for later billing, but defines a runtime payment
condition that must be satisfied before the protected re-
source is released. The provider can communicate the
price and payment requirements at the moment of ac-

cess and link service delivery directly to cryptographic pay-
ment authorization and settlement handling (Reppel et
al., 2025; x402 Foundation, online).

Illustrative example: Provider-side API using
x402

Scenario: A local third-party provider server ex-
poses a dummy paid API endpoint and protects
it with x402 middleware. The endpoint is only re-
leased after successful payment handling.

Protected endpoint: /api/v1/dummy-service
Network: Base Sepolia test network
eip155:84532
Price: $0.001
Unpaid request: The provider returns HTTP 402
Payment Required and communicates the pay-
ment conditions for accessing the protected re-
source.

Paid retry: After a test client retries the request
with a signed x402payment payload, the provider
returns HTTP 200 OK and releases the protected
dummy service.

Interpretation: The unpaid request shows that
the provider does not release the protected API
resource without payment. The paid retry shows
that the x402 payment layer can verify and set-
tle the submitted payment through the facilitator
before the protected service response is returned.
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The HTTP 402 Payment Required response functions as
a machine-readable payment challenge. It specifies the
conditions under which access can be granted, such as
the payment scheme, network, asset, amount, receiving
address, validity period, and protected resource. This is
the provider-side counterpart to the buyer-side wallet au-
thorization described in the first prototype: the buyer-side
agent must be able to interpret and sign the payment
challenge, while the provider-side endpoint must be able
to construct, verify, and enforce it. The paid retry then
links API access with cryptographic payment authoriza-
tion. Before the request is forwarded to the protected
service, the provider must ensure that the submitted pay-
ment payload corresponds to the correct route, price, as-
set, recipient, network, and validity window. Verification
and settlement form the decision point in this process.
The facilitator bridges the HTTP-based service layer and
the blockchain-based settlement layer. If the payment is
valid and settlement has been accepted or confirmed, the
service is released. If verification fails, the provider retains
control over the resource and the service remains locked.

The provider-side prototype therefore shows how API
monetization can be embedded directly into the tech-
nical request-response cycle. Together with the buyer-
side prototype, it illustrates both sides of a machine-
customer transaction: an autonomous agent can autho-
rize and submit a payment for a digital service, and a
provider can define and enforce the payment condition
under which that service is released. However, the pro-
totype remains deliberately limited. It uses a local Ex-
press server, a dummy service endpoint, a fixed price,
and the Base Sepolia test network. It therefore val-
idates the payment-gating mechanism, but not yet a
production-grade service offering. In a production setting,
the provider would still need to define protected routes,
manage dynamic or tiered prices, configure receiving ad-
dresses, monitor settlement status, reconcile payments
with service delivery, and maintain auditable records of

paid interactions. In regulated financial contexts, this
may also raise questions around wallet custody, account-
ing treatment, stablecoin handling, customer identifica-
tion, sanctions screening, tax documentation, and inte-
gration with internal ledgers. Because machine-customer
interactions may occur autonomously and at high fre-
quency, x402 payment handling would also need to be
combined with API security controls, including replay pro-
tection, timeout handling, duplicate-submission handling,
failed-settlement handling, route-level authorization, rate
limiting, and abuse prevention.

6.3. Prototype Interpretation

The two prototype designs can be interpreted as minimal
illustrations of x402-enabled machine-commerce from
both sides of the transaction. They do not aim to demon-
strate a complex API product or a complete production
architecture. Rather, the buyer-side prototype shows how
an autonomous agent can consume a paid LLM service
by reacting to a payment challenge, signing a payment
payload, and receiving the requested response after pay-
ment execution. The provider-side prototype shows how
a service provider can expose amachine-consumable end-
point, wrap it with an x402 payment layer, process a paid
retry, and release a protected response only after pay-
ment handling has succeeded.

Together, the two perspectives illustrate a basic payment-
gated API interaction: one autonomous buyer, one
machine-readable API service, one programmable pay-
ment condition, and one verifiable settlement path. The
x402 protocol serves as one concrete instantiation of this
pattern. Whether alternative payment protocols, per-
missioned blockchain networks, or off-chain settlement
mechanisms could serve the same function, and under
what conditions each would be preferable, remains an
open question for further research.
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7. Conclusion and Outlook

This chapter presents conclusions and hypotheses based
on the report. It summarizes potential implications of
machine customers for financial service providers across
the social, technological, economic, and regulatory di-
mensions. The statements should be read as working hy-
potheses for an emerging field inwhich technologies, busi-
ness potential, governance requirements, operating mod-
els, and regulatory expectations are still taking shape.

If machines buy services, sellers will also have to be-
come machine-ready. Machine customers are notmerely
an IT topic or an extension of existing digital chan-
nels. They represent an emerging customer segment with
distinct interaction patterns, expectations, and require-
ments. Since they do not rely on branches, relationship
managers, call centers, or graphical user interfaces, but
interact through APIs, events, schemas, wallets, creden-
tials, and machine-readable rules, financial institutions
need products, services, and distribution channels that au-
tonomous agents can discover, evaluate, purchase, and
consume. The decisive competitive factor will not only be
whether a provider offers digital services, but whetherma-
chines can understand, assess, and execute them.

Machine customers create opportunities, but also new
competitive pressure. Machine customers may become
a new source of demand for payments, data services, fi-
nancing, liquiditymanagement, investment products, and
other financial services. This demand will vary with their
degree of autonomy, decision complexity, and functional
orientation, ranging from routine execution to anticipa-
tory optimization and strategic decision-making. It opens
opportunities for API-based business models, pay-per-use
services, embedded finance, and machine-readable prod-
ucts. However, because autonomous agents can com-
pare offers continuously, competition is likely to shift to-
ward price, reliability, speed, and machine-readability.
Providers should therefore support aspects such as high
data quality, semantic clarity, robust APIs, high availabil-
ity, low latency, and transparent service conditions.

The new customer segment introduces new risks and
governance challenges. As financial interactions shift
from humans to autonomous agents, risk management
must also evolve. Errors, manipulation, misconfigured

mandates, ormalicious behavior can scale rapidly and cre-
ate operational, financial, or market-level distortions. Fi-
nancial institutions therefore require, for example, real-
time risk frameworks, technical emergency mechanisms,
clear mandate structures, and continuous monitoring.
Key questions remain around autonomy, accountability,
transparency, liability, and the attribution of machine-
initiated actions to a responsible human or legal principal.

Trust is the central adoption condition. Trust is re-
quired on both sides of the interaction: buyer-side agents
must trust providers, and seller-side systemsmust trust the
agents that access their services. This trust cannot be re-
duced to technical authentication alone. It also depends,
among other factors, on identity, authorization, reputa-
tion, regulatory compliance, auditability, liability alloca-
tion, and revocation mechanisms. For financial institu-
tions, Know Your Customer (KYC) must therefore be com-
plemented by Know Your Machine (KYM).

The prototype demonstrates technical feasibility. The
blockchain-based prototype shows that basic machine-
commerce interaction is possible. On the buyer side, an
autonomous agent can access a paid digital service, react
to an x402 payment challenge, sign a payment payload,
and continue after payment execution. On the provider
side, a service provider can expose a payment-protected
API and release the service only after the payment condi-
tion is satisfied. However, adoption at scale still requires
solutions in areas such as KYM integration, mandateman-
agement, fraud detection, dispute handling, and the reg-
ulatory treatment of machine-initiated transactions.

Existing legal and regulatory frameworks do not need
to be rebuilt from scratch, but they must remain ef-
fective in an automated environment. The rise of ma-
chine customers does not require a complete overhaul of
existing legal and regulatory frameworks. Rather, those
frameworksmust, where necessary, be selectively adapted
and continue to ensure reliable attribution, accountabil-
ity, and identity when financial interactions are increas-
ingly initiated, negotiated, and executed by machines.
This requires clear links to responsible human or legal prin-
cipals, defined mandates and permissions, and effective
liability, oversight, and compliance mechanisms.
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