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INFORMATION TECHNOLOGY AND CYBERSECURITY POLICY


1. Purpose
Edulution is committed to the secure, reliable, and responsible use of technology alongside compliance with applicable laws. This Policy establishes guidelines for the use of information technology (IT) systems, software, and infrastructure whilst managing cybersecurity risks to protect Edulution’s systems, data, and stakeholders.
The relevant legislation is:
· Protection of Personal Information Act 4 of 2012 (POPIA) (South Africa)
· Cybercrimes Act 19 of 2020 (South Africa)
· Data Protection Act 3 of 2021 (Zambia)
· Cyber Security and Cyber Crimes Act 2 of 2021 (Zambia)
· Information and Communications Technologies Act 15 of 2009 (Zambia)
This Policy supports the Board’s oversight of information technology, cyber and data risk, and preservation of stakeholder trust. It complements the Data Protection Policy for the governance of personal data, and should also be read in conjunction with the Code of Conduct, Child Safety and Safeguarding Policy, and Risk Management Policy.  

2. Scope
This Policy applies to all Board members, employees, consultants, contractors, suppliers and third-party service providers who use, maintain, or support Edulution’s IT resources. It covers all IT infrastructure, devices, networks, digital platforms, cloud services, and software used by Edulution, including the adaptive learning platform Mindspark provided by Educational Initiatives (Ei).  
All locations where Edulution operates, including South Africa, Zambia, Switzerland, and India (for intellectual property and data-sharing related to third-party educational content) are included in this Policy.  

3. Definitions 
· IT Systems: includes computers, servers, mobile devices, networks, cloud environments, software applications, and other technology assets. 
· Cybersecurity Incidents: any event that threatens the confidentiality, integrity, or availability of IT systems or data.
· User Access Controls: mechanisms that restrict IT system access to authorized personnel only.
· Data Protection Policy: the Edulution Policy governing the lawful processing, security, and rights related to personal information.

4. Guiding Principles
Edulution shall apply the following principles:
· Security by Design: Build security into systems and processes
· Risk-Based Approach: Focus on highest risks first
· Least Privilege: Limit access to what is necessary
· Accountability: Clear responsibility for IT and security
· Resilience: Ability to respond and recover from incidents




5. IT Asset Management 
Edulution will maintain an inventory of all IT assets and assign responsibility for their management. Employees and contractors must use Edulution IT assets only for authorised purposes. Any personal use must comply with applicable laws and organisational rules.

6. Access Control
Access is role‑based on a need-to-know basis, and users must protect credentials and not share accounts. Users must employ strong authentication methods, including unique usernames and passwords, and multifactor authentication where applicable. Access rights will be regularly reviewed and revoked promptly upon termination of employment or contract or change in role.

7. Data Security
Data is protected in line with the Data Protection Policy, with restricted access to sensitive and children’s information.

8. Device, System, and Network Security
Devices and systems must be protected using routinely updated firewalls, antivirus, and anti-malware systems, and periodic regular system updates and patch management undertaken to address security vulnerabilities. Network segmentation should be implemented to reduce risk exposure.  
Secure networks and password‑protected Wi‑Fi must be used, and unsecured public networks avoided for sensitive activities.  Encryption should be used to protect sensitive data.
9. Cybersecurity Risk Management
Cyber risks need to be proactively identified, assessed, and recorded in the Risk Register.  Key risks include phishing, fraud, data breaches, and system outages.

10. Incident Management
All IT and cyber related incidents must be assessed promptly, contained, and mitigated with corrective actions implemented and documented to avoid a similar future event. These must be reported immediately to the designated IT Security Officer, and material incidents reported to the Board.
Where personal data may be affected, the Data Protection Policy and the appointed Data Protection Officer must be consulted for breach notification obligations.

11. Backup and Recovery
Regular, secure backup procedures will be maintained for critical IT systems and data, and recovery processes tested to ensure business continuity in case of data loss or system failure.

12. Third‑Party IT Services
Outsourced providers are subject to due diligence, contractual security requirements, and data protection standards.

13. Acceptable Use
All users must comply with this Policy and the Data Protection Policy, and use IT systems responsibly and avoid activities that compromise security or access inappropriate content.   Users need to report lost or stolen devices, any IT security concerns immediately, and ensure that electronic communications are professional and lawful.

14. Training and Awareness
Cybersecurity awareness training is provided, including guidance on common threats, and users should participate in cybersecurity and data protection training sessions.

15. Monitoring and Compliance
Management will monitor performance and incidents, report material issues to the Board, and ensure ongoing improvements according to evolving Best Practice and legal compliance.  Internal audits and risk assessments will be performed periodically.

16. Breaches
Non‑compliance may result in disciplinary action, loss of access, or legal consequences.

17. Review Cycle
This Policy is reviewed periodically or when significant changes occur in IT infrastructure, applicable laws, or cybersecurity threats.





[image: ]

edulution.org


info@edulution.org


edulutionafrica

image1.png
EDULUITION





image2.png




image3.png




image4.png




image5.png




image6.png




image7.png
w
o




image8.png
w
o




image9.png




image10.png




