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DATA PROTECTION POLICY

1. Purpose
Edulution is committed to protecting the privacy, confidentiality, and integrity of personal information. This Policy sets out the principles, controls, and responsibilities for lawful data processing.  Edulution will collect only that data necessary for legitimate purposes, will protect this data against loss, misuse, or unauthorised access, and in doing so respect the rights of the data subjects.  

The Policy has been developed in accordance with the following legislation:
· Protection of Personal Information Act 4 of 2013 (POPIA) (South Africa)
· Data Protection Act 3 of 2021 (Zambia)
and aligned to:
· the EU’s General Data Protection Regulation 2016/679 (GDPR)
This Policy supports the Board’s duty to ensure good governance, responsible citizenship, and maintain stakeholder trust.  It compliments the IT and Cybersecurity Policy and should be read alongside the Code of Conduct, the Child Safety and Safeguarding Policy, and Risk Management Policy.  

2. Scope
This Policy applies to all Board members, employees, consultants, contractors, and third-party service providers who process personal information on behalf of Edulution.  It covers all personal information collected, processed, stored, or transmitted in any format (digital, paper, audio, or video), and includes all data relating to learners, parents/guardians, staff, donors, partners, and service providers.  

3. Key Definitions
· Personal Information/Personal Data: Information relating to an identifiable individual (e.g., name, ID/passport number, contact details, IP address).
· Special Personal Information/Special Categories of Personal Data: Includes sensitive data such as race, ethnic origin, health data, biometric data, religious beliefs, political opinions, trade union membership, and criminal records.
· Data Subject: The individual to whom the data relates.
· Processing: Any operation involving personal data including collection, storage, 
· retrieval, use, disclosure, and deletion. 
· Data Protection Officer (DPO): The person designated in line with GDPR Articles 37–39 to advise on and monitor compliance, to inform and train staff, and to act as the primary contact for supervisory authorities and data subjects. The DPO reports to the highest management level and is adequately resourced. The functions of the DPO are coordinated with those of the registered Information Officer, who oversees compliance, manages data subject requests, and handles breaches.


4. Data Protection Principles
Edulution adheres to the following principles:
· Accountability: Responsibility for compliance with applicable laws
· Processing Limitation: Lawful, minimal processing with consent where required
· Purpose Specification: Data collected for specific, explicit, and legitimate purposes
· Data Minimisation: Collection limited to what is necessary
· Information Quality: Data kept accurate and up to date
· Storage limitation: Data will be retained only for as long as necessary for the stated purposes 
· Security Safeguards: Appropriate technical and organisational measures
· Transparency: Clear information on how data is used
· Data Subject Participation: Rights to access, correct, or delete data

5. Consent and Data Subject Rights
Consent must be voluntary, specific, informed, and unambiguous. For special personal information, explicit consent is required unless processing falls under specific legal exceptions. Records of consent will be maintained.
Individuals may access their data, request correction of inaccurate data, ask for it to be deleted, object to or restrict processing, and withdraw consent at any time. 
The data subject can lodge a complaint with a supervisory authority (the Information Regulator in South Africa, Zambia, EU data authority). Requests will be handled promptly and lawfully.

6. Children’s Data Protection
Given Edulution’s work with children, additional safeguards apply, including parental consent, heightened care, and alignment with safeguarding practices as detailed in the Child Safety and Safeguarding Policy and related procedures.  

7. Lawful Basis for Processing
Personal information is processed only when consent from the data subject, it is necessary for programme delivery, or is required by law, and is in the legitimate interests of Edulution.  Processing must be balanced against the subject’s rights. 

8. Data Collection and Use
Edulution will collect data directly where possible and inform individuals of the purpose, use, and their rights.  Data will not be used for any other than the stated purpose.

9. Data Security
Appropriate safeguards include access controls, secure storage, password protection, encryption where appropriate, and system monitoring including regular risk assessments.



10. Data Sharing and Third Parties
Data is shared only where lawful and necessary. Third parties must comply with data protection standards and contractual obligations, and evidenced by due diligence prior to sharing.
Personal data may only be transferred to another country if the receiving country provides an adequate level of protection, has appropriate safeguards in place (standard contractual clauses, binding corporate rules), and the data subject has explicitly consented to the transfer.

11. Data Breach Management
A data breach includes any unauthorised access, loss, theft, or disclosure of data.  
All suspected or confirmed data breaches must be reported immediately to the Data Protection Officer and Information Officer, who will lead efforts to contain the breach, assess impact, and implement corrective actions. They will notify: 
· the South African Information Regulator (POPIA) as soon as reasonably possible, 
· the relevant Zambian supervisory authority within 24 hours where applicable, 
· the relevant EU supervisory authority within 72 hours where applicable,
· and the affected data subjects where there is a high risk to their rights and freedoms.

12. Data Retention and Destruction
Data is retained only as long as necessary and securely destroyed once no longer required.

13. Training and Awareness
Edulution will provide data protection training to all staff and associates, promote understanding of privacy obligations, and run awareness campaigns periodically to reinforce compliance.

14. Monitoring and Audit
Compliance will be monitored through periodic reviews and audits, with material issues reported to the Board.

15. Breaches and Disciplinary Action
Non‑compliance may result in disciplinary action, termination of contracts, or legal consequences.

16. Review
This Policy is reviewed periodically or when significant changes occur in legislation or the organisation’s data processing activities.
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