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T he US Entity List 
has been featured 
prominently in recent 

years in even the mainstream 
media, with the addition 
of a number of prominent 
companies like ZTE, Huawei 
Technologies, Gazprom, and 
Rosneft onto the list. This list, 
maintained by the Department 
of Commerce’s Bureau of 
Industry and Security (‘BIS’), is 
continually growing, and now 
names hundreds of entities in 
countries as diverse as Canada, 
China, Iran, and Switzerland. 
Limitations arising from Entity 

List designations can vary from 
relatively narrow prohibitions 
on certain categories of 
technologies to a full ban on 
the receipt of virtually any US-
origin goods, which are subject 
to the Export Administration 
Regulations (the ‘EAR’). 
Handling a removal can be a 
formidable challenge, especially 
when dovetailed by designation 
onto another country’s export 
control list. 

We had that experience. 
Our client was designated 
onto Japan’s End-User List 
in addition to the US Entity 
List. The End-User List, 
administered by the Ministry of 
Economy, Trade, and Industry 
(‘METI’), provides exporters 
with information on foreign 
entities for which concern 

cannot be eliminated regarding 
involvement in activities such as 
the development of weapons of 
mass destruction (‘WMD’) and 
other items. 

After identifying key issues 
and petitioning to the BIS 
End-User Review Committee 
(‘ERC’) and the METI’s 
Security Trade Control Policy 
Division, we were informed 
by BIS, a year to the day from 
the US Entity List designation, 
that our client, Technology 
Links, would be removed from 
the Entity List and in early 
May 2020, the company was 
removed also from the METI 
End-User List. This article will 
present what the US Entity 
List and METI’s End-User List 
designations can mean and the 
key considerations for removing 
your companies or clients 
from these lists based on our 
experience.

US Entity List designation
Designation to the US Entity 
List can have devastating 
effects that go beyond what is 
prescribed by the law. Legally, 
US Entity List designations 
can be limited to a narrow 
band of products, or in the 
case of Technology Links, a 
complete blanket ban on all 
goods and technologies subject 
to the EAR. Notably, many 
foreign-made products also fall 
under the EAR’s jurisdiction 
because of their significant 
US-origin content or because 
they are derivative of US-
origin technology. While the 
prohibitions are on US-origin 
technologies reaching the 
listed party, the impact is all 
but guaranteed to extend far 
beyond the United States. 

Due to ‘de-risking’ and the 
increasing adoption of US-style 

compliance standards around 
the world, concerned local and 
third-country vendors and 
service providers such as banks, 
suppliers, and shippers will o�en 
immediately begin limiting, if 
not prohibiting, business with 
the designated entity out of fear 
of perceived risk, even if a given 
transaction is not prohibited by 
the listing. Almost overnight, 
a ‘domino e�ect’ is set in 
motion, choking o� a company’s 
commercial opportunities. 

The Entity List is 
administered by the ERC, 
an inter-agency committee 
comprised of representatives 
of the US departments of 
Commerce, State, Energy, 
Defense, and as needed 
Treasury and/or other federal 
government agencies. Over 
the years, hundreds of entities 
around the world have landed 
on this list. 

How to delist a client from the US 
Entity List and Japan’s End-User List

Removing a person or company from the US EAR Entity List is a formidable 
challenge, but more so when dovetailed with trying to remove the same entity from 
another country’s equivalent list. Farhad Alavi and Daisuke Takahashi describe their 
experience of doing just that. 

Removal from the Entity 
List is an arduous process that 
requires unanimous approval 
by all members of the ERC. 
Some �nd the designation so 
insurmountable that they shut 
down rather than challenge the 
listing. But that isn’t an option 
for many listed entities, because, 
as due diligence screening has 
become increasingly advanced, 
it is now easier to identify 
problematic companies that have 
simply changed names. As such, 
business owners should take these 
designations very seriously as the 
e�ects can last for years to come 
and potentially follow owners. 

METI End-User List designation
In much the same way, inclusion 
on METI’s End-User List can 
have a signi�cant restrictive e�ect 
on a company’s ability to trade. 
While the METI explains that its 
End-User List is not an embargo 
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