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The process of prior authorization (PA) for medical benefits 
has long stood as one of the most significant sources of 
administrative friction, cost, and frustration within the U.S. 
healthcare system. Conceived as a utilization management tool 
to ensure care is medically necessary and cost-effective, its 
practical application has devolved into a labyrinth of manual, 
inconsistent, and time-consuming workflows.[1, 2] For decades, 
healthcare providers and their staff have spent countless hours 
each week navigating disparate payer portals, phone calls, 
and fax machines to secure approvals for patient care.[3, 4] This 
administrative burden not only contributes to an estimated $25 
billion in annual healthcare costs but, more critically, leads to 
dangerous delays in patient care, with a significant percentage 
of physicians reporting that PA hurdles have resulted in serious 
adverse events for their patients.[5, 6]

The landscape, however, is undergoing a seismic shift, driven 
by a powerful regulatory catalyst: the Centers for Medicare & 
Medicaid Services (CMS) Interoperability and Prior Authorization 
Final Rule, designated as CMS-0057-F.[7, 8] Published on January 
17, 2024, this rule represents a watershed moment, moving 
beyond incremental adjustments to mandate a fundamental 
re-engineering of the PA process. It signals a decisive transition 
away from the siloed, paper-based, and portal-driven paradigms 

of the past toward a modern, integrated, and automated 
ecosystem built on standardized, open application programming 
interfaces (APIs).[9, 10]

This report provides a comprehensive technical analysis and 
architectural blueprint for designing and implementing a scalable 
PA automation solution that is fully compliant with the CMS-
0057-F mandate. The analysis demonstrates that compliance 
is not merely a technical exercise in standing up API endpoints. 
Rather, the rule’s stringent requirements for decision timeframes 
and transparency necessitate a holistic transformation of the 
underlying business processes. The architecture presented 
herein is therefore not just a plan for regulatory adherence 
but a strategic roadmap for payers, providers, and health 
technology vendors to unlock unprecedented efficiency, reduce 
administrative waste, and ultimately, accelerate the delivery 
of care. It addresses the pivotal migration from the legacy 
ASC X12 278 standard to the modern HL7® Fast Healthcare 
Interoperability Resources (FHIR®) standard, details the intricate 
workflow orchestrated by the Da Vinci Project’s Implementation 
Guides, and provides a multi-layered architectural design that 
incorporates advanced technologies like artificial intelligence 
(AI) and Natural Language Processing (NLP) to solve the most 
complex challenges of PA automation at scale.[1, 11]

Section 01:
The regulatory and standars imperative deconstructing the CMS-0057-F mandate

1.1. Introduction: A Paradigm Shift in Payer-Provider Collaboration

The current PA process is a major 
source of administrative friction, 
costing billions annually and causing 
critical delays in patient care due to 
manual, inconsistent workflows.

The CMS final rule mandates a 
fundamental re-engineering of the 
PA process, requiring payers to 
adopt standardized APIs, meet strict 
decision timeframes, and increase 
transparency.

The Catalyst: CMS- 0057-F

A transition from legacy X12 
standards to a modern, FHIR-
based ecosystem, orchestrating 
an automated workflow through 
a multi-layered, cloud-native 
architecture that leverages Al and 
advanced rules engines.

The Problem The Solution
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The CMS-0057-F final rule establishes a new regulatory floor for 
“impacted payers,” a group that includes Medicare Advantage 
(MA) organizations, state Medicaid and Children’s Health 
Insurance Program (CHIP) Fee-for-Service (FFS) programs, 
Medicaid managed care plans, CHIP managed care entities, and 
Qualified Health Plan (QHP) issuers on the Federally-Facilitated 
Exchanges (FFEs).[9, 12, 13] The rule introduces a suite 

of interconnected requirements that collectively force a 
modernization of the PA process. A thorough understanding 
of these provisions is the foundational first step in designing a 
compliant technical architecture.

New Decision Timeframes

A cornerstone of the final rule is the imposition of strict, federally 
mandated timeframes for PA decisions, effective January 1, 
2026. Impacted payers (excluding QHP issuers on the FFEs for 
standard requests) will be required to deliver decisions within:

• 72 hours for expedited (urgent) requests.

• 7 calendar days for standard (non-urgent) requests. [14, 15, 16]

For many payers, this mandate effectively cuts existing 
decision timelines in half.[17] These aggressive deadlines create 
an operational imperative for automation. Current manual 
processes, which often involve multi-day communication cycles, 
are incapable of reliably meeting these timeframes at the scale 
of a large health plan. [2, 4] Any viable technical solution must 
therefore be architected for speed and efficiency, minimizing 
human touchpoints wherever possible. 
 
 

Requirement for Specific Denial Reasons

Effective January 1, 2026, all impacted payers must provide 
a specific, actionable reason for any denied PA request. [14, 

18] This requirement applies regardless of the submission 
method—whether via portal, fax, phone, or the new FHIR APIs.
[19] This mandate has significant architectural implications. It 
necessitates a system with a transparent and auditable decision-
making process. The logic used to arrive at a denial must be 
captured and articulated clearly. A simple “denied” status is 
no longer sufficient; the system must be able to generate a 
detailed explanation that enables the provider to understand 
the deficiency and efficiently resubmit the request or initiate an 
appeal. [8, 16] These points directly to the need for a robust 
rules’ engine and a clear data trail for every decision.

Public Reporting of PA Metrics

To foster transparency and accountability, the rule requires 
impacted payers to publicly report a specific set of PA metrics 
on their websites on an annual basis.[14, 18] The initial set of 
metrics must be reported by March 31, 2026.[10, 16] These 
metrics include, among others, the percentage of PA requests 
that were approved, denied, and approved after appeal, as 
well as the average time between the submission of a request 
and the communication of a decision.[8] This public reporting 
creates a powerful business driver for payers to optimize their 
PA processes. Health plans with slow turnaround times or 
high denial rates will be exposed to public scrutiny, creating 
a competitive disadvantage. The architecture must therefore 
include a robust analytics and reporting layer capable of 
capturing, aggregating, and surfacing these specific metrics 
accurately and efficiently.

1.2. Analysis of the CMS Interoperability and Prior Authorization Final Rule (CMS-0057-F)
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The technological centerpiece of the CMS-0057-F rule is the 
mandate for impacted payers to implement and maintain a 
suite of four standards-based APIs built on HL7 FHIR. With a 
general compliance date  of January 1, 2027, these APIs form 
the technical backbone of a new, interoperable healthcare  
ecosystem.[10, 12, 20]

1. Patient Access API: Building on the foundation of the 2020 
CMS Interoperability and Patient Access final rule, payers must 
enhance their existing Patient Access API to include information 
about their members’ PA requests and decisions (excluding 
those for drugs).[10, 12, 21] This data must be updated within 
one business day of a change in the PA’s status.[21] This gives 
patients unprecedented transparency into how PA affects their 
care journey.

2. Provider Access API: This new API requires payers to share 
patient data—including claims, encounter data, clinical data 
adhering to the United States Core Data for Interoperability 
(USCDI) standard, and PA information—with in-network 
providers who have a treatment relationship with the patient.[12, 

19, 22] This is designed to facilitate better care coordination and 
support the move toward value-based care.[10]

3. Payer-to-Payer API: To improve care continuity when a 
patient changes health plans, this API mandates that payers, 
with the patient’s permission, exchange a member’s data with 
their previous or concurrent payers. This data includes up to five 
years of claims, encounter data, USCDI data, and PA history. [12, 

14, 23] This provision has profound architectural implications, as it 
positions the payer as a long-term aggregator and custodian of 
a member’s longitudinal health record.[20]

4. Prior Authorization API: This is the most transformative API 
for the PA process itself. It must be built to support an end-to-
end electronic workflow, enabling providers to query whether a 
PA is required, understand the payer’s specific documentation 
requirements, and submit PA requests and receive decisions 
directly from their native systems, such as an Electronic Health 
Record (EHR).[10, 14, 22]

The FHIR API Mandate (The “Four APIs”)

Recognizing that API implementation by payers is only half of 
the equation, CMS has also introduced policies to encourage 
provider adoption of these new electronic processes. The final 
rule adds a new "Electronic Prior Authorization" measure to the 
Promoting Interoperability performance category of the Merit-
based Incentive Payment System (MIPS) for eligible clinicians, as 
well as for eligible hospitals and critical access hospitals 

(CAHs) under the Medicare Promoting Interoperability Program.
[10, 12, 13, 16] This measure requires providers to attest to using a 
payer's Prior Authorization API to submit a request, creating a 
financial incentive that will drive demand for and adoption of the 
new automated workflows.

The following table provides a summary of the key provisions 
and their associated compliance deadlines, offering a clear 
reference for strategic planning and implementation timelines.

Provider Incentives
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The CMS-0057-F rule does more than just introduce new 
requirements; it fundamentally alters the techno-logical standard 
for administrative healthcare transactions, steering the industry 
away from a legacy format toward a modern, web-native 
approach. 
 
 

The Legacy Standard (X12 278)

Under the Health Insurance Portability and Accountability Act 
(HIPAA) Administrative Simplification provisions, the mandated 
standard for electronic PA transactions has been the ASC X12N 
278 Version 5010.[25] Despite being the federally mandated 
standard for over a decade, the X12 278 transaction has been 
plagued by significant limitations that have directly contributed to 
the failure of widespread PA automation.

1.3. The Great Migration: From ASC X12 278 to FHIR

Provision Name Description of Requirement Impacted Payers Compliance Date

PA Decision Timeframes Respond to expedited requests within 
72 hours and standard requests within 7 
calendar days.

MA Orgs, Medicaid/CHIP (FFS & 
Managed Care). Standard time-
frame excludes QHPs on FFEs.

January 1, 2026

Specific Denial Reasons Provide a specific reason for any denied 
prior authorization request, regardless of 
submission method.

All impacted payers. January 1, 2026

Public PA Metrics  
Reporting

Publicly post specific prior authorization 
metrics annually on their websites.

All impacted payers. March 31, 2026  
(for CY 2025 data)

Patient Access  
API Enhancement

Add prior authorization request and  
decision information to the existing  
Patient Access API.

All impacted payers. January 1, 2027

Provider Access API Implement a FHIR API to share patient 
data (claims, clinical, PA) with in-network 
providers.

All impacted payers. January 1, 2027

Payer-to-Payer API Implement a FHIR API to exchange up to 5 
years of patient data with other payers upon 
member request.

All impacted payers. January 1, 2027

Prior Authorization API Implement a FHIR API to support an end-to-
end electronic prior authorization workflow.

All impacted payers. January 1, 2027

Provider ePA  
MIPS Measure

MIPS-eligible clinicians and hospitals  
must attest to using the PA API to submit  
a request.

N/A (Applies to Providers) CY 2027  
Performance Period

Sources: [8,10,12,14,16,18,24]
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The core challenges of the X12 278 standard include:

• �Low Adoption: As of 2022, only about 28% of medical prior 
authorizations were conducted using the X12 278 transaction. 
The majority of requests still relied on manual methods like 
phone calls, faxes, and proprietary payer web portals.[3, 26]

• �Batch-Oriented Nature: X12 is an Electronic Data 
Interchange (EDI) standard designed for batch file processing, 
which is inherently slower and less interactive than modern 
API-based communication.[27] This makes it ill-suited for the 
real-time workflows envisioned by the new CMS rule.

• �Lack of Clinical Data Support: The X12 278 standard 
was not designed to carry the rich, unstructured clinical 
documentation (e.g., physician’s notes, lab results) that is 
 often required to justify medical necessity. This forces 
providers to send attachments “out-of-band” via fax or mail, 
breaking any potential for a seamless electronic workflow.[26]

• �Poor EHR Integration: Most EHR vendors have not natively 
integrated the X12 278 transaction into the clinician’s workflow, 
forcing administrative staff to re-enter data into separate 
portals or revenue cycle management systems, a key source 
of inefficiency and provider burden.[26, 28]

These deep-seated technical inadequacies are the primary 
reason why PA remains a stubbornly manual process, despite 
the existence of a HIPAA standard for years.[29]

The Modern Standard (FHIR)

In stark contrast, HL7 FHIR represents a paradigm shift in  
health data exchange. It is not an incremental improvement,  
but a fundamentally different approach designed for the modern 
internet era.[20, 30] Its advantages directly address the failings 
of X12:

• �Web-Native and Real-Time: FHIR is built on modern web 
standards, including RESTful APIs, JSON, XML, and OAuth 
2.0. This enables real-time, synchronous data exchange that is 
essential for interactive workflows like PA. [27, 30, 31]

• �Developer-Friendly: Unlike the steep learning curve and 
domain-specific knowledge required for X12, FHIR is intuitive 
for modern developers, accelerating development cycles 
and lowering the barrier to entry for creating innovative 
applications. [27, 32]

• �Modular and Extensible: FHIR defines healthcare data as 
a set of modular, interoperable “resources” (e.g., Patient, 
Condition, Observation). This structure is inherently flexible 
and can be easily extended to meet evolving needs, a sharp 
contrast to the rigid, monolithic structure of X12 transactions. 
[27, 30]

• �Seamless Integration: FHIR is designed to integrate easily 
with modern EHRs, mobile applications, and cloud services, 
enabling the creation of tools that operate directly within the 
provider’s and patient’s native workflows. [27, 33]

CMS’s Enforcement Discretion

Recognizing the technical superiority of FHIR and the historical 
failings of X12 278, CMS made a pivotal policy decision. 
Alongside the final rule, HHS announced that it would exercise 
“enforcement discretion” for the HIPAA X12 278 transaction 
standard.[7, 34, 35] This official statement declares that HIPAA-
covered entities that implement a fully FHIR-based Prior 
Authorization API will not be subject to enforcement action for 
failing to also use the X12 278 standard.[36, 37]

This is a powerful and unambiguous directive from regulators. 
It effectively provides legal and regulatory  “air cover” for 
the industry to move forward with a FHIR-first strategy. It 
acknowledges that the legacy X12 278 standard is incapable of 
meeting the functional requirements of a modern, automated PA 
process, such as discovering PA requirements and identifying 
necessary documentation.[34] This policy choice is a central pillar 
of the architectural strategy outlined in this report. It validates 
an approach that treats FHIR as the primary, strategic data 
exchange standard and relegates X12 to a legacy integration 
concern to be managed by a dedicated transformation layer, 
rather than attempting to build a complex and fragile system 
on a hybrid foundation. The future is FHIR, and the architecture 
must reflect this reality.

The following table provides a direct comparison of the two 
standards, highlighting the technical rationale for the industry’s 
migration.
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Attribute ASC X12 278 HL7 FHIR

Data Model Monolithic, segmented, positional EDI format. 
Rigid structure.

Modular, resource-based (e.g., Patient, Claim).  
Flexible and extensible.

Transport Protocol Primarily batch file-based (FTP, etc.).  
Not designed for real-time.

RESTful APIs over HTTP/S. Enables real-time,  
synchronous communication.

Data Format Proprietary text format (e.g., X12 EDI). Modern, human-readable formats (JSON, XML).

Workflow Support Limited to request/response. Cannot handle 
discovery or documentation requirements.

Supports end-to-end workflows (Discovery, 
 Documentation, Submission, Inquiry).

Clinical Data Poor support for clinical attachments; requires  
out-of-band processes.

Natively supports referencing and bundling rich clinical 
data (e.g., DocumentReference).

Developer Experience Steep learning curve, requires specialized 
knowledge and tools.

Easy to learn for modern developers, wide support in 
programming languages.

EHR Integration Poor. Rarely integrated directly into clinical 
workflows.

Excellent. Designed for seamless integration with  
EHRs and SMART on FHIR apps.

Sources: [25,26,27,28,30]

While the CMS-0057-F rule mandates the “what” (implement 
FHIR APIs) and the “when” (by 2027), it is largely silent on the 
specific technical “how.” This is where the HL7 Da Vinci Project 
becomes critically important. The Da Vinci Project is a private-
sector initiative, facilitated by HL7, that brings together payers, 
providers, and technology vendors to accelerate the adoption of 
FHIR to solve real-world business problems, particularly those 
related to value-based care and reducing administrative burden.
[38, 39]

The project’s primary output is a series of FHIR Implementation 
Guides (IGs), which provide detailed, consensus-based technical 
specifications, profiles, and workflows for specific use cases. 
The CMS rule does not formally mandate the use of these IGs, 
but it strongly recommends them as the path to compliance.[20, 

40] For all practical purposes, the Da Vinci IGs are the de facto 
standard for implementing the CMS mandates.

For prior authorization automation, a trio of interconnected Da 
Vinci IGs, often referred to as the “Burden Reduction” IGs, work 
in concert to define the end-to-end workflow:[37, 41]

1. �Coverage Requirements Discovery (CRD): Defines a CDS 
Hooks-based workflow for a provider’s system to ask a payer 
in real-time, “Is prior authorization required for this service?”.
[42, 43]

2. �Documentation Templates and Rules (DTR): If PA 
is required, DTR specifies how a payer can provide a 
computable form (a FHIR Questionnaire) and the associated 
rules (using CQL) for the provider to complete, ensuring all 
necessary documentation is gathered upfront.[28, 42]

3. �Prior Authorization Support (PAS): Defines the process for 
submitting the formal PA request as a FHIR Bundle, including 
the data gathered via DTR, and for receiving a response from 
the payer.[28, 44]

These three IGs are not independent; they are designed to be 
implemented as a single, seamless workflow integrated directly 
into the provider’s EHR.[39] They form the foundational technical 
and workflow specifications upon which the architecture in this 
report is built.

1.4. The Da Vinci Project: The Unofficial Rulebook for Implementation
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Section 02:
A strategic architectural blueprint for end-to-end prior authorization automation
To meet the complex regulatory requirements and operational 
demands of the CMS-0057-F mandate, a robust, scalable, 
and resilient technical architecture is required. A monolithic or 
ad-hoc approach will fail to provide the necessary flexibility and 
performance. Instead, a modern, multi-layered architecture 
based on established enterprise patterns is essential for 
success. This section outlines the guiding principles, conceptual 
framework, and detailed logical design for such a system.

2.1. Guiding Architectural Principles
The design of the Prior Authorization Automation Platform is 
guided by a set of core architectural principles that ensure the 
system is modern, maintainable, secure, and capable of scaling 
to meet enterprise-level demand.

• �API-First and FHIR-Native: The system’s canonical data 
model and primary interface mechanism will be HL7 FHIR. All 
internal microservices will communicate using FHIR resources, 
and all external-facing APIs will be exposed as FHIR-compliant 
endpoints. This approach ensures consistency and leverages 
the full power of the FHIR standard, rather than treating it as a 
mere translation target at the system’s edge.

• �Microservices-Based: The platform will be decomposed 
into a set of loosely coupled, independently deployable 
microservices. Each service will have a specific business 
capability (e.g., Payer Rules Engine, NLP Service, Data 
Transformation Service).[45, 46] This architectural style promotes 
agility, allowing teams to develop, deploy, and scale individual 
components without impacting the entire system. It also 
prevents the creation of a large, unmanageable monolith.

• �Event-Driven: The PA lifecycle is an inherently asynchronous 
and long-running process. An event-driven architecture (EDA) 
will be used to manage this workflow. When a significant 
event occurs (e.g., “PA Request Received,” “Clinical Review 
Required”), the responsible service will publish an event. Other 
services will subscribe to these events and react accordingly. 
This decouples the services and improves the system’s overall 
resilience and scalability, as components do not need to wait 
for synchronous responses.

• �Cloud-Native: The platform will be designed to leverage 
the capabilities of a major cloud provider (e.g., Amazon 
Web Services, Microsoft Azure, Google Cloud Platform). 

This provides access to on-demand scalability, managed 
services (such as HIPAA-compliant databases and serverless 
computing), robust security controls, and high availability, which 
are critical for a mission-critical healthcare application.[47, 48]

• �Security by Design: Security and HIPAA compliance are not 
features to be added at the end of the development cycle; 
they are foundational principles. Security will be embedded 
into every layer of the architecture, from network configuration 
and data encryption to identity management and application-
level access controls.[49, 50] This proactive stance ensures that 
Protected Health Information (PHI) is safeguarded throughout 
its lifecycle.

2.2. High-Level Conceptual Architecture
At the highest level, the Prior Authorization Automation 
Platform acts as a central hub, mediating interactions between 
healthcare providers and the payer’s internal systems. It is 
designed to automate the entire PA lifecycle, from the initial 
query about coverage requirements to the final adjudication and 
communication of the decision.

The conceptual architecture involves three main actors:

1. �Provider Systems: Primarily Electronic Health Record (EHR) 
systems used by clinicians and administrative staff. These 
systems are the starting point for the PA workflow, initiating 
requests and consuming responses.

2. �Payer Core Systems: The payer’s existing systems of record, 
which typically include legacy claims processing engines, 
member eligibility and benefits databases, and utilization 
management (UM) systems.

3. �The PA Automation Platform: The new, modern system 
that sits between the provider and payer systems. It exposes 
the new CMS-mandated FHIR APIs to the outside world and 
orchestrates the complex workflow of data gathering, rule 
application, and decision-making.

The primary data flow follows the Da Vinci “Burden Reduction” 
workflow (CRD, DTR, PAS), allowing a provider to complete 
the entire PA process from within their EHR. The platform also 
interacts with the other mandated APIs (Patient Access, Provider 
Access, Payer-to-Payer) to ensure data is shared correctly with 
patients, other providers, and other payers.
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2.3. Multi-Layered Logical Architecture
Diving deeper, the PA Automation Platform is composed of 
several distinct logical layers, each with specific responsibilities. 
This layered approach promotes separation of concerns, making 
the system easier to understand, build, and maintain.

Presentation & User Experience (UX) Layer

This layer provides the human interfaces to the system. While 
the primary goal is end-to-end automation, human intervention 
is essential for managing exceptions, handling complex reviews, 
and providing oversight.

• �Components: Provider Portal, Payer Clinical Reviewer Portal, 
Patient-facing Interfaces.

• �Function: This layer offers web-based applications for users 
who cannot connect via API or for workflows that require 
manual steps. The Clinical Reviewer Portal is particularly 
important, providing payer staff with a comprehensive view 
of “pended” PA requests that require manual adjudication. It 
displays all submitted data, including the output from the AI/
NLP service, to support an efficient and informed decision.[1] 
Patient interfaces are primarily served through the enhanced 
Patient Access API, allowing third-party apps to consume PA 
status information.

Connectivity & Integration Layer (The “Front Door”)

This layer is the system’s primary entry point, responsible 
for managing all external communication, securing access, 
and handling the critical task of bridging modern and legacy 
standards.

• �Components: FHIR API Gateway, Authentication/Authorization 
Service, X12 Transformation Service.

• �Function: The FHIR API Gateway manages all inbound and 
outbound API traffic, handling tasks like request routing, 
load balancing, and rate limiting. The Authentication Service 
enforces security, validating credentials and tokens for 
every request using standards like SMART on FHIR and 
OAuth 2.0.[22, 51] The most critical component here is the X12 
Transformation Service. Many payers’ core administrative 
systems still operate on the legacy X12 standard. This service 
acts as a bidirectional translator, converting incoming FHIR-
based PA requests into X12 278 transactions for these legacy 
systems and transforming the X12 278 responses back into 

FHIR ClaimResponse resources before sending them back 
to the provider.[27, 52] This isolates the complexity of the legacy 
world at the system’s edge, allowing the core platform to 
remain FHIR-native.

Orchestration & Process Management Layer

This layer acts as the “brain” of the platform, managing the state 
and flow of each prior authorization request from initiation to 
completion.

• �Components: Business Process Management (BPM) Engine, 
Workflow Orchestrator.

• �Function: A PA request is not a simple, stateless transaction; 
it is a long-running, stateful business process that can be 
approved, denied, or pended for further review.[6, 53] A BPM 
engine is explicitly designed to model and execute such 
complex, multi-step workflows. It orchestrates the sequence 
of calls to the various microservices in the Core Processing 
Layer (e.g., “call Rules Engine,” then “if pended, call NLP 
service,” then “route to human reviewer”). It manages the state 
of each PA, handles timeouts and error conditions, and routes 
exceptions to the UX Layer for human-in-the-loop intervention.
[54, 55, 56]

Core Processing & Adjudication Layer

This layer contains the specialized business logic required to 
make a prior authorization determination.

• �Components: Payer Policy & Rules Engine, Clinical 
Intelligence (AI/NLP) Service, Adjudication Engine.

• �Function: This is where the core adjudication work happens. 
The Payer Rules Engine is a specialized component that 
externalizes business logic from the application code. It ingests 
structured clinical and administrative data and applies a 
payer’s specific set of coverage policies and medical necessity 
criteria  to determine if a request should be approved.[57, 58] 
For requests that include unstructured clinical notes, the AI/
NLP Service is invoked to extract relevant clinical facts and 
convert them into a structured format that the Rules Engine 
can understand.[59, 60] The Adjudication Engine formalizes the 
recommendation from the Rules Engine into a final, auditable 
decision.
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Data Persistence & Analytics Layer

This layer is responsible for the secure storage of all data 
processed by the platform and for providing the data needed for 
analytics and reporting.

• �Components: Unified Data Repository (FHIR Server), Audit 
Log Repository, Analytics & Reporting Database.

• �Function: The Unified Data Repository, implemented as a 
HIPAA-compliant FHIR server, is the system’s source of truth. 
It stores all PA-related transactions, as well as the longitudinal 
patient data ingested via the Payer-to-Payer API.[20, 61] The 
Audit Log Repository maintains an immutable, tamper-
proof record of every action taken within the system, which 
is critical for compliance and security investigations.[49] The 
Analytics Database is a read-optimized data store (e.g., a 
data warehouse or data lake) that is populated with data from 
the operational stores. It is designed to efficiently handle the 
queries needed to generate the CMS-mandated public metrics 
and other internal business intelligence reports.[14] 

Backend & Legacy Integration Layer

This layer provides the necessary connectivity to the payer’s 
existing internal systems, which often remain the authoritative 
sources for certain data.

• �Components: Connectors to Payer Core Admin Systems, 
Eligibility & Benefits Systems, Provider and Member 
Databases.

• �Function: The PA Automation Platform does not exist in 
a vacuum. It must be able to query the payer’s v existing 
systems to, for example, verify a member’s eligibility and 
benefits at the time of a request or to retrieve provider network 
information. This layer consists of a set of adapters and 
connectors that abstract the APIs of these backend systems, 
presenting a consistent interface to the rest of the PA platform.
[62, 63]

2.4. End-to-End Data Flow
To illustrate how these architectural layers and components work 
together, the following sequence diagram details the end-to-end 
data flow for a single, fully automated prior authorization request 
initiated from a provider’s EHR. 

1.  Provider Action: A clinician in a provider’s office orders a 
service (e.g., an MRI) for a patient within the EHR system.

2. CRD – Hook Trigger: The EHR, configured as a CDS Hooks 
client, fires an order-select hook to the PA Platform’s pre-
configured endpoint. The hook payload contains the context: 
patient data, provider data, and the proposed service code.[41, 43]

3. PA Platform – CRD Processing: The API Gateway 
authenticates the request and routes it to the BPM Engine. The 
BPM orchestrates a call to the Rules Engine, passing the service 
and payer information. The Rules Engine consults its repository 
and determines that for this payer and this CPT code; a PA is 
required.

4. CRD – Card Response: The platform constructs and returns 
a CDS Card. The card indicates that PA is required and includes 
a SMART on FHIR launch link for the DTR application to gather 
necessary documentation. [41, 43]

5. DTR – App Launch: The clinician or their staff clicks the link 
in the EHR, which launches the DTR SMART app. The app 
securely connects to the PA Platform.

6. PA Platform – DTR Processing: The DTR app requests the 
appropriate FHIR Questionnaire from the platform. The platform’s 
DTR service retrieves the correct form. The BPM engine may 
invoke the AI/NLP service to analyze the patient’s existing clinical 
data (passed in the context) to find answers to pre-populate the 
questionnaire, reducing the provider’s data entry burden.[45, 64]

7. DTR – Submission: The user completes the questionnaire. 
The form might require attaching supporting clinical documents, 
which are linked as Document Reference resources. The user 
submits the completed FHIR Questionnaire Response.

8. PAS – Bundle Submission: The EHR or SMART App 
assembles a FHIR Bundle. This bundle contains the formal PA 
request as a Claim resource, which references all the supporting 
information: the Patient, Provider, Coverage, ServiceRequest, 
the Questionnaire Response from DTR, and any Document 
Reference resources.[28, 53, 65] This bundle is POSTed to the PA 
Platform’s /Claim/$submit operation.

9. �PA Platform – Adjudication:

• �The BPM engine receives the PAS bundle and initiates the 
adjudication workflow.

• �It inspects the bundle for any unstructured Document 
Reference resources. If found, it invokes the AI/NLP Service 
to perform information extraction, converting unstructured 
clinical notes into structured FHIR resources (e.g., Condition, 
Observation).[59, 60]
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• �The BPM engine gathers all structured data—from the DTR 
form, the initial request, and the NLP service output—and 
passes it to the Rules Engine.

• �The Rules Engine executes the payer’s specific clinical policies 
against this comprehensive dataset. In this automated flow, 
all rules pass, and the engine returns a recommendation of 
“Approve”.[58, 66] 

10. �Decision & Response: The platform’s Adjudication 
Engine finalizes the “Approved” decision. It creates a FHIR 
ClaimResponse resource containing the authorization 
number and validity period. This response is returned to 
the provider’s EHR in near real-time. The entire transaction, 
from request to decision, is logged in the Audit and Data 
Repositories for compliance and reporting.[28, 53]

Section 03:
Core system components: a deep dive into the technical stack
The successful execution of the architectural blueprint detailed 
in the previous section depends on the robust implementation 
of its core components. Each component addresses a 
specific set of technical challenges and must be engineered 
for scalability, security, and interoperability. This section 
provides a deep dive into the technical specifications and 
design considerations for the most critical modules of the Prior 
Authorization Automation Platform.

3.1. The Integration & Transformation Engine
This engine serves as the system's gateway, managing all 
external interactions and providing the crucial bridge between 
the modern FHIR-based world and legacy payer systems. It is 
more than a simple passthrough; it is an intelligent boundary that 
enforces security, ensures interoperability, and isolates the core 
platform from the complexities of the outside world.

FHIR API Gateway

As the single, unified entry point for all API calls, the FHIR API 
Gateway is a strategic control point. Its responsibilities are 
multifaceted:

• �Request Routing: It inspects incoming requests and routes 
them to the appropriate internal microservice. For example, a 
CDS Hooks call for CRD is routed to the BPM engine, while a 
request for patient data via the Provider Access API is routed 
to the Unified Data Repository’s access layer.

• �Load Balancing and Rate Limiting: It distributes traffic across 
multiple instances of backend services to ensure high availability 
and performance. It also enforces rate limits to protect services 
from denial-of-service attacks or misbehaving clients.[50]

• �Metrics and Monitoring: The gateway is the ideal location 
to collect granular metrics on API usage, such as call volume, 
latency, and error rates. This data is essential for operational 
monitoring and for populating the API usage metrics that CMS 
requires payers to report.[14]

Authentication & Authorization

Security is paramount, and this service is the gatekeeper. It 
must implement the specific security protocols mandated and 
recommended for healthcare interoperability.

• �SMART on FHIR: For user-facing applications launched from 
an EHR (like the DTR app), the system must support the 
SMART App Launch Framework. This involves implementing 
an OAuth 2.0 authorization server that can issue access 
tokens to authenticated users, defining scopes that limit the 
app’s access to only the necessary FHIR resources.[22] 

• �Backend Services Authorization: For system-to-system 
integrations, such as the EHR calling the PAS API, the 
system should support the IHE-profiled Backend Services 
Authorization using the OAuth 2.0 client credentials grant flow. 
This allows trusted systems to authenticate securely without 
direct user involvement.[22]

• �Technology: This service will be built on standard OAuth 2.0 
and OpenID Connect protocols, likely using an established 
identity and access management (IAM) platform.
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FHIR-to-X12 Transformation Service

This is arguably the most complex component of the integration 
layer and is vital for ensuring backward compatibility with payers 
who have not yet modernized their core administrative systems. 
The existence of CMS’s enforcement discretion for X12 does 
not eliminate the need for this service; it merely shifts the 
burden of translation from the provider to the payer’s platform.

• �Bidirectional Mapping: The service must perform complex, 
bidirectional transformations:

• �Inbound (FHIR → X12): When a provider submits a PA 
request using the FHIR PAS Claim/$submit operation, 
this service intercepts the FHIR Bundle. It then parses 
the Claim resource and all its referenced components 
(Patient, Provider, ServiceRequest, etc.) and maps 
them to the corresponding loops and segments of an 
ASC X12N 278 request transaction. [27, 52]

• �Outbound (X12 → FHIR): When the legacy payer 
system returns an X12 278 response, this service 
parses the transaction and transforms it into a FHIR 
ClaimResponse resource. This includes mapping status 
codes, denial reasons, and authorization numbers into 
the appropriate FHIR data elements. [27, 67]

• �Implementation Complexity: The mapping between FHIR’s 
resource-oriented, graph-like structure and X12’s hierarchical, 
segmented format is non-trivial. It requires deep domain 
knowledge of both standards. The development of this service 
should be heavily guided by the mapping specifications 
published jointly by X12 and the Da Vinci Project.[28, 67, 

68] Leveraging third-party libraries or integration platforms 
that offer pre-built mappers can significantly accelerate 
development and reduce risk.[27, 52]

3.2. The Payer Policy & Rules Engine
This engine is the heart of the automated adjudication process. 
It externalizes the complex, dynamic, and payer-specific 
business logic of PA, allowing it to be managed and executed 
independently of the core application code. This separation is 
a critical architectural principle for building a maintainable and 
agile system.

• �Rule Repository: This is a version-controlled database that 
stores all PA rules. Given that coverage policies and medical 
necessity criteria vary significantly across different payers, 

plans, and even states, a centralized repository is essential for 
managing this complexity.[4, 5, 57] Each rule must be versioned and 
associated with the specific contexts in which it applies (e.g., 
“this rule applies to Payer X, for service codes Y, in state Z”).

• �Rule Authoring Interface: To empower the business, this 
interface must be designed for clinical policy experts and 
business analysts, not just software engineers. A low-code 
or no-code graphical interface allows these domain experts 
to define, test, and deploy rules without writing code, 
dramatically reducing the time it takes to update policies.[58, 69]

• �Rule Authoring Interface: To empower the business, this 
interface must be designed for clinical policy experts and 
business analysts, not just software engineers. A low-code 
or no-code graphical interface allows these domain experts 
to define, test, and deploy rules without writing code, 
dramatically reducing the time it takes to update policies.[58, 69]

• �Rule Execution Engine: This is the runtime component that 
performs the evaluation. It takes a structured set of facts as 
input—typically a collection of FHIR resources representing 
the patient’s condition, the requested service, and any 
supporting clinical evidence. The engine then executes the 
relevant rules against these facts and produces an outcome, 
such as “Approved,” “Denied,” or “Pended,” along with a 
detailed trace of which  rules were evaluated and how they 
contributed to the decision. This audit trail is essential for 
generating the specific denial reasons required by CMS.[58]

• �Technology Choices: The engine can be built using powerful 
open-source solutions like JBoss Drools or by integrating 
commercial Business Rules Management Systems (BRMS) 
from vendors like InRule or FICO.[58, 69] The key selection 
criteria are performance, scalability, the quality of the 
authoring tools, and the ability to seamlessly integrate with a 
FHIR-based data model.
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3.3. The Clinical Intelligence Module (AI/NLP)
While the Rules Engine automates decisions based on 
structured data, a vast trove of critical clinical evidence remains 
locked in unstructured text, such as clinician’s notes, pathology 
reports, and discharge summaries.[59, 70] The Clinical Intelligence 
Module, powered by Artificial Intelligence (AI) and Natural 
Language Processing (NLP),  is designed to unlock this data, 
thereby enabling a much higher degree of automation.

• �Purpose: The primary function of this module is to automate 
the extraction of clinical evidence from unstructured 
documents to determine if medical necessity criteria are met.
[66] This is the most time-consuming and error-prone part of 
the manual PA review process, and its automation provides 
immense value.[71]

• �Architectural Placement: The module is designed as a 
specialized microservice. The BPM engine invokes this service 
whenever a PA request arrives with unstructured attachments 
(e.g., a PDF clinical note attached to a DocumentReference 
resource).

• �NLP Pipeline: The module implements a multi-stage NLP 
pipeline to process the documents:

1. �Document Ingestion & Pre-processing: The pipeline 
first ingests documents in various formats (PDF, DOCX, 
TXT, scanned images). For image-based documents, 
Optical Character Recognition (OCR) is used to convert 
the image into machine-readable text.[72, 73]

2. �Named Entity Recognition (NER): This is the 
foundational step of clinical information extraction. 
The pipeline uses advanced machine learning models, 
such as transformer-based models like ClinicalBERT 
or BioBERT, which have been pre-trained on massive 
biomedical text corpora and fine-tuned for clinical NER 
tasks.[74, 75] These models identify and classify key clinical 
concepts within the text, such as Medical Problem(e.g., 
“disc herniation”), Treatment (e.g., “physical therapy”), 
Test (e.g., “MRI”), and Medication.[76, 77]

3. �Relation Extraction: After identifying entities, the 
pipeline identifies the semantic relationships between 
them. For example, it determines that “Metformin” is the 
treatment for the Medical Problem “type 2 diabetes”.[78, 

79] This contextual understanding is crucial for applying 
clinical rules correctly.

4. �Assertion Status & Negation Detection: A critical step 
for clinical accuracy is determining the status of an entity. 
The model must differentiate between an affirmed finding 
(“patient has a history of cancer”), a negated finding 
(“patient denies a history of cancer”), or a hypothetical 
(“rule out cancer”). Simple keyword matching is 
insufficient; this requires sophisticated contextual 
analysis.

5. �Output Generation: The final output of the pipeline 
is a set of structured FHIR resources (e.g., Condition, 
Procedure, Observation, Medication Statement) that 
represent the clinical facts extracted from the text.[60] 
This structured data can then be passed directly to the 
Rules Engine for automated adjudication.

• �Model Management and Human-in-the-Loop: AI models 
are not static. The architecture must include a robust MLOps 
(Machine Learning Operations) framework for managing the 
lifecycle of these NLP models. This includes processes for 
continuous training, validation against gold-standard datasets, 
and deployment. Crucially, it must incorporate a “human-
in-the-loop” feedback mechanism. When a human clinical 
reviewer corrects or validates the AI’s output, this feedback 
should be captured and used as training data to continuously 
improve the accuracy and performance of the models over 
time.[54, 80]

The tight coupling of the Rules Engine and the AI/NLP module 
is what enables true end-to-end automation. The Rules Engine 
needs structured data, and the AI/NLP module creates it from 
the unstructured text where most clinical evidence resides. 
Without the AI/NLP module, the system’s automation potential 
is limited to the small fraction of cases that can be decided on 
structured data alone. Without the Rules Engine, the AI/NLP 
module’s output is just a collection of facts with no mechanism 
for decision-making. Together, they form a powerful “sense-
and-respond” capability that is the cornerstone of an intelligent 
PA automation platform.
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3.4. The Unified Data Repository
The data persistence layer is more than just a database; it is a 
strategic asset that becomes the payer’s longitudinal record for 
its members, driven by the new CMS data sharing mandates.

• �Core Technology: The repository should be built on a high-
performance, scalable, and secure FHIR Server. Several 
mature options exist, including open-source solutions like 
HAPI FHIR and commercial platforms like Firely Server, 
InterSystems IRIS for Health, or cloud-provider-specific 
offerings like Azure API for FHIR or Google Cloud Healthcare 
API.[81, 82]

• �Scope of Data: The repository must be designed to store a 
wide array of data types, all represented as FHIR resources:

• �Patient and Coverage Data: Patient, Coverage, and related 
demographic resources.

• �Longitudinal Clinical Data: The full set of USCDI v3+ 
data elements (represented as Condition, Observation, 
Procedure, Medication, etc.), ingested from other payers 
via the Payer-to-Payer API.[12, 22]

• �PA Transaction Data: All artifacts of the PA process, 
including Claim (for the request), ClaimResponse (for the 
decision), Questionnaire, QuestionnaireResponse, and 
DocumentReference.

•  �Consent Management Data: A critical and often 
overlooked requirement. The repository must store 
and manage patient consent directives to govern data 
sharing. This includes tracking opt-in choices for the 
Payer-to-Payer API and opt-out choices for the Provider 
Access API.[12, 83] A simple FHIR server does not handle 
this out of the box; it requires an integrated or custom-
built Consent Management service that can enforce 
these complex, patient-specific access policies.

• �Security and HIPAA Compliance: The repository is the 
“crown jewels” of the system, containing vast amounts of PHI. 
Its security posture must be impeccable and designed for 
HIPAA compliance from the ground up.[49, 84] This includes:

•  �Encryption: All data must be encrypted both at-rest 
(e.g., using AES-256) and in-transit (using TLS 1.3).[48, 50]

• � Access Control: Strict Role-Based Access Control (RBAC) 
must be enforced at the API gateway and database level 
to ensure users and systems can only access the minimum 
necessary data required for their function.[48, 49]

• �Auditing: Every single access, creation, modification, or 
deletion of data must be logged in a secure, immutable 
audit trail. These logs must be regularly reviewed for 
suspicious activity.[49, 50]

• �Backup and Disaster Recovery: A comprehensive 
backup and disaster recovery plan must be in place and 
regularly tested to ensure data can be restored in the 
event of a system failure or security breach.[50]

• �Scalability and Data Management: The Payer-to-Payer 
API requirement means the repository will be ingesting large 
volumes of historical data from numerous other systems. 
This presents significant data management challenges. 
The architecture must account for data reconciliation, 
de-duplication, and mastering to create a single, reliable 
longitudinal view of the patient. This may require integrating 
a Master Data Management (MDM) or data quality engine 
alongside the FHIR server. Furthermore, the sheer volume 
of data may necessitate advanced database architectures, 
such as sharding or a “database-per-tenant” model, to ensure 
performance at scale.[21, 61, 81]
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Section 04:
The Da Vinci workflow in practice: orchestrating CRD, DTR, and PAS

The technical components described in the previous section are 
brought together to execute a specific, end-to-end workflow 
defined by the HL7 Da Vinci Project. This workflow is not a 
theoretical exercise; it is the practical, recommended path to 
achieving the automated, EHR-integrated prior authorization 
process envisioned by the CMS-0057-F rule. Understanding 
this workflow is essential for both architects designing the 
system and for product managers defining its functionality.

4.1. The "Burden Reduction" Trio:  
An Integrated Workflow
It is critical to understand that Coverage Requirements 
Discovery (CRD), Documentation Templates and Rules (DTR), 
and Prior Authorization Support (PAS) are not three distinct, 
standalone APIs. They are three stages of a single, cohesive 

business process, designed to be executed sequentially.
[39, 42] The overarching goal of this integrated workflow is to 
move the entire PA process inside the provider's native EHR 
environment, eliminating the need for clinicians and their staff 
to pivot to external payer portals, faxes, or phone calls—the 
primary sources of today's administrative burden.[28, 63] When 
implemented correctly, this trio creates a seamless, near-real-
time conversational exchange between the provider's EHR and 
the payer's automation platform.[41]

The following table breaks down the purpose and key 
technologies of each stage in the workflow.

Table 3: The Da Vinci "Burden Reduction" Implementation Guides for PA Automation

Implementation Guide Core Purpose Key Technology/Pattern Primary Actors  
(Client/Server)

Coverage Requirements 
Discovery (CRD)

Answers the question: 
“Is a prior authorization required for this ser-
vice?” in real-time at the point of ordering.

CDS Hooks (a publish/subscribe 
framework for clinical decision 
support).

Client: Provider EHR/EMR

Documentation Templates 
and Rules (DTR)

If PA is needed, allows the payer to provide 
a computable form and rules to guide the 
provider in submitting the required clinical 
documentation.

FHIR Questionnaire, Clinical 
Quality Language (CQL), SMART 
on FHIR.

Server: Payer PA Platform

Prior Authorization Support 
(PAS)

Provides the mechanism for the provider 
to formally submit the complete PA request 
and for the payer to return a final decision.

FHIR Bundle containing a Claim 
resource, submitted via the 
Claim/$submit operation.

Client: Provider EHR or 
SMART on FHIR App

Sources: [28, 37, 41, 42, 43, 64]
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4.2. Stage 1: Coverage Requirements  
Discovery (CRD)
The workflow begins at the moment a clinical decision is made. 
The purpose of CRD is to provide an immediate answer to the 
provider’s most basic question: “Do I need to do anything else 
before I can proceed with this service?”.[41, 43]

• �Technology: CRD leverages CDS Hooks, a specification 
from HL7 that provides a “hook”-based pattern for invoking 
external clinical decision support services from within an EHR 
workflow.[38, 43] The EHR acts as the “CDS Client,” and the 
payer’s PA Platform acts as the “CDS Service.”

• API Interaction:

1.  �A user in the EHR performs a trigger action, such as 
selecting a procedure in an order entry screen (order-
select hook) or booking an appointment (appointment-
book hook).

2. �The EHR automatically fires a POST request to the 
payer’s pre-configured CDS Hooks endpoint. The body 
of this request is a JSON object containing “context”—
structured information about the patient, the practitioner, 
and the specific service or medication being ordered.[43]

3. �The PA Platform’s CRD service receives this hook. It 
uses the context to query its internal Rules Engine to 
determine if, for this specific payer, plan, patient, and 
service, a prior authorization is required.

4. �The service responds with a JSON object containing 
an array of “CDS Cards.” A card can provide simple 
information (e.g., “No PA Required for this service”) or 
actionable suggestions. If PA is required, the card will 
state this and can include a SMART on FHIR launch 
link that, when clicked, will initiate the DTR workflow to 
gather the necessary documentation.[41, 43] This entire 
exchange is designed to happen in near real-time, 
providing immediate feedback to the user.

• �Key FHIR Artifacts: The context of the CDS Hook request 
will contain references to or instances of FHIR resources 
like Patient, Practitioner, and a request resource such as 
DeviceRequest, ServiceRequest, or MedicationRequest. The 
response is a CDS Hooks-specific JSON structure, not a 
FHIR resource itself.[43]

4.3. Stage 2: Documentation Templates and 
Rules (DTR)
If CRD indicates that a PA is required and that specific 
documentation is needed, the DTR stage is initiated. DTR’s 
purpose is to replace the ambiguous, manual process of 
gathering clinical notes with a guided, computable, and 
intelligent one.[45, 64]

• �Technology: The core technologies for DTR are FHIR 
Questionnaires and Clinical Quality Language (CQL). The 
payer defines their documentation needs as a Questionnaire 
resource. This is not just a static list of questions; it can 
contain embedded CQL logic that allows the form to be 
dynamic and intelligent.[64] This functionality is typically 
exposed to the provider through a SMART on FHIR 
application, which can be launched directly from the EHR.[45]

• API Interaction:

1. �The user clicks the launch link provided in the CRD card 
from the previous step. This action initiates a standard 
SMART on FHIR launch sequence, securely launching 
the DTR application in the context of the current patient 
and session.

2. �The DTR app makes an API call to the PA Platform’s 
DTR service endpoint to fetch the appropriate 
Questionnaire resource for the specific service and payer.

3. �The app renders the questionnaire for the user. As it 
does so, it executes the embedded CQL logic. This 
logic can make FHIR API calls back to the EHR’s own 
FHIR server to retrieve existing clinical data (e.g., recent 
lab values, active diagnoses) and use it to pre-populate 
answers, saving the user from redundant data entry.

4. �The user reviews the pre-populated data, answers 
any remaining questions, and attaches any required 
clinical documents (which are represented as Document 
Reference resources).

5. �Upon completion, the user submits the form. The DTR 
app packages the user’s input into a Questionnaire 
Response resource and sends it to the PA Platform.

• �Key FHIR Artifacts: Questionnaire, Questionnaire Response, 
Library (containing the CQL logic), Value Set (defining answer 
options), Document Reference (for attachments), and various 
US Core resources that are queried from the EHR (e.g., 
Condition, Observation).[64]
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4.4. Stage 3: Prior Authorization Support (PAS)
With the PA requirement confirmed by CRD and the necessary 
documentation gathered by DTR, the PAS stage is where the 
formal request is submitted for adjudication and a decision is 
returned.[28, 44]

• �Technology: The PAS workflow is centered on the 
Claim/$submit operation, a custom FHIR operation defined in 
the PAS IG. The payload for this operation is a FHIR Bundle 
resource.[53, 85]

• �API Interaction:

1.  �Following the successful completion of the DTR 
stage, the provider’s EHR or the DTR SMART app is 
responsible for assembling a comprehensive FHIR 
Bundle of type collection.

2.  �This Bundle is the complete PA application package. 
Its first entry must be a Claim resource, which has 
been “profiled” (constrained) according to the PAS IG 
to represent the PA request. The bundle must also 
contain all the resources referenced by the Claim, 
including the Patient, Provider, Coverage, the original 
Service Request, the Questionnaire Response from the 
DTR step, and any associated Documen Reference 
resources.[28, 53]

3.  �The client system then POSTs this entire Bundle to the 
PA Platform’s /Claim/$submit endpoint.

4.  �The platform receives the bundle and initiates its internal 
adjudication workflow (as detailed in Section 2.4), which 
involves the BPM engine, Rules Engine, and potentially 
the AI/NLP service.

5. �Once a decision is reached, the platform constructs a 
Claim Response resource, profiled to the PAS IG. This 
resource contains the final outcome (e.g., disposition: 
approved, denied, pended), the authorization number 
if approved, and structured notes (process Note) 
containing the specific reasons for any denial, as 
required by the CMS rule.[28, 53] This Claim Response is 
returned as the synchronous response to the$submit 
operation or retrieved later via an inquiry if the initial 
request was pended.

• �Key FHIR Artifacts: Bundle, Claim (specifically, the PAS 
Claim Request profile), Claim Response (specifically,  the PAS 
Claim Response profile), Organization, Patient, Coverage.[28]

The successful implementation of this integrated CRD-DTR-PAS 
workflow is predicated on a high degree of interoperability and 
conformance from all parties. The payer platform must correctly 
implement its server-side responsibilities, but just as importantly, 
the provider’s EHR must correctly implement the client-side 
responsibilities. This includes properly firing CDS Hooks for 
CRD, exposing a robust and performant US Core-compliant 
FHIR server for DTR’s CQL queries, and correctly assembling 
the complex PAS Bundle for submission. The failure of any 
link in this chain breaks the automated workflow and forces 
users back to inefficient manual processes. This underscores 
the reality that the PA automation platform does not operate in 
isolation; its success is part of a broader ecosystem, and deep 
technical collaboration with EHR vendors is a non-negotiable 
prerequisite for achieving the workflow’s full potential.

Furthermore, the DTR stage, with its use of embedded CQL, 
represents a significant evolution in payer-provider data 
exchange. In this model, the payer is no longer a passive 
recipient of whatever data the provider chooses to send. Instead, 
the payer provides executable logic (the CQL) that runs within 
the provider’s environment to actively pull the specific data points 
it needs from the EHR. This is a more intelligent and efficient 
model, but it requires a high level of trust and standardization, 
and it places new performance and security demands on the 
provider’s EHR FHIR server, which must be architected to handle 
these incoming queries securely and efficiently.
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Section 05:
Implementation and operationalization strategy

Developing a technically sound architecture is only the first step. 
Translating that blueprint into a successful, widely adopted 
platform requires a deliberate and strategic approach to 
implementation, change management, and ongoing operations. 
The most sophisticated technology will fail if it is not embraced 

by its users or if it cannot adapt to the complex realities of the 
healthcare ecosystem. This section outlines a practical strategy 
for deploying and operationalizing the Prior Authorization 
Automation Platform.

Start with a focused pilot program 
on a high-volume service or with 
a strategic partner. Use early 
successes to build momentum and 
refine the system before a full-scale 
deployment.

Success is contingent on provider 
use. Deep EHR integration is 
paramount to eliminate context 
switching. The system must offer 
immediate, tangible value to make 
the automated path the easiest path.

Provider Adoption

Implement a formal data 
governance framework, a robust 
consent management solution 
for patient data sharing, and a 
continuous security program to 
protect sensitive PHI.

Phased Rollout Governance & Security

Touchless end-to-end 
processing

First-pass approvals  
vs. pends

Approval RateAutomation Rate

Avg. time from 
submission to decision

Provider and patient 
NPS scores

User SatisfactionTurnaround Time

5.1. Phased Rollout and Change Management
Given the scale and complexity of transforming the PA process, a 
“big bang” implementation approach is fraught with risk. A more 
prudent and effective strategy is a phased rollout, coupled with a 
robust change management program that addresses the human 
element of technological transformation.

• �Start Small, Then Scale: The implementation should begin 
with a carefully selected pilot program.

This could involve focusing on a single, high-volume service 
line (e.g., advanced imaging) or partnering with a single, 
strategically important health system or payer.[86] A pilot allows the 
organization to test the technology and workflows in a controlled 
environment, identify and resolve issues early, validate the return 
on investment, and gather crucial feedback before a broader 
rollout.[87, 88] Early successes from the pilot can then be used 
to build momentum and secure buy-in for scaling the solution 
across the enterprise.

• �Change Management is Non-Negotiable: The introduction 
of any new technology in a clinical setting, especially one that 
alters a long-standing (albeit inefficient) workflow, will inevitably 
be met with resistance. A structured change management 
program is therefore not an optional add-on but a core 
component of the implementation strategy.[59, 88] Key elements 
of this program include:

• �Executive Sponsorship: The initiative must have active 
and visible support from senior leadership, both on the 
business and clinical sides. Leaders must consistently 
champion the change and articulate its strategic 
importance.[89, 90]

• �Clear and Consistent Communication: The project team 
must proactively and repeatedly communicate the “why” 
behind the change. This communication should focus on 
the tangible benefits for providers and patients, such as 
reduced administrative workload, elimination of faxes and 
phone calls, and faster access to care.[88, 91]
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• � Stakeholder Engagement and Physician Champions: 
Clinicians and administrative staff must be involved in the 
design, testing, and rollout process from the beginning. 
Identifying and empowering “physician champions”—
respected clinicians who are enthusiastic about the new 
technology—can create powerful peer advocates who can 
help overcome resistance and drive adoption within their 
departments.[88, 92, 93]

• �Comprehensive Training and Support: Organizations 
must invest in robust training programs to ensure that all 
users are comfortable and proficient with the new tools 
and workflows. This should include not just initial training 
but also ongoing support, readily available documentation, 
and a clear channel for asking questions and getting help.
[87, 90]

5.2. Provider Adoption: The Critical Success 
Factor
The ultimate success of the PA Automation Platform hinges on 
one critical factor: provider adoption. If providers do not use the 
new electronic tools, the system will fail to deliver its promised 
value. The entire design and implementation strategy must be 
centered on creating a provider-centric experience that makes 
the automated workflow the path of least resistance.

• �Seamless EHR Integration: This is the single most important 
determinant of provider adoption. The CRD/ DTR/PAS workflow 
must be embedded so deeply into the provider’s native EHR 
that it feels like a natural extension of their existing process. The 
goal is to completely eliminate the need for users to leave their 
EHR, log into a separate portal, or pick up a phone. Any friction 
or “context switching” will drive users back to their old, manual 
habits.[1, 63, 94] This makes deep, collaborative partnerships with 
EHR vendors an absolute necessity.

• �Demonstrate Immediate Value: The system must deliver 
tangible benefits to the provider from the very first interaction. 
The real-time “No Authorization Required” response from 
a CRD check is a powerful early win. Similarly, the DTR 
function’s ability to pre-populate forms with data from the EHR 
immediately demonstrates its value by saving the user time and 
effort.[41] These quick wins build trust and encourage further 
engagement.

• �Align with Incentives: The platform should be marketed to 
providers as a tool to help them succeed under new payment 
and quality models. This includes highlighting how using 
the PA API can help them meet the new MIPS Promoting 
Interoperability measure, providing a direct financial incentive for 
adoption.[12, 13]

• �Establish Feedback Loops: Create formal mechanisms for 
gathering, analyzing, and acting upon provider feedback. This 
could include user surveys, focus groups, and direct support 
channels. Demonstrating that feedback is heard and leads 
to system improvements fosters a sense of partnership and 
continuous improvement, which is vital for long-term adoption.
[88, 93]

5.3. Data Governance, Security, and Consent
Operating a platform that handles vast amounts of sensitive 
PHI and acts as a custodian for longitudinal patient records 
introduces significant responsibilities for data governance and 
security.

• �Establish a Formal Data Governance Framework: Before 
the system goes live, a comprehensive data governance 
framework must be established. This framework should define 
clear policies for data ownership, data quality standards, 
data retention and archival, and the permissible uses of data, 
particularly for the aggregated data collected via the Payer-to-
Payer API.

• � Implement a Robust Consent Management Solution: 
The CMS rule’s dual consent models (opt-in for Payer-to-
Payer, opt-out for Provider Access) create significant technical 
and operational complexity. The architecture must include a 
dedicated consent management solution that can:

• �Provide patients with clear, plain-language educational 
resources about their data sharing choices.[12, 83]

• Securely capture and store patient consent directives.

• ��Enforce these directives at the API level, ensuring that data 
is only shared in accordance with the patient’s expressed 
wishes.

• �Provide an auditable record of all consent-related activities.
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• �Maintain a Comprehensive Security Posture: Beyond 
the foundational security measures in the architecture, the 
organization must implement a continuous security operations 
program. This includes regular vulnerability scanning, third-party 
penetration testing, ongoing monitoring for suspicious activity 
using a Security Information and Event Management (SIEM) 
system, and having a well-documented and regularly tested 
incident response plan to manage potential breaches.[48, 49, 50]

5.4. Measuring Success: Aligning with CMS 
Reporting and Business Value
To justify the significant investment in building and deploying the 
PA Automation Platform, and to meet regulatory requirements, 
the system must be instrumented to track and report on a clear 
set of success metrics.

• � Define Key Performance Indicators (KPIs): A dashboard of 
KPIs should be developed to provide insight into the platform’s 
performance, aligned with both compliance mandates and 
internal business objectives.

• � CMS-Mandated Metrics: The platform’s analytics layer must 
be designed to capture the data needed for the public reporting 
requirement. This includes:

• �The percentage of PA requests approved, denied, and 
approved after appeal.

• �The percentage of requests for which the timeframe was 
extended.

• �The average time between the submission of a request 
and the final determination.[8, 14, 16]

• � Internal Business-Value Metrics: To measure the platform’s 
ROI, organizations should track internal KPIs, such as:

• �Automation Rate: The percentage of PA requests that are 
processed end-to-end without any human intervention. 
This is the primary measure of efficiency gain.

• �First-Pass Approval Rate: The percentage of requests 
that are approved on the initial submission without being 
pended or denied. This is a key indicator of the quality of 
the submitted information, which is improved by the DTR 
process.

• �Reduction in Administrative Time/Cost: Quantify the 
reduction in staff hours and associated costs compared to 
the previous manual process.

• �Provider and Patient Satisfaction: Use surveys, such as the 
Net Promoter Score (NPS), to gauge the impact of the new 
system on the user experience.[1, 41]

The implementation of this technology is not without risk. The 
greatest technical challenge is not building the platform itself, but 
rather achieving a seamless, reliable, and scalable integration 
with the highly fragmented landscape of provider EHRs.[93] 
Each EHR vendor has a different level of FHIR maturity, API 
capability, and willingness to collaborate. Each integration can 
become a complex, bespoke project. Therefore, a successful 
implementation strategy must allocate significant resources to 
building a dedicated EHR integration team, fostering strong 
vendor partnerships, and developing a flexible connector 
framework to manage this external complexity.

Furthermore, the use of AI in this context faces a significant 
“trust deficit” among clinicians. There is widespread and justified 
concern that payers will use AI as an opaque “black box” to 
issue automated denials.[96, 97] To overcome this, the platform’s AI 
must be built on a foundation of transparency and explainability. 
When the AI/NLP module extracts a piece of clinical evidence, 
it must be able to provide an auditable link back to the specific 
sentence in the source document from which it was derived. This 
“Explainable AI” (XAI) is crucial for building clinician trust. Involving 
physicians directly in the process of training and validating the 
AI models is also essential to ensure the models reflect clinical 
reality and are not simply optimized to increase denial rates.[95] 

Building trust in the AI is as important as building the AI itself.
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Conculsions 

The CMS Interoperability and Prior Authorization Final Rule 
(CMS-0057-F) is a landmark regulation that serves as a 
powerful catalyst for the long-overdue modernization of the 
medical prior authorization process. Its mandates for stringent 
decision timeframes, data transparency, and the adoption of 
FHIR-based APIs effectively render legacy manual and batch-
based processes obsolete. A critical analysis of the rule and the 
supporting technical standards reveals that this is not merely an 
interoperability compliance exercise, but a mandate for end-to-
end business process automation.

The technical architecture required to meet this challenge 
must be modern, robust, and designed for scale. The 
blueprint detailed in this report advocates for a multi-layered, 
microservices-based platform that is FHIR-native at its core. 
This architecture isolates complexity by handling legacy X12 
transformations at its edge, while allowing the core processing 
logic to operate in a clean, modern environment.

Several components are identified as non-negotiable for 
success:

• � A Business Process Management (BPM) Engine is 
essential to orchestrate the long-running, stateful, and 
complex PA workflow.

• � A Payer Policy & Rules Engine is required to externalize 
and manage the dynamic and highly variable business logic  
of PA.

• � A Clinical Intelligence Module powered by AI and NLP 
is critical for unlocking the clinical evidence trapped in 
unstructured text, which is necessary to achieve high rates of 
automation.

• � A Unified Data Repository built on a secure, HIPAA-
compliant FHIR server is needed to manage the new 
responsibilities of storing longitudinal patient records and 
handling complex consent directives.

The successful implementation of this architecture hinges on 
the seamless execution of the integrated workflow defined by 
the Da Vinci Project’s CRD, DTR, and PAS Implementation 
Guides. This workflow promises to move the PA process 
directly into the provider’s EHR, but its success is dependent 
on deep collaboration and technical conformance from EHR 
vendors.

Ultimately, the journey to automate prior authorization is as 
much about people and process as it is about technology. A 
phased rollout, a comprehensive change management strategy, 
and a relentless focus on the provider experience are critical 
success factors. By embracing the principles and architectural 
patterns outlined in this report, healthcare organizations can not 
only achieve regulatory compliance but also seize a strategic 
opportunity to eliminate a significant source of administrative 
waste, reduce provider burnout, and, most importantly, 
accelerate the delivery of timely and necessary care to patients.
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