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Executive Summary
This comprehensive checklist covers all requirements for Virtual Asset Service Providers (VASPs) seeking MVA licensing under
the Dubai Virtual Assets Regulatory Authority (VARA) framework.

Last updated for 2025 regulatory amendments including enhanced custody requirements and cross-border transaction
monitoring standards.

1. Licensing Requirements
&�� �C�o�m�p�l�e�t�e� �V�A�R�A� �a�p�p�l�i�c�a�t�i�o�n� �f�o�r�m� �w�i�t�h� �a�l�l� �a�n�n�e�x�u�r�e�s

&�� �S�u�b�m�i�t� �C�e�r�t�i�f�i�c�a�t�e� �o�f� �I�n�c�o�r�p�o�r�a�t�i�o�n� �a�n�d� �M�e�m�o�r�a�n�d�u�m� �o�f� �A�s�s�o�c�i�a�t�i�o�n

&�� �P�r�o�v�i�d�e� �p�r�o�o�f� �o�f� �r�e�g�i�s�t�e�r�e�d� �o�f�f�i�c�e� �i�n� �D�u�b�a�i

&�� �S�u�b�m�i�t� �o�r�g�a�n�i�z�a�t�i�o�n�a�l� �c�h�a�r�t� �w�i�t�h� �k�e�y� �p�e�r�s�o�n�n�e�l� �d�e�t�a�i�l�s

&�� �D�e�m�o�n�s�t�r�a�t�e� �m�i�n�i�m�u�m� �c�a�p�i�t�a�l� �r�e�q�u�i�r�e�m�e�n�t�s� �(�v�a�r�i�e�s� �b�y� �l�i�c�e�n�s�e� �t�y�p�e�)

&�� �O�b�t�a�i�n� �r�e�q�u�i�r�e�d� �i�n�s�u�r�a�n�c�e� �c�o�v�e�r�a�g�e� �f�o�r� �d�i�g�i�t�a�l� �a�s�s�e�t� �c�u�s�t�o�d�y

2. Technical Requirements
&�� �I�m�p�l�e�m�e�n�t� �H�S�M� �(�H�a�r�d�w�a�r�e� �S�e�c�u�r�i�t�y� �M�o�d�u�l�e�)� �f�o�r� �k�e�y� �m�a�n�a�g�e�m�e�n�t

&�� �D�e�p�l�o�y� �m�u�l�t�i�-�s�i�g�n�a�t�u�r�e� �w�a�l�l�e�t� �i�n�f�r�a�s�t�r�u�c�t�u�r�e

&�� �E�s�t�a�b�l�i�s�h� �c�o�l�d� �s�t�o�r�a�g�e� �p�r�o�c�e�d�u�r�e�s� �w�i�t�h� �9�5�%� �m�i�n�i�m�u�m� �t�h�r�e�s�h�o�l�d

&�� �C�o�n�f�i�g�u�r�e� �r�e�a�l�-�t�i�m�e� �t�r�a�n�s�a�c�t�i�o�n� �m�o�n�i�t�o�r�i�n�g� �s�y�s�t�e�m�s

&�� �I�m�p�l�e�m�e�n�t� �D�D�o�S� �p�r�o�t�e�c�t�i�o�n� �a�n�d� �W�A�F� �s�o�l�u�t�i�o�n�s

&�� �D�e�p�l�o�y� �i�n�t�r�u�s�i�o�n� �d�e�t�e�c�t�i�o�n�/�p�r�e�v�e�n�t�i�o�n� �s�y�s�t�e�m�s� �(�I�D�S�/�I�P�S�)

&�� �E�s�t�a�b�l�i�s�h� �s�e�c�u�r�e� �A�P�I� �e�n�d�p�o�i�n�t�s� �w�i�t�h� �r�a�t�e� �l�i�m�i�t�i�n�g

&�� �I�m�p�l�e�m�e�n�t� �c�e�r�t�i�f�i�c�a�t�e� �p�i�n�n�i�n�g� �f�o�r� �m�o�b�i�l�e� �a�p�p�l�i�c�a�t�i�o�n�s

3. Wallet Security Controls
&�� �D�o�c�u�m�e�n�t� �k�e�y� �g�e�n�e�r�a�t�i�o�n� �p�r�o�c�e�d�u�r�e�s� �u�s�i�n�g� �s�e�c�u�r�e� �e�n�t�r�o�p�y� �s�o�u�r�c�e�s

&�� �I�m�p�l�e�m�e�n�t� �k�e�y� �c�e�r�e�m�o�n�y� �p�r�o�t�o�c�o�l�s� �w�i�t�h� �m�u�l�t�i�p�l�e� �w�i�t�n�e�s�s�e�s

&�� �E�s�t�a�b�l�i�s�h� �b�a�c�k�u�p� �a�n�d� �r�e�c�o�v�e�r�y� �p�r�o�c�e�d�u�r�e�s� �f�o�r� �p�r�i�v�a�t�e� �k�e�y�s

&�� �D�e�p�l�o�y� �s�e�g�r�e�g�a�t�e�d� �w�a�l�l�e�t� �a�r�c�h�i�t�e�c�t�u�r�e� �f�o�r� �c�l�i�e�n�t� �f�u�n�d�s

&�� �I�m�p�l�e�m�e�n�t� �a�d�d�r�e�s�s� �w�h�i�t�e�l�i�s�t�i�n�g� �f�o�r� �w�i�t�h�d�r�a�w�a�l�s

&�� �C�o�n�f�i�g�u�r�e� �t�r�a�n�s�a�c�t�i�o�n� �v�e�l�o�c�i�t�y� �l�i�m�i�t�s� �a�n�d� �a�n�o�m�a�l�y� �d�e�t�e�c�t�i�o�n

&�� �E�s�t�a�b�l�i�s�h� �p�r�o�o�f�-�o�f�-�r�e�s�e�r�v�e�s� �a�u�d�i�t� �p�r�o�c�e�d�u�r�e�s



4. KYC/AML Controls
&�� �I�m�p�l�e�m�e�n�t� �t�i�e�r�e�d� �K�Y�C� �v�e�r�i�f�i�c�a�t�i�o�n� �l�e�v�e�l�s

&�� �D�e�p�l�o�y� �i�d�e�n�t�i�t�y� �v�e�r�i�f�i�c�a�t�i�o�n� �s�o�l�u�t�i�o�n�s� �(�d�o�c�u�m�e�n�t� �+� �b�i�o�m�e�t�r�i�c�)

&�� �C�o�n�f�i�g�u�r�e� �s�a�n�c�t�i�o�n�s� �s�c�r�e�e�n�i�n�g� �a�g�a�i�n�s�t� �O�F�A�C�,� �U�N�,� �a�n�d� �l�o�c�a�l� �l�i�s�t�s

&�� �I�m�p�l�e�m�e�n�t� �P�E�P� �(�P�o�l�i�t�i�c�a�l�l�y� �E�x�p�o�s�e�d� �P�e�r�s�o�n�s�)� �s�c�r�e�e�n�i�n�g

&�� �E�s�t�a�b�l�i�s�h� �t�r�a�n�s�a�c�t�i�o�n� �m�o�n�i�t�o�r�i�n�g� �r�u�l�e�s� �f�o�r� �s�u�s�p�i�c�i�o�u�s� �a�c�t�i�v�i�t�y

&�� �C�o�n�f�i�g�u�r�e� �T�r�a�v�e�l� �R�u�l�e� �c�o�m�p�l�i�a�n�c�e� �f�o�r� �t�r�a�n�s�a�c�t�i�o�n�s� �>� �1�,�0�0�0� �A�E�D

&�� �I�m�p�l�e�m�e�n�t� �b�l�o�c�k�c�h�a�i�n� �a�n�a�l�y�t�i�c�s� �f�o�r� �s�o�u�r�c�e� �o�f� �f�u�n�d�s� �v�e�r�i�f�i�c�a�t�i�o�n

&�� �E�s�t�a�b�l�i�s�h� �S�A�R� �(�S�u�s�p�i�c�i�o�u�s� �A�c�t�i�v�i�t�y� �R�e�p�o�r�t�)� �f�i�l�i�n�g� �p�r�o�c�e�d�u�r�e�s

5. Governance & Compliance
&�� �A�p�p�o�i�n�t� �q�u�a�l�i�f�i�e�d� �M�L�R�O� �(�M�o�n�e�y� �L�a�u�n�d�e�r�i�n�g� �R�e�p�o�r�t�i�n�g� �O�f�f�i�c�e�r�)

&�� �E�s�t�a�b�l�i�s�h� �B�o�a�r�d�-�l�e�v�e�l� �r�i�s�k� �c�o�m�m�i�t�t�e�e

&�� �D�e�v�e�l�o�p� �c�o�m�p�r�e�h�e�n�s�i�v�e� �A�M�L�/�C�F�T� �p�o�l�i�c�i�e�s� �a�n�d� �p�r�o�c�e�d�u�r�e�s

&�� �I�m�p�l�e�m�e�n�t� �r�e�g�u�l�a�r� �c�o�m�p�l�i�a�n�c�e� �t�r�a�i�n�i�n�g� �p�r�o�g�r�a�m�s

&�� �E�s�t�a�b�l�i�s�h� �i�n�t�e�r�n�a�l� �a�u�d�i�t� �f�u�n�c�t�i�o�n

&�� �D�o�c�u�m�e�n�t� �b�u�s�i�n�e�s�s� �c�o�n�t�i�n�u�i�t�y� �a�n�d� �d�i�s�a�s�t�e�r� �r�e�c�o�v�e�r�y� �p�l�a�n�s

6. Reporting Requirements
&�� �Q�u�a�r�t�e�r�l�y� �c�o�m�p�l�i�a�n�c�e� �r�e�p�o�r�t�s� �t�o� �V�A�R�A

&�� �A�n�n�u�a�l� �e�x�t�e�r�n�a�l� �a�u�d�i�t� �o�f� �s�e�c�u�r�i�t�y� �c�o�n�t�r�o�l�s

&�� �I�m�m�e�d�i�a�t�e� �n�o�t�i�f�i�c�a�t�i�o�n� �o�f� �s�e�c�u�r�i�t�y� �i�n�c�i�d�e�n�t�s

&�� �M�o�n�t�h�l�y� �t�r�a�n�s�a�c�t�i�o�n� �v�o�l�u�m�e� �r�e�p�o�r�t�i�n�g

&�� �A�n�n�u�a�l� �A�M�L�/�C�F�T� �p�r�o�g�r�a�m� �e�f�f�e�c�t�i�v�e�n�e�s�s� �r�e�v�i�e�w


