
Exhibit C  

Data Processing Addendum  
  

DPA  

This Data Processing Addendum (”DPA”), forming part of the Compa SaaS Customer Agreement  

(“Principal Agreement”), is made and entered into as of the Effective Date, by and between Compa 

Technologies, Inc., a Delaware corporation, with offices 19800 MacArthur Blvd, Suite 750, Irvine, CA 

US 92612 (“Compa”) and [___________________] (the “Customer”).  

(each a “Party” and together, “Parties”)  

WHEREAS  

(A) The Customer acts as a Data Controller.  

(B) Compa acts as Data Processor.  

(C) The Customer wishes to contract certain Services as set forth in the Principal Agreement, which 

involve the processing of personal data by the Data Processor. Further details of the Processing are set 

out in Schedule 1 to this DPA.  

(D) The Parties seek to implement a data processing agreement that complies with the requirements 

of the current legal framework in relation to data processing and with the Regulation (EU) 2016/679 of 

the European Parliament and of the Council of 27 April 2016 on the protection of natural persons with 

regard to the processing of personal data and on the free movement of such data, and repealing 

Directive 95/46/EC (General Data Protection Regulation).  

(E) The Parties wish to lay down their rights and obligations.  

  

  

  

  

  

  

  



  

  

IT IS AGREED AS FOLLOWS: 

1. DEFINITIONS. Capitalized terms shall 

have the meaning set forth in this Section 1 or as 

otherwise defined in other sections of this DPA. 

If not defined, Capitalized terms shall have the 

same meaning set forth in the Principal 

Agreement or the GDPR, as applicable:  

1.1 “DPA” means this Data Processing 

Agreement and all Schedules.  

1.2 “Customer Personal Data” means 

any  

Personal Data Processed by a Contracted 

Processor on behalf of Customer pursuant to or 

in connection with the Principal Agreement, 

including Personal Data provided as Customer 

Data as defined in the Principal Agreement.  

1.3 “Contracted Processor” means 

Compa and any Subprocessor.  

1.4 “Data Protection Laws” means all 

data protection legislation and 

regulations applicable to the 

processing of the Customer Personal 

Data under this DPA and the 

Principal Agreement, including 

without limitation as applicable 

Regulation (EU) 2016/679 of the 

European Parliament and of the 

Council of 27 April 2016 on the 

Protection of Natural Persons with 

Regard to the Processing of Personal 

Data and on the Free Movement of 

Such Data (“GDPR”), the California 

Consumer Privacy Act as amended 

by the California Privacy Rights 

Act, (“CCPA/CPRA”) or equivalent 

other State laws, and supplementing 

national legislation, in each case as 

may be amended, repealed, 

consolidated, or replaced from time 

to time.  

1.5 “EEA” means the European 

Economic Area.  

1.6 “GDPR” has the meaning set forth 

in the definition of Data Protection 

Laws.  

1.7 “Data Transfer” means:  

(a) a transfer of Customer Personal Data 

from the Customer to Compa; or  

(b) an onward transfer of Customer 

Personal Data from Compa to a Subprocessor.  

1.8 “Standard Contractual Clauses” means 

(i) the agreement pursuant to the 

European Commission’s Implementing 

Decision of 2021/914 published on 4 

June 2021 and as adopted by the Swiss 

Federal Data Protection and Information 

Commissioner (“Swiss FDPIC”) on 

standard contractual clauses  

(“SCCs”) for the transfer of personal data to  

Third Countries pursuant to Regulation (EU)  

2016/679 of the European Parliament and of the 

Council, and any replacement, amendment or 

restatement of the foregoing issued by the 

European Commission (the “EU Model 

Clauses”); (ii) the international data transfer 

addendum (“UK Transfer Addendum”) adopted 

by the UK Information Commissioner’s Office 

(“UK ICO”) for data transfers from the UK to 

Third Countries; or (iii) any similar such clauses 

adopted by a data protection regulator relating to 

Personal Data transfers to Third Countries, 

including without limitation any successor 

clauses thereto .  

1.9 “Services” means the services the 

Customer is provided pursuant to the 

Principal Agreement.  



1.10 “Subprocessor” means any person 

appointed by or on behalf of Data 

Processor to process Customer Personal 

Data on behalf of the Customer in 

connection with the DPA.  

2. PROCESSING OF CUSTOMER 

PERSONAL DATA.  

2.1 Compa, as Data Processor, shall be 

responsible for:  

(a) Complying with applicable Data Protection  

Laws in respect of its processing of Personal 

Data, in conformance with any processing 

instructions it receives from Customer   

(b) Retaining, using, disclosing, or otherwise 

processing the Personal Data only for the 

purposes described in the Agreement and the 

Business Purpose specified in Schedule 1 

and in accordance with the lawful, 

documented instructions of Customer 

(including the instructions of any of 

Customer’s authorized Users accessing the 

Services on Customer's behalf), as set out in 

the Agreement, this DPA or otherwise in 

writing;  

(c) Ensuring it shall not Sell or Share 

Customer’s Personal Data, nor use, retain, 

disclose, or otherwise process Customer’s 

Personal Data outside of its business 

relationship with Customer or for any other 

Business Purpose or Commercial Purpose 

except as required by law.  

(d) Informing Customer if Compa determines 

that it is no longer able to meet its 

obligations under Data Protection Laws or 

where in Compa’s reasonable opinion, any of 

Customer’s instructions infringes any Data 

Protection Laws;  

(e) Customer reserves the right to take 

reasonable and appropriate steps to: (i) 

ensure Compa’s processing of Personal Data 

is consistent with Customer’s obligations 

under Data Protection Law; and (ii) 

discontinue and remediate unauthorized use 

of Personal Data;  

(f) Ensuring it will not combine Personal Data 

which it Processes on Customer’s behalf, 

with Personal Data which it receives from or 

on behalf of another person or persons, or 

collects from its own interaction with any 

individual, provided that Compa may 

combine Personal Data to perform any 

Business Purpose permitted or required 

under the Agreement to perform the 

Services; and   

(g) Compa may pseudonymize Personal Data 

and to the extent such data is capable of 

being re-identified it shall remain protected 

as Personal Data hereunder; and Personal 

Data which has been pseudonymized, and is 

not reasonably expected to be re-identified, is 

deemed de-identified. Compa agrees that any 

pseudonymized or aggregated data used for 

Compa’s internal purposes (i.e., other than 

Processing) is conditioned upon Compa’s 

commitment to not re-identify such data and 

further commitment that in no event shall 

any such data be published unless 

pseudonymized in a manner that does not 

identify, and cannot be re-identified to, 

Customer or any individual Data Subject.  

2.2 Compa intends to Process and store 

Customer Personal Data in the United States, but 

reserves the right to lawfully Process and store 

data elsewhere, to the extent not prohibited 

under the Principal Agreement and this DPA.  

3. DATA PROCESSOR PERSONNEL.  

Compa shall take commercially reasonable steps 

to ensure that any employee, agent, or contractor 

of Compa, who may have access to the 

Customer Personal Data, are subject to 

confidentiality undertakings or statutory 

obligations of confidentiality, ensuring in each 

case that access is limited to those individuals 

who need to know or access the relevant 

Customer Personal Data, as necessary for the 

purposes of the Principal Agreement.  



4. SECURITY. Taking into account the state of 

the art, the costs of implementation and the 

nature, scope, context, and purposes of 

Processing, as well as the risk of varying 

likelihood and severity for the rights and 

freedoms of natural persons, Compa shall in 

relation to the Customer Personal Data 

implement appropriate technical and 

organizational measures to ensure a level of 

security appropriate to that risk in accordance 

with Article 32(1) of the GDPR as described 

in Schedule 3.  

5. SUBPROCESSING.  

5.1 The Customer generally agrees that 

Compa may engage Subprocessors  

to Process Customer Personal Data. 

The Customer authorizes Compa to 

appoint (and permit each 

Subprocessor appointed in 

accordance with this Section 5 to 

appoint) Subprocessors in 

accordance with this Section 5 and 

any restrictions in the Principal 

Agreement.  

5.2 Compa may continue to use those 

Subprocessors already engaged by 

Compa as at the date of this DPA (as 

listed at Schedule 2 to this DPA).  

5.3 If Compa engages a new 

Subprocessor, Compa shall inform 

the Customer of the engagement and 

the Customer may object to the 

engagement of such new 

Subprocessor by notifying Compa 

within 7 (seven) days of Compa’s 

notice, provided that such 

notification must be on reasonable 

grounds, directly related to the new 

Subprocessor’s ability to comply 

with substantially similar obligations 

to those set out in this DPA. If the 

Customer does not object within the 

specified time period, the 

engagement of the new 

Subprocessor shall be deemed 

accepted by the Customer.  

5.4 With respect to each Subprocessor 

(which, for the purposes of this 

Section 5.4 includes new 

Subprocessors engaged in 

accordance with Section 5.3), 

Compa shall ensure that the 

arrangement between Compa and 

the relevant Subprocessor is 

governed by a written contract 

including terms that offer at least the 

same level of protection for 

Customer Personal data as those set 

out in this DPA and meet the 

requirements of Article 28(3) of the 

GDPR.  

6. DATA SUBJECT RIGHTS.  

6.1 Taking into account the nature of the  

Processing, Compa shall reasonably assist the 

Customer, insofar as this is possible, in the 

fulfilment of the Customer’s obligations to 

respond to requests to exercise Data Subject 

rights under the Data Protection Laws.  

6.2 Compa shall:  

(a) promptly notify Customer if it receives a 

request from a Data Subject under any Data  

Protection Law in respect of Customer Personal 

Data; and  

(b) ensure that it does not respond to that 

request except on the documented instructions 

of Customer or as required by applicable laws to 

which Compa is subject, in which case Compa 

shall to the extent permitted by applicable laws 

inform Customer of that legal requirement 

before Compa responds to the request.  

7. PERSONAL DATA BREACH AND 

NOTIFICATION.  

7.1 Compa shall notify Customer without 

undue delay upon Compa becoming 

aware of a Personal Data Breach 



affecting Customer Personal Data, 

providing Customer with sufficient 

information to allow the Customer to 

meet any obligations to notify, report, or 

inform Data Subjects and Supervisory 

Authorities of the Personal Data Breach 

under the Data Protection Laws.  

7.2 Compa shall co-operate with the 

Customer and take reasonable 

commercial steps as are directed by 

Customer to assist in the investigation, 

mitigation, and remediation of each 

such Personal Data Breach.  

8. DATA PROTECTION IMPACT 

ASSESSMENT AND PRIOR  

CONSULTATION. Compa shall provide  

reasonable assistance to the Customer with any 

data protection impact assessments, and prior 

consultations with Supervisory Authorities or 

other competent data privacy authorities, to the 

extent required by Articles 35 or 36 of the 

GDPR or equivalent provisions of any other 

Data Protection Law, in each case solely in 

relation to Processing of Customer Personal 

Data by, and taking into account the nature of 

the processing and information available to, the 

Contracted Processors.  

9. DELETION OR RETURN OF  

CUSTOMER PERSONAL DATA. Compa  

shall promptly and in any event within 90 days 

of the date of cessation of any Services 

involving the processing of Customer Personal 

Data, delete and procure the deletion of all 

copies of the Customer Personal Data or return 

all Customer Personal Data to the Customer, at 

the Customer’s choice.  

10. AUDIT RIGHTS.  

10.1 Subject to this Section 10, Compa shall 

make available to the Customer on 

request, no more frequently than 

annually unless in response to a request 

by a regulatory authority: (i) reasonable 

information necessary to demonstrate 

compliance with this DPA, and (ii) shall 

allow for and contribute to audits, 

including inspections, by the Customer 

or an auditor mandated by the Customer 

in relation to the Processing of the 

Customer Personal Data by the 

Contracted Processors. A Customer may only 

mandate an auditor for the purposes of this 

Section 10.1 if the auditor is reasonably agreed 

to by Compa.  

10.2 Information and audit rights of the 

Customer only arise under Section 10.1 

to the extent that the DPA does not 

otherwise give them information and 

audit rights meeting the relevant 

requirements of Data Protection Law.  

10.3 Customer shall give Compa reasonable 

advance notice of any audit or 

inspection to be conducted under 

Section 10.1 and shall make (and ensure 

that each of its mandated auditors 

makes) reasonable endeavors to avoid 

causing (or, if it cannot avoid, to 

minimize) any damage, injury, or 

disruption to Compa’s premises, 

equipment, personnel, and business 

while its personnel are on those 

premises in the course of such an audit 

or inspection. Compa need not give 

access to its premises for the purposes 

of such an audit or inspection:  

(a) to any individual unless he or she 

produces reasonable evidence of identity and 

authority;  

(b) outside normal business hours at those 

premises, unless the audit or inspection needs to 

be conducted on an emergency basis and 

Customer undertaking an audit has given notice 

to Compa that this is the case before attendance 

outside those hours begins;  

(c) for the purposes of more than one audit 

or inspection, in respect of Compa, in any 

calendar year, except for any additional audits or 

inspections which Customer is required to carry 

out by a Supervisory Authority or any similar 



regulatory authority responsible for the 

enforcement of Data Protection Laws in any 

country or territory, where the Customer has 

identified its concerns or the relevant 

requirement or request in its notice to Compa of 

the audit or inspection; or  

(d) to a third party who is performing the 

audit on behalf of the Customer, unless such 

third party auditor executes a confidentiality 

agreement acceptable to Compa before the 

audit.  

10.4 Customer shall reimburse Compa for 

any time expended for any such on-site 

audit, if applicable, at Compa’s then-

current professional services rate, which 

shall be made available to  

Customer upon request. Before commencement 

of any such on-site audit; Customer and Compa 

shall mutually agree on the scope, timing, and 

duration of the audit in addition to the 

reimbursement rate for which Customer shall be 

responsible. All reimbursement rates shall be 

reasonable, taking into account the resources 

expended by Compa. Customer shall promptly 

notify Compa with information regarding any 

non-compliance during the course of an audit.  

10.5 The Customer must provide Compa 

with any audit reports generated in 

connection with any audit at no charge 

unless prohibited by applicable law. The 

Customer may use audit reports only for 

the purposes of meeting its audit 

requirements under the Data Protection 

laws and/or confirming compliance with 

the requirements of this DPA. The audit 

reports shall be confidential.  

10.6 Nothing in this Section 10 shall require 

Compa to breach any confidentiality 

owed to any of its clients, employees, or 

Subprocessors, or to grant access to any 

multi-tenant systems.  

11. DATA TRANSFER. Compa may process  

and transfer Personal Data originating from the 

European Area in and to the United States and 

third countries where its affiliates and its Sub-

processors have operations. All data transfers 

and processing of Personal Data originating 

from the European Area shall be made in 

compliance with the applicable European Area 

Data Protection Law, and if a Contracted 

Processor is in a third country, then the Standard 

Contractual Clauses, Module Two (“Controller 

to Processor”) shall apply as to such transfer. If 

Standard Contractual Clauses apply, it is not the 

intention of either party, nor the effect of this 

DPA, to contradict or restrict any of the 

provisions set forth in the Standard Contractual 

Clauses. To the extent Company adopts an 

alternative data transfer mechanism (including 

any new version or replacement to the Standard 

Contractual Clauses adopted pursuant to Data 

Protection Laws) for the transfer of Personal 

Data (“Alternative Transfer 

Mechanism”), the Alternative Transfer 

Mechanism shall upon notice to Compa apply 

instead (but only to the extent such Alternative 

Transfer Mechanism complies with Data 

Protection Law and extends to the third 

countries to which Personal Data is transferred). 

In the event that the Contracted Processor is 

self-certified under the Data Privacy Framework 

(DPF), such certification has been deemed 

adequate under European Area Data Protection 

Law for processors in the United States and the 

Standard Contractual Clauses shall not apply..  

(i) EEA Personal Data Transfers. For the 

purposes of the descriptions in the Standard 

Contractual Clauses relating to Personal 

Data Transfers under GDPR: (i) Schedule 1- 

Details of Processing and Schedule 3 – 

Information Security of this DPA shall form 

Annex I and Annex II of the Standard 

Contractual Clauses, respectively, if 

applicable; (iii) Annex III of the Standard 

Contractual Clauses shall be subject to  

General Authorization; and (iv) The Standard 

Contractual Clauses shall be governed by the 

laws of Customer’s member state.   

(ii) Swiss Personal Data Transfers. Where  

Personal Data transfers are subject to the Swiss  



DPA: (i) References to “Regulation (EU) 

2016/679” and any articles therefrom shall be 

interpreted to include references to the Swiss 

DPA; (ii) References to “EU”, “Union” and 

“Member State” shall be interpreted to include 

references to “Switzerland”; (iii) Schedule 1- 

Details of Processing and Schedule 3 – 

Information Security of this DPA shall describe 

the applicable requirements for Annex I-III of 

the Standard Contractual Clauses.  

(iii) UK Personal Data Transfers. Where  

Personal Data transfers are subject to the UK 

Data Protection Law, each party agrees to be 

bound by the terms and conditions set out in the 

UK Transfer Addendum, attached hereto and 

incorporated herein.  

12. Law Enforcement Request  

12.1 Authority Request. If Compa becomes 

aware that any law enforcement, 

regulatory, judicial or governmental 

authority (an “Authority”) wishes to 

obtain access to or a copy of some or all 

of Customer’s Personal Data, whether 

on a voluntary or a mandatory basis, 

then unless legally prohibited as part of 

a mandatory legal compulsion that 

requires disclosure of Personal Data to 

such Authority, Compa shall: (1) 

promptly, without undue delay, notify 

Customer of such Authority’s data 

access request, to the extent legally 

permissible; (2) inform the Authority 

that any and all requests or demands for 

access to Personal Data should be 

notified to or served upon Customer in 

writing; and (3) not provide the 

Authority with access to Personal Data 

unless and until authorized by 

Customer. In the event Compa is under 

a legal prohibition or a mandatory legal 

compulsion that prevents it from 

complying with (1)-(3) in full, Compa 

shall use reasonable and lawful efforts 

to challenge such prohibition or 

compulsion (and Customer 

acknowledges that such challenge may 

not always be reasonable or possible in 

light of the nature, scope, context and 

purposes of the intended Authority 

access request). If Compa makes a 

disclosure of Personal Data to an 

Authority (whether with Customer’s 

authorization or due to a mandatory 

legal compulsion) Compa shall use best 

efforts to only disclose such Personal 

Data to the extent Compa determines it 

is legally required to do so and in 

accordance with applicable lawful 

process.  

12.2 Imminent Risk. Clause 12.1 shall not 

apply in the event that, taking into 

account the nature, scope, context and 

purposes of the intended Authority’s 

access to the Personal Data, Compa has 

a reasonable and good-faith belief that 

urgent access is necessary to prevent an 

imminent risk of serious harm to any 

individual. In such event, Compa shall 

notify Customer as soon as possible 

following such Authority’s access and 

provide Customer with full details of the 

same, unless and to the extent Compa is 

legally prohibited from doing so.  

12.3 Authority Requests. Compa shall use 

good faith efforts to not knowingly 

disclose Personal Data to an Authority 

in excess of a request (e.g., a massive, 

disproportionate and indiscriminate 

manner that goes beyond what is 

necessary in a democratic society). 

Compa shall have in place, maintain and 

comply with a process governing 

Personal Data access requests from 

Authorities which at minimum 

prohibits: (1) disclosure in excess of 

requested information (e.g., massive, 

disproportionate or indiscriminate 

disclosure of Personal Data) relating to 

data subjects in the EEA and the United 

Kingdom; and (2) disclosure of Personal 

Data relating to data subjects in the 

EEA and the United Kingdom to an 

Authority without a subpoena, warrant, 



writ, decree, summons or other legally 

binding order that compels disclosure of 

such Personal Data.  

12.4 Interception Policy. Compa shall have 

in place and maintain in accordance 

with good industry practice measures to 

protect Personal Data from interception. 

This includes complying with industry 

best practices of having in place and 

maintaining network protection to deny 

attackers the ability to intercept data and 

the use encryption of Personal Data 

whilst in transit to deny attackers the 

ability to read Personal Data  

  

13. MISCELLANEOUS.  

Notices. All notices and communications given 

under this DPA shall be made in accordance 

with the notices section of the Principal 

Agreement.  

13.2 Liability and Indemnification. The 

liability of each party to this DPA, 

arising out of or related to this 

DPA, whether in contract, tort or 

under any other theory of liability, 

shall be subject to the limitations or 

exclusions of liability set out in the 

Principal Agreement.  

  

  

  

  

  

  

Furthermore, the terms of indemnification by 

both Parties shall be governed by the Principal 

Agreement.  

13.3 Order of Precedence. In the event 

of inconsistencies between the 

provisions of this DPA and any 

other agreements between the 

Parties, including the Principal 

Agreement and agreements entered 

into or purported to be entered into 

after the date of this DPA (except 

where explicitly agreed otherwise 

in writing, signed on behalf of the 

parties), the provisions of this DPA 

shall prevail. In the event of any 

conflict or inconsistency between 

this DPA and the Standard 

Contractual Clauses set forth in 

Schedule 3, the Standard 

Contractual Clauses shall prevail.  

13.4 Governing Law. Notwithstanding 

Sections  

7 and 9 of the Standard Contractual Clauses, this 

DPA is governed by the laws of the country or 

territory stipulated for this purpose in the 

Principal Agreement.  

13.5 Term and Termination. The term of this 

DPA shall commence on the Effective Date of 

this DPA and shall be coterminous with the 

Principal Agreement in accordance with Section 

7 of the Principal Agreement.  

13.6 Amendment. This DPA is subject to the 

applicable terms for amendment set forth in the 

Principal Agreement.  

IN WITNESS WHEREOF, the parties hereto 

hereby execute this DPA effective as of the 

Effective Date. 

SCHEDULE 1 - DETAILS OF THE PROCESSING  

This Schedule includes certain details of the processing of Customer Personal Data as required by Article 

28(3) GDPR.  

1. Data Exporter  



Company Name  Address  Contact name, position, and 

contact information  

Role  

Customer information as included in the Agreement or applicable 

Ordering Document  

  

Controller  

2. Data Importer  

Company Name  Address  Contact name, position, and 

contact information  

Role  

Compa Technologies, Inc.  

19800 MacArthur Blvd, Suite 750, Irvine, CA US 92612  

privacy@compa.ai   

Processor  

 

3. Activities relevant to the data transferred under these Clauses  

The activities relevant to the data transferred are the Services more fully described in the Agreement and 

applicable ordering documents.  

4. Processing Information  

Categories of Data  

Subjects whose 

Personal Data is 

transferred  

Customer may submit Personal Data to Compa for the provision of the 

Services, the extent of which is determined and controlled by Customer 

in its sole discretion, and which may include, but is not limited to  

Personal Data relating to the following categories of data subjects:  

● Customer’s Users authorized by Customer to use the Services 

● Employees, agents, advisors, freelancers of Customer (who are 

natural persons)  

● Candidates and prospective candidates of Customer  

Categories of Personal  

Data transferred  

  

Customer may submit Customer Personal Data to Compa for the 

provision of the Services, the extent of which is determined and 

controlled by Customer in its sole discretion, and which may include, 

but is not limited to the following categories of Personal Data:  

● First and last name  

● Title  

● Position  

● Employer  

● Client ID  

● Physical addresses  

 



 ● Geolocation  

● Contact information (company, email, phone, physical business 

address)  

  

Sensitive Personal 

Data transferred  

  

N/A  

Frequency of the 

transfer  

Continuous  

Nature of the 

processing  

The nature of the processing is to enable use of Processor’s cloud-

hosted and related services as more fully described in the Agreement.  

Purpose of the data 

transfer and further 

processing  

For processing 

involving California 

consumers, please 

select the Business 

Purpose(s) for 

processing Personal  

Data  

☐ N/A  

☒ Improving or building the quality of the Services.  

☒ Preventing, detecting, or investigating data security incidents or 

protecting against malicious, deceptive, fraudulent or illegal activity.  

☐ Auditing related to counting ad impressions to unique visitors, 

verifying positioning and quality of ad impressions, and auditing 

compliance with this specification and other standards.  

☒ Helping to ensure security and integrity to the extent the use of the 

consumer’s personal information is reasonably necessary and 

proportionate for these purposes.  



  ☒ Debugging to identify and repair errors that impair existing intended 

functionality.  

☐ Short-term, transient use, including, but not limited to, non-

personalized advertising shown as part of a consumer’s current 

interaction with the business, provided that the consumer’s personal 

information is not disclosed to another third party and is not used to 

build a profile about the consumer or otherwise alter the consumer’s 

experience outside the current interaction with the business.  

☒ Performing services on behalf of the business, including maintaining 

or servicing accounts, providing customer service, processing or 

fulfilling orders and transactions, verifying customer information, 
processing payments, providing financing, providing analytic services, 

providing storage, or providing similar services on behalf of the 

business.  

☐ Providing advertising and marketing services, except for cross-

context behavioral advertising, to the consumer provided that, for the 

purpose of advertising and marketing, a service provider or contractor 

shall not combine the personal information of opted-out consumers that 

the service provider or contractor receives from, or on behalf of, the 

business with personal information that the service provider or 

contractor receives from, or on behalf of, another person or persons or 

collects from its own interaction with consumers.  

☒ Undertaking internal research for technological development and 

demonstration.  

☒ Undertaking activities to verify or maintain the quality or safety of a 

service or device that is owned, manufactured, manufactured for, or 

controlled by the business, and to improve, upgrade, or enhance the 

service or device that is owned, manufactured, manufactured for, or 

controlled by the business.  

Period for which the 

Personal Data will be 

retained or criteria 

used to determine that 

period  

During the term of the Agreement. Once the contract expires or  

  

terminates, the retention and deletion periods are more fully described 

in the Agreement, DPA, and accompanying Order Form or SOW.  

Subprocessor transfers 

–subject matter, nature, 

and duration of 

processing  

The subject matter, nature, and duration of the Processing more fully 

described in the Agreement, DPA, and accompanying Order Form or 

SOW.  

5. Signatures  



Signatures  The Parties agree that to the extent required and applicable as set forth 

herein, the Standard Contractual Clauses and the UK Transfer  

 Addendum are incorporated by reference and that by executing the 

DPA, each party is deemed to have executed the Standard Contractual 

Clauses and the UK Transfer Addendum.  

6. Processing operations  

7. EEA, Swiss and UK Model Clause Information:  

SCC Clause  GDPR  Swiss DPA  UK Data Protection Law  

Module in Operation  

Module Two (Controller to Processor)  

Clause  

7-Docking  

Clause  

An entity that is not a party to these clauses may, with the agreement of the 

parties, accede to these Clauses at any time, either as a data exporter or as a 

data importer, by completing the Appendix and signing Annex 1.A  

Clause 9(a)-  

Use of  

Sub-processors  

GENERAL WRITTEN AUTHORISATION: The data importer has the data  

exporter’s general authorisation for the engagement of sub-processor(s) from 

an agreed list. The data importer shall specifically inform the data exporter in 

writing of any intended changes to that list through the addition or replacement 

of sub-processors at least 7 days in advance, thereby giving the data exporter 

sufficient time to be able to object to such changes prior to the engagement of 

the sub-processor(s). The data importer shall provide the data exporter with the 

information necessary to enable the data exporter to exercise its right to object.  

Clause 11 

(Redress)  

Optional language in Clause 11 shall not apply  

Clause  

17-Governing  

Law  

These Clauses shall be 

governed by the law of 

one of the EU Member 

States, provided such 

law allows for third-

party beneficiary rights. 

The Parties agree that 

this shall be the law of 

the Member State of the 

Controller.  

These Clauses shall be 

governed by the law of  

one of the EU Member 

States, provided such law 

allows for third-party 

beneficiary rights. The  

Parties agree that this 

shall be the law of 

Switzerland.  

These Clauses shall be 

governed by the law of 

one of the EU Member 

States, provided such law 

allows for third-party 

beneficiary rights. The  

Parties agree that this shall 

  

be the law of England and 

Wales.  

  



Clause 18  

–Choice of  

Forum and  

Jurisdiction  

(b) The parties agree 

that those shall be the 

courts of the Member  

State of the Controller.  

The parties agree that 

those shall be the 

competent courts of 

Switzerland.  

The parties agree that those 

shall be the competent courts 

of England and Wales.  

Annex 1A- List 

of Parties  

The name, address, and contact person’s name, position, and contact details, 

and each party’s role in processing personal data are provided in Section 1, 2, 

and 3 above  

Annex 1B  

–Description of  

Transfer  

This information can be found in Section 4 above.  

To the extent applicable, the descriptions of safeguards applied to the special 

categories of Personal Data can be found in Appendix 2 to the DPA.  

Clause 13 and  

Annex 1C  

–Competent  

Supervisory  

Authority  

Identify the competent 

supervisory 

authority/ies in  

accordance with Clause  

13: Irish Data  

Protection  

Commissioner  

Identify the competent 

supervisory 

authority/ies in  

accordance with Clause  

13: FDPIC  

Identify the competent 

supervisory authority/ies in 

accordance with Clause 13:  

UK Informational  

Commissioner  

Annex II  

–Technical and 

Organizational  

Measures  

The description of technical and organization measures designed to ensure the 

security of Personal Data is described more fully in Schedule 3 to the DPA.  

Annex II  

–Technical and  

Organizational  

Measures  

–Subprocessors  

Annex III – List 

of 

Subprocessors 

See Schedule 2 to the DPA  

  

Ending the UK  

Transfer  

Addendum 

when the 

Approved 

Addendum 

changes  

  

N/A  

N/A  Which Parties may end this 

Addendum as set out in 

Section 19:  

☒ Importer  

☒ Exporter  

  

  

http://www.hirevue.com/legal


  

SCHEDULE 2 – APPROVED SUBPROCESSORS  

  

Entity Name   

Subprocessing Activity  

Entity Country  

  

Amazon Web Services  

Cloud service provider  

United States  

  

Google Workspace  

Data room  

United States  

  

Mixpanel  

Cloud-based Analytics  

United States  

  

Groq, Inc.  

Cloud service provider  

United States  

  

Cerebras Systems, Inc.  

Cloud service provider  

United States  

  

  

  

  

  

Hubspot  

Customer relationship management  

United States  

  

OpenAI  

Enterprise agreement with DPA for AI inference 

United States  

  

Secureframe  

Security scanning  

United States  

  

WorkOS  

SSO infrastructure  

United States  

  

Textkernel  

Job description parsing  

United States  

  

Sentry  

Cloud-based logging  

United States  

  

Anthropic  

Cloud service provider  

United States  

  

  

  

A current list is available at: https://trust.compa.ai/subprocessors   

  

  

 

https://www.compa.ai/privacy


SCHEDULE 3 – TECHNICAL AND ORGANIZATIONAL MEASURES 

Compa maintains the following technical and organizational measures to protect Customer Personal Data, 

taking into account the nature of the processing and the risks to Data Subjects. Compa may update these 

measures from time to time, provided that updates do not materially reduce the overall level of protection. 

1. Security Program. Compa maintains a documented information security program, with policies and 

controls that are reviewed periodically and overseen by designated personnel. 

2. Hosting and Physical Security. Customer Personal Data is hosted with reputable third-party cloud 

infrastructure providers that maintain industry-standard physical and environmental security controls. 

Personnel devices used to access Compa systems are subject to security controls. 

3. Encryption. Customer Personal Data is encrypted in transit and at rest using industry-standard 

encryption. 

4. Access Control. Access to systems containing Customer Personal Data is restricted to authorized 

personnel based on least privilege and business need. It requires strong authentication, including multi-

factor authentication where appropriate. Access rights are reviewed periodically and revoked when no 

longer required. 

5. Data Segregation and Minimization. Customer data is logically segregated within Compa’s 

environment. Compa limits processing of Customer Personal Data to what is reasonably necessary for the 

purposes described in this DPA, and applies pseudonymization or de-identification where appropriate, 

including as described in Section 2.3. 

6. Logging and Monitoring. Compa logs and monitors activity on systems that process Customer 

Personal Data to detect and respond to unauthorized access or anomalous activity. 

7. Vulnerability Management and Testing. Compa regularly assesses its systems for vulnerabilities, 

including through periodic security testing, and remediates identified issues according to their risk. 

8. Secure Development and Change Management. Compa follows secure development practices, 

including review and testing of changes before deployment and separation of production and non-

production environments. 

9. Availability and Resilience. Compa maintains backup, redundancy, and recovery measures designed to 

restore availability of and access to Customer Personal Data in a timely manner following an incident. 

10. Incident Response. Compa maintains an incident response process for detecting, investigating, 

containing, and remediating security incidents. Customers are notified of Personal Data Breaches in 

accordance with Section 7 of this DPA. 

11. Personnel. Personnel with access to Customer Personal Data are bound by confidentiality obligations 

and receive security and privacy training. 

12. Subprocessors. Compa evaluates the security practices of Subprocessors before engaging them and 

binds them to written data protection obligations consistent with this DPA. 



13. Retention and Deletion. Customer Personal Data is retained and deleted in accordance with Section 9 

of this DPA. Data in backups is deleted in the ordinary course of backup rotation. 
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