Consent to ID Verification

In order to verify that you are the person depicted in your government-issued identification ("Services"), Bank of Brodhead (hereinafter, "Company") uses third-party technology from Incode Technologies, Inc. (hereinafter "Incode") to collect personal data  from or about you, including biometric information and biometric identifiers such as your faceprint ("Biometric Information"), a selfie, and government-issued identification, including information obtained, for example and where applicable, by scanning the barcode (collectively with Biometric Information, "Personal Data"). Specifically, you will be asked to take a selfie through the Incode platform. Incode will then scan and map your facial features in comparison with the picture on your government-issued identification to allow you to create and/or access your account with Company.  Please note the processing of your Personal Data, namely of your Biometric Information, shall include a comparison of the picture in your ID document with your selfie (1:1) which shall then be compared against the Company database for fraud prevention purposes (1:N). 

For the Services, Incode will also collect other information that is on the front and back of your identification documentation, including where it exists and permitted by law, by scanning the barcode and collecting information derived from it (e.g., name, date of birth, height). We use this information to verify your identity and to prevent fraud.

Company or Incode on behalf of Company, may also share your Personal Data with third-party service providers or governmental entities that enable us to provide our Services (e.g. cloud hosting providers, fraudsters data base or the Department of Motor Vehicles if you provide a US identification card) and other third parties where required by law.

Use of your Personal Data: Your Personal Data, including Biometric Information, may be used for the following purposes (as applicable depending on your consent), in each case as further described in Company's  Terms & Conditions at www.bankofbrodhead.com and/or Incode's Privacy Policy https://incode.com/omni-privacy/

• To provide the services for which the Personal Data was requested; To improve or modify Incode's products and services; and
• To comply with Company's or Incode's obligations under applicable law. 

You can request the deletion of your Personal Data, and exercise any other rights under applicable data protection laws, at any time by emailing Company  at bofb@bankofbrodhead.com or Incode at dataprotection@incode.com. If you request deletion of your Personal Data, we will not be able to recover it at a later point. Company or Incode, as applicable, will permanently delete Biometric Information processed (if any) for its own purposes by the earlier of: (i) the time at which the purpose for which it was collected has been satisfied; or (ii) three years from the moment you provide consent.  Incode will do likewise with the Biometric Information that it processes on behalf of, and as instructed by, Company. 

By ticking the below box and providing Company with your Personal Data, including your Biometric Information and government identification information, you consent to Company's and Incode's collection, storage, retention, use and disclosure of such information to provide the identity verification services, consistent with Company's Privacy Notice and Terms & Conditions which you may find at www.bankofbrodhead.com.  Even if you consent, you can subsequently withdraw consent at any time.
