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Product Overview

DNSDB Scout

Investigative platform and API draws on 15+ years of current and
historical passive DNS data that enables efficient DNS-based
investigations in an intuitive Ul.

2TB DNS DATA COLLECTED DAILY
100+ BILLION DNS RECORDS
800k+ OBSERVATIONS PER SECOND
1GB/SEC REAL-TIME STREAMING

Comprehensive passive DNS data of near real-time and historical DATA
global Internet infrastructure data. All observed questions and
responses are included as well as all resource record types.
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Getting Started

25 research.domaintools.com

@1 Account Activation

Q DomcinTools PROFILE v CONNECT ~ MONITOR ~ SUPPORT ~
APl owner receives email upon account

creation.
02 Start Investigations
DNSDB can be started from the research TSR
home page HOSTING HISTORY

. e Whois Lookup
03 Direct Access

DNS TOOLS

To access the platform directly, select
‘DNSDB Scout’ under the ‘Connect’ menu.

J—

domaintools.com Q DomainTOOIS




DNSDB Scout Home Page

05h 50m 999
®
. DNSDB Scout Until Quota Reset Queries Left . Need Help?
Flexible Search - Recent Queries Cﬁs # 0)( USER GUIDES )( DEV DOCS )( RESEARCH > Time unt.ll DNSDB
quota is reset
RRSet RData Limid
5000
Domain @ Bailiwick @
TieEnEs, Tota.l numbgr of
(hosf.example.com ) (exomple.com ) daily queries
Options remaining
Record Type

(Cany -) e

DNSDB Scout

- settings page
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DNSDB Scout Home Page

Flexible searches allow
for regular expressions
and search terms

Standard searches if Recent queries allow
you know what you are you to look back at
searching with your queries

® 05h 50m 999
. DNSDB Scout Until Quota Reset Queries Left . Need Help?

Flexible Search - Recent Queries @ # GD( USER GUIDES )( DEV DOCS )( RESEARCH )
RRSet RData Limit Offset
Domain @ Bailiwick @
Time Fencing
(hosf.example.com > Cexcmple.com )
Options
Record Type

(Cany -) e
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Getting Started

The Settings screen
allows you to paste

in your DNSDB API Seﬂ'ings

key for use with
Scout

Set an API Key

(Pasfe An API Key Here >
Advanced options -

allow the user to
change further Advanced

settings

domaintools.com Q DomqinTOOIS




Getting Started

Limit
You can enter any type of RRSet RData
domain in this box and DNSDB 5000 ~
will provide the matches. Domain @ Bailiwick @
Time Fencing
You can also utilize the left-side ? (’*.communi’ryre!iefzone.com > (example.com )
wildcard match (*.domain) or Ofsitters
the right-side wildcard match
(hostname.*) Record Type
E ak
EA
DNSDB can match against A
“ANY" resource record
AAAA
type, or you can choose a
specific one.
P AR © 2025 DomainTools.
ANY-DNSSEC Use of this tool is governed by your Farsight DNSDB API Key License Agreement and Terms of Use.
APL
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Getting Started

Successful Query for: RRSet *.communityreliefzone.com A (Limit 5000)
Found 6 Results

Show@enfries First Previous . Next Last

Filter Time Last Cﬁ‘\‘,r‘r Count ) (F\\rey Baili e ) G‘vhe’ RRType ) ("\Tfr RData

i TIME FIRST SEEN (UTC) & TIMELAST SEEN(UTC) 2 +| COUNT BAILIWICK RRNAME « RRTYPE RDATA
esults wi
display both the
Time First Seen 2025-09-17 20:33:34 2025-10-05 01:57:00 8 communityreliefzone.com.  communityreliefzo A 104.21.49.224 The resource record
and the Time ne-com: 172.67152.254 type (RRTYPE) and
Last Seen which 2025-09-24 01:39:34 2025-09-24 01:39:34 1 communityreliefzone.com.  staticl.communityr| A 104.21.49.224 the response data
provides the eliefzone.com. Ao (RDATA) are a unique
frame for the set observation set for
of observations 2025-03-0117:23:55 2025-09-17 13:49:12 150 communityreliefzone.com.  communityreliefzo | A 104.2116.1 any domain name
e 104.21.321 that has been
104.21.4811 observed (RRNAME).
104.21.64.1
104.21.8011
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Getting Started

Pivoting

Hovering over the RDATA results gives you
common options to pivot to additional queries.

RDATA
104.21.49.224 &
172.67.152.254

104.21.49.224
172.67.152.254

104.21.16.1

le.com.

104.21.321

domaintools.com

RDATA Pivoting

Clicking on a pivot pre-populates a new query
with appropriate values.

RRSet RData

Input Mode: O Name @) IPor Network (O Raw Hex

Record Data (104.21.49.224
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Getting Started

RRSet RData

Input Mode: O Name @) IPor Network (O Raw Hex

Record Data (104.21.49.0/24

domaintools.com

RDATA Search

You can also search by the RDATA or the
response of a DNS query. Using an RDATA
search allows you to search for a name
(like a nameserver or mail server), IP
address, or CIDR block. This example
shows the CIDR notation.
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Getting Started

A

email.hotmail.a.ac.

email.c.ac. A

Syntax: (@ Keyword (O Regex Q) Globbing @

email.e.ac. A

Search: (®) Left-Hand (RRName) QO Right-Hand (RData) @ O .
. gsam-email-qa.e.ac. A
Find * ©
gsam-email-prod.e.ac. A
(emdil ) bucket-nsl4bemail.e.ac. A
application.bucket-nsl4bemail.e.ac. A
Record Type

cgigistlientkb.application.bucket-nsl4bemail.e.ac. A

(A v> o webgist.cgigistlientkb.application.bucket-nsl4bemail.e.ac A

Flexible Search Results

Flexible Search If that term exists somewhere in a domain name, it is considered

Using a Flexible Search allows you to use multiple a match and will be displayed in the results pane. Note that only
syntax options. A Keyword search looks for the specific the domain name and the resource record type are included in
term that you requested. Flexible Search results.
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Getting Started

RRNAME <
- Standard Search Recent Queries

email.hotmail.a.ac.

Syntax: O Keyword (@ Regex O Globbing @ email.c.ac.
Search: (@ Left-Hand (RRName) QO Right-Hand (RData) @ email.e.ac.
Find* @ Exclude ©@ email.l.ac.
C"email.*\.[[:Glphd:]]{2,3}\.$ ) CPcﬁern fo Exclude email.education.o.ac.
Record Type Emaliec

(A v) o email.t.ac.

email.u.ac.

Regex Search Regex Search Results

The results show domains that match
this pattern.

A Regex search allows you to use regular expressions.
In this case, the domain must start with “email” and
have a 2 or 3 letter TLD.
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Additional Options

Limit
10 - @
2000 B Time Fencing
5000
] Seen After (UTC)
10,000 12:0(
— (ﬁ September 1, 2025 12:00 AM ) O -
25,000
50,000 o Seen Before (UTC)
Max T Cﬁ Date/Time )
Response Limiting Time Fencing
The “Limit” allows you to put a limit on the number of Time Fencing also allows you to specify a “Seen
responses you receive for your search. Anywhere After” or “Seen Before” date and time. You can also
from 10 results up to “Max” (which is 100,000). use both options to set a specific time frame.
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