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Product Overview

Iris Investigate

THREAT INTELLIGENCE & HUNTING
FRAUD PREVENTION

FORENSICS & INCIDENT RESPONSE
BRAND PROTECTION

ACTOR PROFILING

SOC AUTOMATION

Investigative platform and API draws on 25+ years of current and
historical data to enable seamless, efficient cyber investigations in
an intuitive Ul.

Comprehensive passive DNS data of real-time and historical
global Internet infrastructure data.
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Getting Started

O 8 & nhttps://research.domaintools.com

@1 Account Activation

c Domqin'rools PROFILE v CONNECT v MONITOR v RESOURCES v SUPPORT  CUSTOMER JOURNEY

Users receive login email upon account N
creation. '
02 StartInvestigations s v oo

REVERSE IP WHOIS

Iris Investigations can be started from the
research home page with a single domain

IP EXPLORER

or IP address.

03 Direct Access R JOTe with Iris

To access the platform directly, select ‘Iris
Investigate’ under the ‘Connect’ menu.

| Enter a domain or IP address...

o Q Search

HOME RESEARCH

ACCOUNT ~
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Iris Investigate Home Page

[ = isinvesTioaTe €% Domaintods

Omni Query Box

DomainTools Iris Investigate

Map connected infrastructure fo get ahead of threats

Left Pane Menu Homain names ,IP addresses , name server, , email address, re gistrant names .
Sharing/Settings NPT e I

YOUR MOST RECENTLY ACTIVE INVESTIGATION

IRIS DETECT EXPORT - MICRODICOM 2024-08-06 today at 4:10 PM

DT Navigation
Account Info/Other

Procicts
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Omni Query Box

Iris Investigate

Map connected infrastructure to get ahead of threats

\ domain names, |P addresses, name server, email address, registrant names ... .

Note: input your terms to start a new investigation

Getting Started Tips

e 1000 character limit

e Supports multiple inputs (domains, IPs, X509, names, phone
numbers, etc)

e Supports defanged URLs
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Iris Nav Pane Guide

f* Home Settings of Interest
@ He e Dark Mode/Light Mode

- e Pivot Engine Ordering (Prioritize views of DNS, x509,

: Whois, etc)

_’ & Settings e Historical Search Toggle (match against current state or
include Whois history)
Q. search e Guided Pivot Thresholds (UX indication of ‘smaller’
R groupings for potential reverse pivots)
ags

@ Investigations ok
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Iris Nav Pane Guide

A Home o
0 Help °
Settings/Help/Tutorials * Settings ®
°
Q. Search
A Tags
@_)) Investigations +

domaintools.com

Investigations & their queries are persistent, result sets
may change as new data is collected

Investigations can be shared across the account with
read/write/edit options

Investigations are not shareable beyond the account level
Queries are exportable/shareable via ‘Search Hashes’

Create New Blank
Investigation
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The Pivot Engine

AvgRisk 164 Avg Age ¥ DOWNLOAD Page1of 2 (568 records) >
O DOMAIN RISK SCORE TAGS 1P CREATEDATE  WEBSITE TITLE FIRSTSEEN v REGISTRAR NAME SERV
O  emergencyhelpnetwork.com P ISP IP INFORMATION ASN cc = 2025-03-01 Emergency Help Network 2025-03-01 NAMECHEAPINC  osTNAM

59dc Id 919 AM
@ inspEcT 1042110244 @ CloudFlare Inc. 13335 US A Pt PORMENEES jasmine.ns.c
© 3 GUDEDPIVOTS 172.67131189 @ CloudFlare Inc. 13335 US
kellen.ns.clo
O communityreliefzone.com P ISP IP INFORMATION ASN cC = 2025-03-01 Community Relief Zone 2025-03-01 NAMECHEAPINC  1oSTNAM
59dc Id 917 AM
@ inspect 104.21.801 @ CloudFlare Inc. 13335 US cree Smonthsage | 1ANAID:1068 P
@ 3 cupeDPIvOTS 104.21M2.1 @ CloudFlare Inc. 13335 US
104.21.961 @ CloudFlare Inc. 13335 US
10421321 Q@ CloudFlare Inc. 13335 US kslenozcio
104.21.641 @ CloudFlare Inc. 13335 US
104.21161 @ CloudFlare Inc. 13335 US
104.21.481 @ CloudFlare Inc. 13335 US
O getemergencyaid.com P ISP IP INFORMATION ASN CC | 2025-03-01 Get Emergency Aid 2025-02-28 NAMECHEAPINC  HOSTNAM

The pivot engine shows the most recent data collected for any given domain
in a scrollable, tabular format
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The Right Click

O DOMAIN RISK SCORE TAGS

[0  emergencyhelpnetwork.com
@ INSPECT

@) 3 GUIDED PIVOTS

IP

CREATE DATE

ISP IP INFORMATION ASN CC | 2025-03-01
104.21.10.244 @ CloudFlare Inc.
172.67131189 @  CloudFlare Inc.

Right-clicking on a data

Filters

point in the pivot engine

gives the reverse pivot NEW SEARCH

count of that value
across the Iris dataset
(all tracked “Domains”
like those seen on the
left side here)

O | communityreliefzone.com
@ INSPECT

Narrow Query
MATCHING
GREATER THAN
LESS THAN

EXCLUDE

@ 3 GUIDED PIVOTS

@ ~ 220,956 domains share this value.

Date Created (RDAP)

20250301

Date Created (Whois)

20250301

59 days old
13335 US
13335 US
X
$2025-03-01
59 days old

T Z O =

ToUaTTaTe TG

R
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Filters and Pivots

Filters Narrow Query

NEW SEARCH MATCHING

Virtually any data point or any combination of data points can be
the subject of a reverse lookup
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Filters and Pivots

Auto IANA Id > Matches x

1068 <

C EXPAND YOUR SEARCH
AND

Auto Contact Street v Exactly Matches ¥
Auto Emails > Matches .5
& | dnsecloudflare.com i 17505 Telge Rd Ste 102 #245
@ ADD HISTORICAL RESULTS
Th ey can be R I C EXPAND YOUR SEARCH
AND
Comp|ex -1ale o o | s D,

com

include many '
iti : Or highly targeted
C o n d I t | o n S o £ EXPAND YOUR SEARCH g y g

Risk Score ¥ Greater Than or Equal T

50 X
Domain Name v Matches v

: EXPAND YOUR SEARCH
AND C

af.mil

First Seen » Within -

H i
the last day -

C EXPAND YOUR SEARCH

E ALL of these conditions are frue ¥ N ARROW YOUR SEARCH
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Guided Pivots

O yourfaceoi.com @ Found in 3 columns P ISP IP INFORMATION ASN CC 2025-03-21 Al Photo & Video Generator | YourFace Al
39d. Id
@ INSPECT @ 13.51.8.70 @, Amazon Data Services Sweden 16509 SE i
Ll
@)+ cupeppivors .
* Website Title
e Trackers

Our interface will highlight most data fields that are connected to fewer than 500 domains by default.

These reverse pivots can be used to find tight correlations between domains in our dataset.
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Guided Pivots

Contact Phone
tel:+1.9402081117

52 avgrisk 116 avg Age

P:tel:+1.3253059955 Admin
FIRST
X [} DOMAIN NAME ~ RISK SCORE
SEEN
P:tel:+1.3253059955 Filters O quickassistnet.com 2025-04-27 97
R 8akR nourishmealsupport.com 2025-04-26 34
CARROW SEARCH Right-clicking on a DO - ppk e e
. . . X -04-; 100
EXPAND SEARCH gl-“ded pivot will e it shon sl
give you the option [m} helpsportshub.com 2025-04-26 59
PHONE/FAX PG O b helpandsupportnetwor2025-04-18 34
to look at the result
P:tel:+1.94020811174  £XCLUDE q q [m] aidwithgroceries.com 2025-04-16 34
set In our pivot

. otalhouseaid.com -04-
e BERE (m] totalh id 2025-04-16 34
Pel940208T117 @ - 117 domains share this value. P P : (] healthemergencyaid.com ~ 2025-04-15 67
Contact Phone (RDAP) Contact Phone (Wh (] foodhelpproject.com 2025-04-12 34
T tel:+1.9402081117 19402081117 [m} communitygrocerhelp.com  2025-04-12 82
St . (] familyfirstresources.com 2025-04-08 34

i a

= i 4 myagreedailytrivia.com -04-
(@ 117 domains ) 105 domains (o} dailyt PG =
O securehousingrelief.com 2025-03-13 62

layassistnetwork.com -03-
play th 3 2025-03-13 43
[m] householdaidnetwork.com  2025-03-13 34

gethelpfastassist.com -03-
ethelpfastassist. 2025-03-13 34
O fitnesshelpassist.com 2025-03-13 34

ALL (17)
COMMON (17)
MISSING (100)
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Historical Data

Iris gives you access to our historical data:

e Screenshots (2002-present)
e Whois (2001-present)

e DNS (2006-2021)

e pDNS (2010-present)

e DNS, x509, website data, Whois/RDAP (2021-present)

domaintools.com
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Passive DNS

SEARCH BY QUERY -

Scope

Apex+Subdomains

Record Type
Q

oAl
W i
W AAAA I

CNAME

MX

NS

SOA

TXT

www.af.mil

A4

Source

All

Query *
*.af.mil

TYPE

Result Limit

500

SOURCE

D

After Date

mm/dd/yyyy 9 Q©

COUNT

1

376

3215226

RESPONSE

214.48.248.245

214.48.244.245

23.50.154.37

184.51.232.143

104.66.126.140

127.0.01

127.0.01

184.85.149.5

Before Date

FIRST SEEN ~

2025-04-28,12:09

2025-04-23, 08:52

2025-04-14, 01:02

2025-04-14, 01:02

2024-04-11,14:08

2024-03-15, 11:05

2024-03-15,10:02

2024-03-03, 22:14

mm/dd/yyyy &5 ©

LAST SEEN

2025-04-28,12:09

2025-04-23, 08:52

2025-04-14, 01:02

2025-04-14, 01:02

2024-04-11,14:08

2025-04-28, 08:54

2025-04-28, 08:48

2024-03-03, 22:14

CLEAR

DURATION

1y 43d 21h
1y 43d 22h

15

The pDNS pane allows users to view the observed DNS queries for a given name
or network over the last 15 years.
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Passive DNS

Scope Query * Aoy Gy - Here are current/historical

Apex Only v af.mil
o
Record Type Source Result Limit After Date Before Date N s q d ‘ n' f
NS ~ | D ~ | 500 3 mm/dd/yyyy 8 © mm/dd/yyyy & © CLEAR ueries an answers ror
L]
af.mil:
QUERY TYPE SOURCE COUNT RESPONSE FIRST SEEN LAST SEEN ¥ DURATION
af.mil NS D 14334623  gunter-ns2.afnoc.af.mil. 2021-10-13, 11:13 2025-04-29,05:54 3y 198d 18h
af.mil NS D 14334623  hickam-ns2.afnoc.af.mil. 2021-10-13, 1:13 2025-04-29,05:54 3y 198d 18h . s c o p e: A p eX d O m a I n af. m I |
af.mil NS D 14334623  yokota-nsl0.afnoc.af.mil. 2021-10-13, 11:13 2025-04-29,05:54 3y 198d 18h
af.mil NS D 14334623  lackland-ns2.afnoc.af.mil. 2021-10-13, 11:13 2025-04-29,05:54 3y 198d 18h
e Record Type: Nameserver
af.mil NS D 14334623  ramstein-ns2.afnoc.af.mil. 2021-10-13, 11:13 2025-04-29, 05:54 3y 198d 18h
af.mil NS D 35665 wpafb-ns10.afnoc.af.mil. 2021-07-12, 11:06 2021-07-21,11:37 9d 31m 24s
af.mil NS D 132290 hickam-ns10.afnoc.af.mil. 2020-09-30,10:35 2021-07-12, 11:04 285d 1h 5m . S o u rc e: D ( D N S D B)
af.mil NS D 7711081 scott-ns10.afnoc.af.mil. 2019-09-25,12:00 2020-09-30,11:11 1y 5d 23h
af.mil NS D 2 ramstein-\014s10.afnoc.af.mil. 2020-02-22,15:23 2020-02-22,15:23 1s Y C o u nt: N u m b e r Of
af.mil NS D 37140 osan-nsl0.afnoc.af.mil. 2014-04-23,07:14  2014-04-25,11:58  2d 4h 44m .
observed cache misses
af.mil NS D 37140 scott-nsl.afnoc.af.mil. 2014-04-23,07:14  2014-04-25,11:58  2d 4h 44m .
4 . between first/last seen

af.mil NS D 37140 beale-nsl10.afnoc.af.mil. 2014-04-23,07:14  2014-04-25,11:58  2d 4h 44m
af.mil NS D 37140 langley-ns10.afnoc.af.mil. 2014-04-23,07:14  2014-04-25,11:58  2d 4h 44m d a t e S
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Example Usage I
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Example Usage

e Cloud Threat Intelligence
Windows Remote Desktop Protocol: Remote to
Rogue

April 7, 2025

Google Threat Intelligence Group

When executed, this configuration file initiates an RDP connection to the malicious command-and-
control (C2 or C&C) server eu-southeast-1-aws[.]govtr[.]cloud and redirects all drives,

printers, COM ports, smart cards, WebAuthn requests (e.g., security key), clipboard, and point-of-sale
(POS) devices to the C2 server.

https://cloud.google.com/blog/topics/threat-intelligence/windows-rogue-remote-desktop-protocol
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Example Usage

Domainlools

Starting with apex domain I ri S | n Ve S -|- i g O -|-e

for the command and

trol :
CONEIOL SEIVEL Map connected infrastructure to get ahead of threats

é{govfr.cloud I X .

Note: input your terms to start a new investigation
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Example Usage

Avg Risk 258 Avg Age

¥ DOWNLOAD Page 10of 1 (1record)
[0 DOMAIN FIRST SEEN v JREGISTRAR  NAME SERVER SSL INFORMATION
O @ govtr.cloud 2024-08-15 NameSilo, LLC ' HOSTNAME  IP INFORMATION HASH SUBJECT ALT NAMES ISSUER COMMON NAME
10:14 PM
@, INSPECT 5 onths ago IANA ID: 1479 ns3.dnsowl.com 162159.26.234 @ da3fe726a3... & CN=govir.cloud govir.cloud  Encryption Everywhere DV TLS CA - G2
162.159.27.98 S c7chak63fe... & CN=govir.cloud *.govtr.cloud E5
nsl.dnsowl.com 162159.27173 @ govir.cloud
162159.26136 @
ns2.dnsowl.com 162.159.26.49 Q
16215927130 @

DomainTools discovered
this domain on 8/15/2024.
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Additional Hosting IPv4s

NEW VALUE

DATE FIELD = PREVIOUS VALUE
2024-10-19 3.94.204.138 (US) (AS14618)
IP Address
7:45 AM Amazon Data Services NoVa
2024-09-24 91.195.240.123 (DE) (AS47846)
IP Address
3:28 AM Sedo GmbH

Jo)

Jo)

185.76.79.18 (US) (AS9009)
EDIS GmbH

3.94.204.138 (US) (AS14618)
Amazon Data Services NoVa

Observed hosting
infrastructure via DT lookups +
Domain History

domaintools.com

Query *
| 185.76.79.118 SEARCHE
. Source Result Limit AfterDate ——————————————_ Before Date
LAl v D v 500 < | mm/dd/yyyy (] ® ) mm /dd/yyyy
[elV]=3 4 TYPE SOURCE COUNT RESPONSE FIRST SEEN ¥ LAST SEEN DURATION
data.govtr.cloud A D 3 |'|85.76.79.'I'|8 @ 2025-01-13, 21:19 2025-01-25,14:08  11d 16h 49m
monitoring.govtr.cloud A D 1 |'|85.76.79.'118 @ 2025-01-13, 21:19 2025-01-13, 21:19 Is
: www.eu-southeast-1 .govtr.cloud A D 6 I'|85.76.79.'I18 @ 2024-11-25,01:19  2024-12-23,03:04 28d 2h 2Im l
*.govtr.cloud A D 5 I185.76.79.'I18 @ 2024-11-03,12:25  2025-04-01,20:05 149d 6h 39m
www.govtr.cloud A D 16 I’|85.76.79.1'|8 @ 2024-10-26,10:38  2025-03-03,08:56 127d 23h 17m
: h 1 .govtr.cloud A D 421 I155.76.79.'I18 @ 2024-10-23,02:18  2025-04-28,03:33 187d 1h 15m l
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Wildcard Searching in Passive DNS

Scope Query *

Additional Domain ing similar FQDN
Apex Only > eu-southeast-1-aws.* SEARCH BY QUERY - p:tdter:‘s.a o a s us g s a Q

Record Type Source Result Limit After Date Before Date

All ~ D v | 500 ¢ 01/01/2024 5 (Q© mm/dd/yyyy &9 © CLEAR
QUERY TYPE SOURCE COUNT  RESPONSE FIRSTSEEN v  LAST SEEN ° barx[.]CIoud,
eu-southeast-T-aws.barx.cloud A ) 16 54254211 @ 2024-11-01,02:56  2025-04-T1,07:2: PY de p-no [ . ] cloud,
eu-southeast-I-aws.gov-sk.cloud A D 95749 185.21672196 @ 2024-10-30,19:16  2025-04-29,10:3 ° zero-trust [ . ] solutions,
eu-southeast-T-aws.mzv-cz.cloud A D 94303 25820361 @ 2024-10-30,19:16  2025-04-29,Ti15 ° mindef-nl [ ] cloud,
eu-southeast-T-aws.mzv-sk.cloud A D 46705 185767962 @ 2024-10-30,19:16  2025-04-28,13:C ° mzv-sk [ . ] cloud,
eu-southeast-T-aws.mindef-nl.cloud A ) 93503 80.87.206.241 @ 2024-10-30,19:16  2025-04-28,18:1 ° gov-s k [ . ] cloud,
eu-southeast-1-aws.quirinale.cloud A ) 47466 15123616226 @  2024-10-30,19:16  2025-04-29, 06:1 [ mil- pl [ ] clou d,
eu-southeast-1-aws.difesa-it.cloud A D 23854 15123616220 @ 2024-10-30,16:53  2025-02-01,18:4 [ mzv-Cz [ . ] clou d,
eu-southeast-1-aws.msz-pl.cloud A D 94698 62727.213 @ 2024-10-30,10:37 2025-04-29,10:1 [ msz-p [ [ ] clou d,
eu-southeast-I-aws.mil-pl.cloud A ) 46823 9318816316 @ 2024-10-30,10:23 2025-04-29, 05: L] qu irinale [ . ] clou d,
eu-southeast-1-aws.amazonsolutions.cloud A ) 135857 8117.31106 @ 2024-10-30,09:31  2025-04-29, 09:1 L] difesa-it [ . ] clou d,
eu-southeast-1-aws.dep-no.cloud A D 12342 2121215198 @ 2024-10-30,09:22 2024-12-06,00:1 L ukrainesec [ . ] cloud,
eu-southeast-1-aws.ukrainesec.cloud A D 12561 5.133.9.252 @ 2024-10-30,08:05 2024-12-06, 00:( ® amazonso I u t I ons [ . ] Cc I ou dr
eu-southeast-1-aws.gov-ua.cloud A D 735 173.255.204.62 @  2024-10-29,18:52  2025-04-29, 03:% b govtr [ . ] cloud,
eu-southeast-1-aws.govir.cloud A D 421 185.76.79.118 @ 2024-10-23,02:18 2025-04-28, 03:] ® gov - u a [‘ ] C | O u d
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