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At Everfold LLC (together with its subsidiaries, “Everfold,” the “Company,” “we” or “us”), we are committed to ensuring the security of our customers’ financial information. This Everfold Payment/Authorization Policy, together with any other documents expressly incorporated by reference herein (collectively, this “Payment/Authorization Policy”), explains the payment options we offer when you order our laundry processing services (the “Services”), and your obligations as our customer with respect to providing payment for our Services. If you choose to use the Services, you also accept and agree to be bound and abide by this Payment/Authorization Policy. This Payment/Authorization Policy also describes the policies and procedures we follow when you pay for the Services with your credit card. We want you to feel confident that we are protecting your sensitive financial information.
Changes to the Payment/Authorization Policy 

We may revise and update this Payment/Authorization Policy from time to time in our sole discretion. If we do so, we will provide notice to each user of the Everfold Laundry site hosted by Everfold and located at https://www.everfoldlaundry.com/ and related domains (collectively, the “Site”) who has created an account with Everfold (an “Account”). All changes are effective immediately when we post them, and apply to all methods of payment for the Services thereafter. 
Methods of Payment 
The Company may accept VISA, MasterCard, Discover, or American Express, and debit cards with a VISA or MasterCard logo as a form of payment for goods and services. We may in rare cases accept Automated Clearing House (“ACH”) payments, but we reserve the right to require payment by credit card instead, in our sole discretion. We will accept payment by check only if (i) you have been delinquent in paying amounts owed for the Services, and (ii) payments by check are the only way for you to cure such delinquency. We reserve the right to pass credit card processing fees or ACH fees on to you in our sole discretion. Most fees charged for the Services are nonrefundable, unless otherwise provided in writing when you order the Services. 
Your Obligations Regarding Payment For Our Services
In the event of termination of all or any part of your order for our Services for any reason (including for the reason that your order has been completed): (i) all laundry that, at the time of such termination, has already been picked up by Everfold from you, and that is scheduled to be cleaned, dried, folded or packed by Everfold ("Work In Progress"), will be so processed by Everfold according to the applicable schedule; and (ii) Everfold will immediately stop work on the terminated portions of your order and will submit to you an invoice with supporting information setting forth the applicable charges for the Services provided to you prior to the termination of your order, and for all post-termination Services provided by Everfold with respect to Work In Progress. Subject to any period, as described in your written order for our Services, within which you may object in writing to the contents of any invoice, you agree to pay Everfold for such invoiced amounts.
Except in the event that you provide us with a resale exemption certificate, you agree to pay all sales, use, transaction, excise, VAT or similar taxes and any federal, state or local fees or charges that may become due in connection with your purchase of the Services. 
Your failure to pay amounts when due shall give Everfold, in addition to any other available remedies, the right to charge interest on delinquent amounts at the rate of two percent (2%) per month. You agree to pay all costs, expenses and fees of our enforcement of your payment obligations, including collection expenses, court costs, and attorneys' fees.
Method of Invoicing and Payment Processing
For all invoicing, payment processing, customer account management, and automatic text and email messaging regarding the Services, Everfold uses Cents, a third-party software and hardware point-of-sale (“POS”) system designed specifically for laundromats, which also integrates with other payment systems. You will have the ability to create a profile within Cents to pay online, track orders, and save preferences. Everfold may in its sole discretion switch to a different POS platform without notice to you. Cents, or any other POS system designated by Everfold, includes its own terms of use stipulated by a third party and not by Everfold. You agree to use the Cents system or any other POS system designated by Everfold, and to comply with its third-party terms of use, and to keep your information up to date within such system. Your data within the Cents system or other POS system will be used by Everfold only as necessary for our provision of the Services to you, and we will keep your information confidential. You agree to keep your POS system usernames and passwords confidential. Everfold is not liable for any loss incurred by you that is caused by unauthorized third parties using your profile within Cents or any other POS system. You agree that you will not use the Cents platform or any other POS system in a manner that violates any applicable laws, rules or regulations, including but not limited to, privacy and data protection laws and regulations, and that you will not authorize or permit any other person to use the Cents platform or any other POS system in any such manner.
When you order the Services, we will ask for your consent to allow Everfold to securely store your credit card information for automatic recurring charges as described in your written order for the Services. This consent is separate from any other consent given by you under your written order for the Services, and may be revoked by you at any time. You may revoke your consent and request the deletion of your stored credit card information by informing Everfold by email at support@everfoldlaundry.com of your revocation and request for deletion of such information. Your stored credit card information will only be used by Everfold for purposes of rendering payment for the Services, subject to all terms and conditions of your written order for the Services. Your credit card account information will not be stored for a period of time longer than necessary to process the original transaction for which it was submitted, which may include a transaction with automatic recurring charges. We will delete your stored credit card information upon termination of your written order for the Services. All stored credit card data will be encrypted and stored in compliance with Payment Card Industry Data Security Standards (“PCI DSS”).  


The Credit Card Authorization and Payment Process
When you pay for the Services with a credit card, credit card authorization refers to the verification process where we check with the credit card issuer to confirm that you have sufficient funds for the transaction. This process ensures the transaction’s legitimacy, and ensures that funds can be transferred securely before completing the purchase.
Card authorization goes beyond checking whether you have enough funds for a purchase. It also serves as a crucial security measure, allowing card issuers and Everfold to detect and prevent potential fraud before transactions are completed.
During authorization, the card issuer verifies your account balance and temporarily sets aside the transaction amount. This ensures that the money is earmarked for Everfold until the transaction is finalized. If your account lacks sufficient funds, the transaction will not go through.
Card authorization involves four parties:
(i) you, as the cardholder;
(ii) Everfold, as the merchant;
(iii) your bank, referred to as the issuer, or the issuing bank; and
(iv) our bank, referred to as the acquirer, or the acquiring bank.
In Everfold’s case, card authorization is carried out by our payment processor, Cents, or another POS system designated by Everfold. In every credit card transaction, our payment processor also serves as the acquirer for Everfold.
Card authorization usually lasts just a few seconds, and involves the following process: 
Step 1: You initiate payment by using your credit card to pay an invoice. This could involve inserting, swiping, or tapping your card on a payment terminal, or entering your card details on our website or over the phone with our onboarding agent. Card authorization is required for both remote (i.e., online or telephonic) and in-person transactions.
Step 2: Our POS software automatically sends a request to our payment processor / acquirer, asking them to authorize the transaction.
Step 3: Our acquirer accepts the request and sends it to your issuing bank, via the card network (i.e., Visa, Mastercard, etc.), requesting approval.
Step 4: The issuing bank reviews your account to check for two things: (i) to make sure the card itself is valid, and (ii) to make sure there are sufficient funds or credit available to cover the cost of the purchase.
Step 5: Your issuing bank returns one of two decisions to our acquiring bank:
(i) Approved with an authorization code: If everything looks good on the issuer’s end (i.e., the card is valid and there are sufficient funds available) then the issuer responds to the acquirer’s request with approval for the transaction to proceed. This approval will be accompanied by an authorization code. After determining that there are enough funds available to cover the cost of the transaction, the issuer will place an authorization hold on your account. This will reduce the available funds or credit by the amount of the purchase in order to prevent you from potentially overdrawing the account before the funds from the current transaction are moved and sent to the acquirer. Authorization holds are effectively a way for the issuer to make sure that your account immediately reflects the true available balance, even before all pending transactions are settled. Authorization holds can last anywhere from a few minutes to 31 days, and are removed once the acquiring bank receives the funds, or when the authorization expires. Authorization holds are a helpful mechanism for preventing card fraud and chargebacks.
(ii) Declined with an error code: If the issuer determines that the transaction cannot be authorized, it lets the acquirer know, and sends an error code. When authorization fails, we will delay finalizing any transactions until approval is secured. We may in rare cases accept alternative payment methods, as described above. If a card issuer declines to authorize a transaction, the reason almost always falls into one of the following three categories (note that the issuer will sometimes provide a specific reason why a transaction was declined, but in some cases may just decline authorization without any explanation):
(1) Security reasons: The card authorization process is where any red flags related to potential fraud most often are raised. If the issuer finds that a card has been marked as stolen, lost, or frozen, they will reject the transaction and probably take a deeper look into the account to see if there has been other suspicious activity. Similarly, if the card is past its expiration date, the transaction will also not be authorized.
(2) Financial reasons: If the issuer looks at your account and finds that there are insufficient funds or available credit, it will decline authorization and reject the transaction. Some issuers offer overdraft protection that allows transactions to proceed even when sufficient funds are not available, but this feature usually comes with a fee and is not available on all accounts.
(3) Technical reasons: This is more common with online purchases, where there is more room for user error while inputting payment information. If anything about the payment information submitted for an online purchase is incorrect or suspicious, the transaction is likely to be rejected by the issuer.
During card authorization, the issuer confirms that the funds or credit necessary to cover the cost of the purchase are available, but the money itself doesn’t move during authorization. There are two more steps. The “capturing” phase of the card payment process occurs after authorization, when the acquirer requests that authorized funds be sent over from the issuing account. Payment capture can happen on a variable timeline, but since most card authorizations expire in five to ten days, Everfold and our payment processor capture funds before that time.
Finally, once the acquirer has made a capturing request, the settlement phase occurs. Settlement is when the funds actually move from your issuer account to our acquirer account.
Note that processing fees are incurred each time a transaction is authorized. As mentioned above, we reserve the right to pass credit card processing fees on to you in our sole discretion.
Credit Card Authorization Form
A credit card authorization form is a document that you fill out to grant Everfold permission to charge your credit card. Credit card authorization forms are commonly used when setting up new subscriptions and other recurring payments. We use one of these forms when we plan to actually charge the card later without you being present.
The information on a credit card authorization form must include:

· the cardholder’s name;
· the card number;
· the card network (Visa, Mastercard, etc.);
· the card expiration date;
· the cardholder’s billing zip code;
· Everfold’s name, as the merchant;
· a statement authorizing charges; and
· the cardholder’s signature and the date of the signature.
Additionally, many credit card authorization forms include some or all of the following information:

· the cardholder’s full billing address and shipping address;
· the cardholder’s phone number;
· the cardholder’s email address;
· Everfold’s contact information, as the merchant;
· the purchase amount;
· language stipulating that the approval is for a recurring payment, if applicable;
· details of items or services covered by the purchase; and
· customer ID, invoice, or purchase order numbers.
The security of credit card authorization forms entirely depends on the protective measures taken by us, as the merchant. The digital credit card authorization forms provided through the Cents POS system are rigorously engineered to be as secure as possible.
Why We Keep Your Credit Card on File
Credit card information is sensitive information that is governed by PCI DSS. PCI DSS is a set of security rules for any business that handles credit card or debit card information, designed to protect cardholder data from fraud and theft by requiring secure storage, processing, and transmission of payment details like account numbers, names, and expiration dates. PCI DSS is developed by major card brands (Visa, Mastercard, etc.) and managed by the PCI Security Standards Council (PCI SSC). Compliance is mandatory for merchants. PCI DSS is not a law. Rather, it is a contractual requirement of doing business with a credit card company. 
A variety of state and federal laws and regulations also influence how and when businesses can retain cardholder data. 
Storing credit card payment details makes it easier to capture payment for a recurring or regular service. It may also be useful if you regularly make purchases over long periods.
In such cases, by keeping your card information on file, Everfold can avoid having to regularly request payment and the related card information for each billing event. Instead, we can simply charge the card on file each time a payment is due during the effective period of your agreement with us for Services, or each time you make a purchase.
For you, keeping a card on file can offer convenience and ensure continuity of service. You will not have to re-enter your credit card information every time an amount is due, making the payment process faster and more convenient. Having us keep your card information on file can also mean that you don’t have to worry about remembering to pay your bill each time an amount is due. 
PCI DSS Compliance

At Everfold, we want you to be confident that we will protect your credit card information. This section explains our compliance with PCI DSS. 

PCI DSS is intended for all entities that store, process, or transmit cardholder data (“CHD”) and/or sensitive authentication data (“SAD”) or that could impact the security of the CHD and/or SAD. This includes all entities involved in payment account processing – merchants, processors, acquirers, issuers, and other service providers. CHD and SAD are considered “account data” and are defined as follows:

	Account Data

	Cardholder Data Includes:
	Sensitive Authentication Data Includes:

	• Primary Account Number (PAN)
• Cardholder Name
• Expiration Date
• Service Code
	• Full track data (magnetic stripe data or
equivalent on a chip)
• Card verification code
• PINs/PIN blocks



There are twelve specific requirements (and a multitude of sub-requirements) of PCI DSS compliance that map to six objectives, all designed to ensure that  businesses safely handle, store, and transmit credit card information. These requirements and goals are given in the following chart:
	Goals
	PCI DSS Requirements

	Build and Maintain a Secure Network and Systems
	1. Install and maintain network security controls.
1.1 Processes and mechanisms for installing and maintaining network security controls are defined and understood.
1.2 Network security controls (NSCs) are configured and maintained.
1.3 Network access to and from the cardholder data environment is restricted.
1.4 Network connections between trusted and untrusted networks are controlled.
1.5 Risks to the cardholder data
environment (CDE) from computing devices that are able to connect to both untrusted networks and the CDE are mitigated. 
2. Apply secure configurations to all system components.
2.1 Processes and mechanisms for applying secure configurations to all system components are defined and understood.
2.2 System components are configured and managed securely.
2.3 Wireless environments are configured and managed securely.


	Protect Cardholder Data
	3. Protect stored account data.
3.1 Processes and mechanisms for protecting stored account data are defined and understood.
3.2 Storage of account data is kept to a minimum.
3.3 Sensitive authentication data (SAD) is not stored after authorization.
3.4 Access to displays of full Primary Account Number (PAN) and ability to copy PAN are restricted.
3.5 Primary account number (PAN) is secured wherever it is stored.
3.6 Cryptographic keys used to protect stored account data are secured.
3.7 Where cryptography is used to protect stored account data, key management processes and procedures covering all aspects of the key lifecycle are defined and implemented. 
4. Protect cardholder data with strong cryptography during transmission over open, public networks.

4.1 Processes and mechanisms for protecting cardholder data with strong cryptography during transmission over open, public networks are defined and understood.
4.2 PAN is protected with strong cryptography during transmission.


	Maintain a Vulnerability Management Program
	5. Protect all systems and networks from malicious software. 
5.1 Processes and mechanisms for protecting all systems and networks from malicious software are defined and understood.
5.2 Malicious software (malware) is prevented, or detected and addressed.
5.3 Anti-malware mechanisms and processes are active, maintained, and monitored.
5.4 Anti-phishing mechanisms protect users against phishing attacks.
6. Develop and maintain secure systems and software.
6.1 Processes and mechanisms for developing and maintaining secure systems and software are defined and understood.
6.2 Bespoke and custom software are developed securely.
6.3 Security vulnerabilities are identified and addressed.
6.4 Public-facing web applications are protected against attacks.
6.5 Changes to all system components are managed securely.


	Implement Strong Access Control Measures
	7. Restrict access to cardholder data by business need-to-know. 
7.1 Processes and mechanisms for restricting access to system components and cardholder data by business need to know are defined and understood
7.2 Access to system components and data is appropriately defined and assigned.
7.3 Access to system components and data is managed via an access control system(s).
8. Identify users and authenticate access to system components. 
8.1 Processes and mechanisms for identifying users and authenticating access to system components are defined and understood.
8.2 User identification and related accounts for users and administrators are strictly managed throughout an account’s lifecycle.
8.3 Strong authentication for users and administrators is established and managed.
8.4 Multi-factor authentication (MFA) is implemented to secure access into the CDE.
8.5 Multi-factor authentication (MFA) systems are configured to prevent misuse.
8.6 Use of application and system accounts and associated authentication factors is strictly managed.
9. Restrict physical access to cardholder data.
9.1 Processes and mechanisms for restricting physical access to cardholder data are defined and understood.
9.2 Physical access controls manage entry into facilities and systems containing cardholder data.
9.3 Physical access for personnel and visitors is authorized and managed.
9.4 Media with cardholder data is securely stored, accessed, distributed, and destroyed.
9.5 Point-of-interaction (POI) devices are protected from tampering and unauthorized substitution.


	Regularly Monitor and Test Networks
	10. Log and monitor all access to system components and cardholder data. 
10.1 Processes and mechanisms for logging and monitoring all access to system components and cardholder data are defined and understood.
10.2 Audit logs are implemented to support the detection of anomalies and suspicious activity, and the forensic analysis of events.
10.3 Audit logs are protected from destruction and unauthorized modifications.
10.4 Audit logs are reviewed to identify anomalies or suspicious activity.
10.5 Audit log history is retained and available for analysis.
10.6 Time-synchronization mechanisms support consistent time settings across all systems.
10.7 Failures of critical security control systems are detected, reported, and responded to promptly.
11. Test security of systems and networks regularly.
11.1 Processes and mechanisms for regularly testing security of systems and networks are defined and understood.
11.2 Wireless access points are identified and monitored, and unauthorized wireless access points are addressed.
11.3 External and internal vulnerabilities are regularly identified, prioritized, and addressed.
11.4 External and internal penetration testing is regularly performed, and exploitable vulnerabilities and
security weaknesses are corrected.
11.5 Network intrusions and unexpected file changes are detected and responded to.
11.6 Unauthorized changes on payment pages are detected and responded to.


	Maintain an Information Security Policy
	12. Support information security with organizational policies and programs.
12.1 A comprehensive information security policy that governs and provides direction for protection of the entity’s information assets is known and current.
12.2 Acceptable use policies for end-user technologies are defined and implemented.
12.3 Risks to the cardholder data environment are formally identified, evaluated, and managed.
12.4 PCI DSS compliance is managed.
12.5 PCI DSS scope is documented and validated.
12.6 Security awareness education is an ongoing activity.
12.7 Personnel are screened to reduce risks from insider threats.
12.8 Risk to information assets associated with third-party service provider (TPSP) relationships is managed.
12.9 Third-party service providers (TPSPs) support their customers’ PCI DSS compliance.
12.10 Suspected and confirmed security incidents that could impact the CDE are responded to immediately.



While businesses of all sizes must comply with PCI DSS, there are four different levels of PCI compliance with varying levels of reporting requirements based on the annual number of payment card transactions. Everfold is a Level 4 merchant, handling fewer than 20,000 transactions per year. PCI DSS reporting requirements involve documenting and proving compliance with the twelve specific requirements of PCI DSS compliance. Everfold reports compliance through an annual Self-Assessment Questionnaire (“SAQ”). The SAQ is an annual validation tool for Everfold to report the results of our PCI DSS self-assessment. The SAQ includes a series of yes-or-no questions for each applicable PCI DSS requirement. If an answer is no, Everfold may be required to state the future remediation date and associated actions.
A PCI vulnerability scan is an automated test that identifies potential data security vulnerabilities in an organization’s IT infrastructure. Merchants at all PCI levels, including Everfold, must undergo a quarterly vulnerability scan conducted by an approved scanning vendor (ASV).
As of April 1, 2025, all merchants (including Everfold) and third-party service providers (including Cents, or any other POS system designated by Everfold) involved in processing credit or debit card payments must fully adhere to the enhanced security requirements outlined in the latest version of PCI DSS, designated PCI DSS 4.0. Requirements that were formerly marked “best practice” are no longer optional and must be fully implemented and tested. 
Outsourcing card functions to third-party platforms, such as Cents or any other POS system designated by Everfold, does not exempt Everfold from its PCI DSS responsibilities.
The Cents POS system is required to maintain its own PCI DSS compliance, and any other POS system designated by Everfold will also maintain its own PCI DSS compliance.

