Abyss Privacy Policy

Effective Date: 26th September 2025

The Abyss Protocol operates in a decentralized and permissionless
manner on the Sui blockchain. Although we may collect and
process information about users of the Abyss platform or interface
in accordance with this Privacy Policy, we do not have information
about all protocol users beyond what is already publicly available
and recorded on the blockchain.

This Privacy Policy (the "Privacy Policy") explains how Abyss Labs
("we," "our," or "us") collects, uses, and shares information in
connection with our Services as well as your rights and choices
regarding such information in accordance with applicable data
protection legislation, including the Data Protection Act (as
amended) of the Cayman Islands (together, "Data Protection
Legislation"). These terms apply to the Abyss platform, interface,
and any other online location that links to this Privacy Policy
(collectively, the "Services").

By using the Services, you also agree to our collection, use, and
sharing of your information as described in this Privacy Policy. If
you do not agree with the Terms of Use, you should not use or
access the interface or the Services.

If you are an individual, this Privacy Policy will be relevant to you
directly. If you are an entity or arrangement that provides us with
personal data on individuals connected to you for any reason, this
Privacy Policy will be relevant for those individuals and you should
transmit this Privacy Policy to such individuals or otherwise advise
them of its content.



1. Information Collection

A. Information You Provide
We may collect the following information about you when you use
the Services:

Correspondence and Support: When you contact us for support or
other inquiries, you may share with us your contact details and
contextual information relevant to your issue (such as wallet type,
transaction details, device type, or error codes). This helps us
respond and improve the Services.

Platform Interactions: When you interact with the Abyss platform
and smart contracts, we may collect information about these
transactions to provide services and improve platform
performance.

You may choose to voluntarily provide other information to us that
we have not solicited from you, and, in such instances, you are
solely responsible for such information.

B. Information Collected Automatically
We collect the following information:

Wallet Address: We may collect the wallet address you use to
connect to the interface to block wallets that are associated with
certain legally prohibited conduct. Separately, we may collect your
wallet address as part of "Usage Information” to improve the
interface and user experience of the Services.

Transaction Data: We collect information about your interactions
with the Abyss platform and blockchain transactions to provide
services and improve user experience.



Device Information: We may collect information about the device
you use to access the interface, such as the device type, operating
system, browser type, and screen dimensions. This information
helps us optimize the interface for different devices and
troubleshoot technical issues.

Usage Information: We may collect information about how you use
the interface and Services, including your wallet address, access
times, pages visited, features you interact with, links clicked, and
search queries. This data helps us understand user behavior and
continuously improve the platform.

For further information on how we use tracking technologies for
analytics and your rights and choices regarding them, please see
the "Cookies Policy" and "Analytics" sections below.

2. Use of Information

We may collect and use information for our legitimate business
purposes in accordance with the practices described in this
Privacy Policy, including where necessary for contract
performance, compliance with legal obligations, or pursuant to our
legitimate interests. Our business purposes include:

Operating and Managing the Services: To make the Services
available to you and perform requested services, including
facilitating blockchain transactions, providing customer support,
sending technical notices and updates, and detecting fraud and
security threats.

Platform Improvement: To continually improve the Services,
optimize user experience, and fulfill legitimate business purposes
as permitted under applicable laws.



We may use information that does not identify you (including
aggregated or de-identified information) for any purpose except as
prohibited by applicable law.

3. Sharing and Disclosure of Information

We may share or disclose information in accordance with this
Privacy Policy and for the purposes set out in the "Use of
Information" section above. Categories of parties with whom we
may share information include affiliates, professional advisors,
service providers, and regulatory authorities.

We may share information that does not identify you (including
aggregated or de-identified information) except as prohibited by
applicable law.

4. Data Security

We implement and maintain reasonable administrative, physical,
and technical security safeguards to help protect information about
you from loss, theft, misuse, unauthorized access, disclosure,
alteration, and destruction. Nevertheless, transmission via the
Internet is not completely secure and we cannot guarantee the
security of information about you.

5. Your Rights

You have certain data protection rights under Data Protection
Legislation, including the right to access your personal data, stop
direct marketing, restrict processing, have inaccurate data
corrected, ask us to stop processing your data, and be informed of
data breaches.



Note that we cannot edit or delete information stored on the Sui
blockchain, including transaction data related to your wallet
address and on-chain activities.

6. Contact Us
If you have questions or comments about this Privacy Policy, our
data practices, or our compliance with applicable law, please

contact us by email: support@abyssprotocol.xyz

This is a condensed version of the Privacy Policy. For the complete
policy with all detailed sections, please contact us.
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