
Cyberhaven Insider Risk 
Intelligence Service (IRIS)
Organizations face growing insider risk threats, from data exfiltration to policy violations. Yet most security 
teams lack the structured programs, cross-functional workflows, and expert guidance needed to operationalize 
insider risk management across HR, legal, security, and the business.

IRIS combines threat intelligence, program assessment, and prescriptive workflows to help organizations 
build and mature their insider risk programs. Focused on building and maturing your insider risk program, IRIS 
delivers expert analyst support, structured maturity scoring, and cross-functional operational guidance, all 
grounded in Cyberhaven’s proprietary Threat Actor DNA framework.

Key Features
Quarterly Insider Threat Patterns

•	 Research into emerging insider threat patterns
•	 Cross-customer trends
•	 Policy and detection deployment

Quarterly Insider Risk Program 
Maturity Assessment

•	 Program evaluation against Threat Actor DNA 
types and key risk scenarios

•	 Capability scoping across visibility, governance, 
and remediation

•	 Output prioritization

Biannual Executive Insider Risk Review

•	 Summarizes program progress, maturity changes, 
and connecting findings to business-level impact

•	 Aligns on the next two quarters of insider risk 
priorities and workflows

Program & Workflow Consultation

•	 Workflow mapping for non-technical stakeholders
•	 Guidance and strategy insights
•	 Dashboard and remediation runbook creation

Insider Risk Community Access

•	 Quarterly community meetups focused on insider 
threat and program best practices

•	 Slack-based discussion space for questions, field 
patterns, and peer sharing

•	 Regular news and curated reports on insider 
threat and data exfiltration trends

Labs Analysis on Threat Actor DNA (optional)

•	 Manual analysis of  recent user activity to identify 
individuals fitting key insider risk types as defined 
by Threat Actor DNA

•	 Prioritized list delivery for review within the IRIS 
reporting package

https://www.cyberhaven.com/


Request a demo

IRIS Benefits Build and mature a structured insider risk program with  
expert-guided support

Operationalize insider risk across HR, legal, security,  
and the business with consumable workflows

Stay ahead of emerging threats with quarterly intelligence  
informed by cross-customer data

Demonstrate program progress with objective maturity  
scoring and executive-ready reporting

Access a peer community of insider risk practitioners  
for shared knowledge and best practices

2Cyberhaven Insider Risk Program Assessment (IRIS)

https://www.cyberhaven.com/request-demo
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