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Why a Migration Framework

Standardised Guardrail

Eradicates configuration drift, guar '
assets align directly with the target s

Enterprise Scalability

Replaces isolated, low-availability
pods backed by Multi-AZ persistent re

i
Early Risk Integration
Shifts security validation left, embedding a
compliance validation into early stages of en



Purpose & Strategi -%Mme HETES

Standardised Delivery Operational Parity

Ensures immediate code execution parity
across all development, testing, and
staging ranges by standardizing multi-stage
build pipelines.

Translates cloud engineering mechanics
directly into business goals, keeping
metrics, tracking logs, and audit pathways
transparent across all tiers.







Strategic Assessment, Modernisation and Migration Strategy

What Are We Doing?

Performing deep-dive discovery sessions to define project requnrements and assessmg the legacy footprint to determine the most cost-effective
and optimal transition model. : _

How It’s Done
Infrastructure as Code: Using Terraform templates to build iden'ticél. efnyiron'mehts.r'eliably evéry time
Version Control: Leveraging Git as the "Time Machine" for all sysiem'a‘h’d COde chah‘ges to ensure absolute version control

Continuous Assembly & Auditability: Testmg everydeveloper contrlbutlon for secu rity and bugs before it reaches users, ensuring every
change is recorded, reviewed, and reversible for banking audits.
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Bolas Key Outputs

DevOps Engineer ® TerraformlaC templates
® GitOps automated assembly line

Cloud Engi
oud Engineer ® Reversible audit trails
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Deconstructing application code structures and translating data persistence engines to support stateless, horizontal
scaling within containerised cluster resources.
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Application and Pipeline Preparation

What Are We Doing?

Decoupling existing applic
tailored for orchestration.

urity, minimal-footprint container images

How It’s Done

Multi-Stage Build Pattern: Se ECR-mirrored base slim images.

Environment Sanitisation: Dec er binaries.

Orchestrated Local Parity: Utilizi production network.

Tools Needed

Docker Visual Studio Github




Modernisation and Migration

What Are We Doing?

Migrating localised, file-ba d for high availability.

How It’s Done

Zero-Static-Password Manda WS IAM database tokens

generated on runtime.

High-Availability Configurations: ilability boundaries.

Automated Protection: Enforcing in covery points.

Tools Needed

PostgreSQL
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Cl/CD Pipeline and Deployment

What Are We Doing?

Implementing a modern delivery pipeline with GitOps integration, enf.‘suvrihgthat the cloud environment automatically syncs to match the
approved state in the Git repository e

How It’s Done

Constraint & Persona Analysis: Analysing legacy infrastructure cohstraihts’\)vhile id éntifying plrimary user personas and load profiles.
Migration Path Selection: Choosing between Lift & Shift, Re- platform , or Refacto'r‘based on ROI and scalability.

EA3

Roles Key Outputs
Business Domain Owners ® TerraformlaC templates

it t t Ly li
Technology Analysts ® GitOps automated assembly line

® Reversible audit trails




Cl/CD Pipeline and Deployment

What Are We Doing?

Automating structural validation, vulnerability scanning, and secure ,build co'mvpi'la’tidn’WOr_kflows directly from corporate code repository
platforms. s s

How It’s Done

Continuous Quality Verification: Executing unit test frameworks and s)tat'ic ’s'éc'u‘ rify vanalybsis ulp'on every codebase change.
Secure Compilation: Binding built container artifacts with dynamic, cryptographically verifiable Git SHA tracking variables.
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Roles Key Outputs
DevOps Engineer @ GitHub Action pipeline definitions
Cloud Engineer ® Automated security scan reports

® \Version-controlled ECR artifacts




Cl/CD Pipeline and Deployment

What Are We Doing?

Enforcing standardised delivery runbooks to deploy finalised’cohtain‘er'archi'téctUres into Kubernetes hosting runtimes securely.

How It’s Done

Policy-Driven Execution: Targeting Kubernetes clusters usmg CD tools (Octopus or Jenklns) worker pools assigned with explicit corporate
execution contexts. ;

Pre-Deployment Database Migrations: Trlggerlng automated hooks ms;de contalner environments to apply data schemas before routing live
transactions. »

API Normalization: Integrating Ingress controllers and prOxy routing rules (like path-stripping layers) to 'align incoming traffic with containers.

Roles
889) DevOps Engineer

Cloud Engineer

® Project release runbooks
® Raw Kubernetes manifest setups

® Active application target nodes
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Cluster Allocation Non ‘P:’od :I'é i'gétk Non-ﬁ’gi';fi.'fa rge .
".

Database Endpoint Dev-Scoped Mvaﬁaﬂged DB SIT-Scoped M 3 :
Network Control Range Internal Subnet Boundary Dedicated Dev/QA Brldg Z

Note: Firewall settings and network routing boundaries must be formally requested and authorized independently for each staging environment to
prevent cross-tier transaction bleeding.

TECHNOLOGY
BACKGROUND
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Disaster Recovery and Resilience

What Are We Doing?

Ensuring the application dynamically grows or shrmks based on transactlon volume whlle maintaining acceptable institutional Recovery Time
Objective (RTO) target. . : : ;

How It’s Done
Fault Tolerance: Deploying across Multi-AZ (Availability Zones) so appli'cain'ne cornt'in ’uev runn ihg automatically if an AWS data center fails.
Scalability: Utilizing Horizontal Pod Autoscalmg (HPA) to add "clones" ofthe app durmg peak hours and delete them at night to optimize cost.

Tiered Disaster Recovery: Defining Recovery Time Objectlves (RTO) and Recovery Point Objectives (RPO) using strategies like Backup &
Restore, Pilot Light, or Multi-Site

88%

Roles

Cloud Engineer ® Projectrelease runbooks
Infrastructure Engineers ® Raw Kubernetes manifest setups

® Active application target nodes







Security, Access and Governance

What Are We Doing?

Establishing an end-to-end
from exposure.

Pl keys, and administrative configurations

® How It’s Done

Development Boundary Rul
patterns.

ting them globally via gitignore

Build Automation Isolation: Le yment tokens.

Unified Cloud Storage: Anchoring
runtime.

dynamically at container

Environment-scoped sensitive variable

Tools Needed

PostgreSQL
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