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A. The AI Revolution 
As AI applications have moved to the center of 
society, superlatives are no longer spared. 
Sundar Pichai, CEO of Google's parent com-
pany Alphabet, has described AI as the “most 
profound technology humanity is working on. 
More profound than fire, electricity, or any-
thing that we have done in the past."1 Geoffrey 
Hinton, who has been called the ‘Godfather of 
AI,’ left his role at Google just so he could „talk 
about the dangers of AI”2 and Warren Buffet 
compared the impact of AI to the creation of 
the atomic bomb3.  
 
It may have been phrases like these that 
helped the European AI-Act see the light of 
day much faster than other EU legislative pro-
jects. Or perhaps it was the fact that the gap 
with the leading AI nations was widening. In 
any case, something had to be done to 
strengthen Europe as an AI hub. And now it's 
here: A bold attempt to not only close the gap 
with the US and China, but also to lay the 
foundations for the responsible and sustaina-
ble use of AI. 
 
The US is taking a different approach and is 
holding back on AI regulation for the time be-
ing. Arguing that the rapidly advancing tech-
nology cannot be regulated anyway, the re-
sponsibility for self-regulation is placed in the 
hands of business leaders.4 That is why, in  
July 2023, seven leading AI companies agreed 
on voluntary safeguards for the development 
of the technology and committed to new 
standards of safety, security and trust at a 
meeting at the White House.5 
 
Indeed, all modern economies are now asking 
whether and how AI should be regulated. 

 
1 Nolan, INSIDER, Apr 17, 2023. 
2 Korn, CNN Business, May 3, 2023. 
3 D’Cruze, Business Today, May 8, 2023.  
4 Ammananth, FORTUNE, January 16, 2023.  

Many see the ideal solution as a delicate bal-
ance between government intervention and 
self-regulation. Against this backdrop, it is 
worth taking a closer look at the AI-Act and the 
co-regulatory mechanisms it provides for. 
 
This paper aims to develop an understanding 
of why regulation is needed (B) and will high-
light its main regulatory concepts (C). The pa-
per then examines what co-regulatory mech-
anisms are provided for in the AI Act (D) and 
how a co-regulatory framework needs to be 
designed to be effective (E). The paper con-
cludes with a summary (F) and an answer to 
the question of how much self-regulation the 
AI industry can tolerate. 
 

 
AI Technology 
 

AI systems possess the capability to analyze and organ-
ize enormous amounts of data, commonly referred to as 
Big Data. Their developers can "train" them to not only 
identify pre-existing patterns in data sets but also to 
draw independent conclusions and adapt to evolving 
circumstances.6 As a result, AI systems can recognize 
novel meanings and connections in real-time, providing 
them with unique predictive abilities. This process of 
generating new knowledge from existing information is 
referred to as machine learning, and a specific learning 
technique called deep learning emulates the human 
brain through artificial neural networks (KNN). The multi-
layered structure of KNNs enables them to attain supe-
rior learning outcomes, which could potentially increase 
as they grow and strength in the future.7 
 

B. Why is Regulation nee-
ded? 
Politicians and the industry expect AI research 
to be the key to a (fully) automated future in 
which all areas of life can be improved on the 
basis of the constantly increasing volume of 
data.8 The use of AI systems promises, for 

5 Shear et al., New York Times, July 21, 2023. 
6 Martini, Blackbox, p. 21 et seqq. 
7 Ibid.; Botta, ZfDR 2022, p. 391 (391). 
8 Botta, ZfDR 2022, p. 391 (394). 
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example, a lower-threshold Alzheimer's diag-
nosis thanks to intelligent speech recognition, 
or an accident-free road traffic thanks to au-
tonomous vehicles and intelligent traffic man-
agement. Mass procedures in public admin-
istration could be fully automated through AI, 
enabling accelerated access to government 
services. Further areas of application for AI 
systems are emerging in the face of climate 
change. It almost seems as if AI offers a solu-
tion for every challenge.9 
 
However, the enormous potential of learning 
systems not only creates opportunities but 
also significant risks. For example, surveil-
lance methods such as facial recognition or 
profiling can be optimized using AI, which can 
erode civil rights. The use of AI systems also 
risks deepening societal divides. If the per-
sonal biases of developers (conscious or un-
conscious) are incorporated into the software 
code or the selection of datasets, discrimina-
tion can be perpetuated. For example, the 
Austrian labor market promotion algorithm 
disadvantaged mothers with dependent chil-
dren in the allocation of support measures.10 
An increased risk of discrimination also arises 
when providers of AI systems promise mathe-
matical accuracy, even though this technol-
ogy often only shows correlations but not cau-
sality. In addition, AI systems are sometimes 
associated with a significant transparency 
deficit. Opaque technology and systems may 
contain errors and undesirable discrimina-
tion, leading to a lack of decision transpar-
ency and unaccountability. With learning sys-
tems, even the programmers cannot trace 
every step on the way to a result. Discrimina-
tion factors embedded in the algorithm are 
therefore difficult to identify and remedy.11 
Naive assumptions about the quality, 

 
9 Ibid. 
10 Ibid. 
11 Botta, ZfDR 2022, p. 391 (391). 
12 Clarke, Computer Law & Security Review 35/2019, 
423 (426); Scherer, Harvard J Law Technol, 353 (362 et 

comprehensiveness, and compatibility of 
data from different sources can also lead to 
erroneous decisions and biased outcomes. 
The broader implications of these issues in-
clude the undermining of human rights, the 
unrecallable delegation of autonomy to weak 
and insufficiently adaptable models of reality, 
the disruption of culture and work-based in-
come distribution and the potential for the 
meaninglessness of human life.12 Therefore, it 
is essential to develop ethical frameworks 
and governance mechanisms to ensure that 
AI development and deployment do not pose 
all these significant threats to society. 
 

The multi-layered and hardly manage-
able field of artificial intelligence poses great 
challenges to common regulatory concepts. 
AI systems are characterized by various fea-
tures that must shape the requirements for 
possible regulatory approaches. 
 

Pace is one of the most significant 
challenges is the rapid pace of technological 
advancement and the diversity of AI applica-
tions. The high speed of innovation enables 
the daily emergence of new AI applications. At 
the same time, the ability to innovate is not 
limited to specific areas, but affects a wide va-
riety of industries. The spread of AI applica-
tions is also happening more rapidly than with 
previous technologies. ChatGPT, the popular 
chatbot from OpenAI, reached 100 million 
monthly active users just two months after 
launch, making it the fastest-growing con-
sumer application in history.13 This makes it 
difficult for regulators to keep up with the lat-
est developments and assess the risks asso-
ciated with new AI technologies. As the inno-
vation cycles become shorter and shorter, 
there is a need for flexible regulation that can 

seqq.); Yampolskiy et al, arXiv 2016, p. 3 et seqq.; 
Botta, ZfDR 2022, p. 391 (391). 
13 Hu, Reuters, February 2, 2023.  
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adapt to changing markets at short notice. 
Furthermore, rules must be issued quickly to 
still be relevant when they come into force. 
 

Autonomy refers to the ability of AI to 
make decisions that are not or only minimally 
predetermined by humans, and these deci-
sions can have legal consequences such as 
damages.14 However, it is difficult to predict 
what decision an AI will make in a given situa-
tion, as there are always varying elements 
such as health conditions when it comes to 
surgery assistance or weather and road con-
ditions when it comes to self-driving cars.15  
 

Opacity refers to the difficulty in un-
derstanding how decisions are made that re-
sult in legally relevant outcomes, particularly 
in complex forms of AI based on machine 
learning. AI uses data as input to generate an 
output as a result. While it is possible to gen-
erally understand how AI goes from input to 
output, it is difficult to explain why an AI ar-
rives at a specific outcome and thus a legally 
relevant result based on certain data.16 These 
Characteristics make it challenging to under-
stand their decision-making processes and 
require a deep understanding of machine 
learning, statistics, and computer science. 
Regulators may not have the necessary exper-
tise to understand the technology fully.17 
 

Regulators will also need to consider 
how to strike the right balance between inno-
vation and security, as well as how to address 
the global nature of AI and harmonize regula-
tions across borders. Potential conflicts aris-
ing from political competition and different 
values need to be recognized. Otherwise, a 
global landscape of AI regulation, fragmented 

 
14 Staudenmayer, NJW 2023, 894 (895). 
15 Ibid. 
16 Ibid. 
17 Ibid. 
18 Brake, Lex Electronica, 2020, p. 20; Wagner, Amster-
dam University Press 2018, p. 86.  

by national policies and industry initiatives, 
could lead to a "race to the bottom", allowing 
companies to ‘cherry-pick’ their favorable reg-
ulation and leaving risks unaddressed.18 
Therefore, especially regarding fundamental 
value-based decisions, national legislation is 
called for.19 While this could exacerbate frag-
mentation, more stringent local regulations 
might also establish a global standard, much 
like the EU's data protection law. In both sce-
narios, competition often takes precedence 
over cooperation. Nevertheless, the feasibility 
of cooperation will ultimately be determined 
by the specific regulatory frameworks at both 
national and international levels. While this 
could reinforce fragmentation, stricter local 
rules could also set a global benchmark, sim-
ilar to EU-data protection law.20 There is a 
need to develop robust ethical frameworks 
and governance mechanisms that ensure the 
responsible and transparent use of AI, while 
respecting human rights and privacy. To ad-
dress these challenges, regulators need to 
work closely with industry, academia and civil 
society to develop comprehensive and flexi-
ble regulations that balance innovation, secu-
rity and ethical considerations. For this pur-
pose, the regulator can make use of three es-
sential regulatory mechanisms which are to 
be examined below for their effectiveness. 
 

C. Regulatory concepts 
The term 'regulation' has various definitions. 
For the purpose of this paper, we adopt a 
practical definition of regulation as the exer-
tion of control over the behavior of entities.21 
This definition is intentionally broad, encom-
passing both deliberate policy instruments 

19 Brake, Lex Electronica, 2020, p. 20; Scherer, Harvard 
J Law Technol, 353 (379 et seqq); Wagner, Amsterdam 
University Press 2018, p. 86; Hoffmann-Riem, Regulat-
ing Artificial Intelligence, p. 8. 
20 Brake, Lex Electronica, 2020, p. 20. 
21 Clarke, Computer Law & Security Review 35/2019, p. 
398 (399). 
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and unintentional control mechanisms. It 
avoids specifying the methods employed and 
does not address the specific goals of regula-
tion. The objectives of regulatory schemes are 
often subject to debate and will therefore be 
elaborated in the following.  
 
Furthermore, it should be recognized that a 
wide regulation over the different industries 
will be challenging, and no one-size-fits-all 
regulatory solution will be appropriate when it 
comes to maximizing the potential of this new 
technology.22 While a one-size-fits all regula-
tory approach is not practicable, several uni-
versal legal and ethical themes have to be 
tackled by state regulation, self-regulation 
and a mixture of these two, co-regulation.   
 
 
 
 
 
 
 
 
 
I. State-Regulation 

1. Definition 
State regulation, also known as government 
regulation, refers to the process by which a 
government or state authority establishes and 
enforces rules, laws, and policies to govern 
various aspects of society, including eco-
nomic activities, public services, public 
health and safety, consumer protection, envi-
ronmental protection, and more. In state reg-
ulation, the state intervenes directly in market 
processes and influences the behavior of 
companies through regulations aimed at 
achieving certain objectives in the general in-
terest. In this context, only those sovereign 
behavioral restrictions are to be covered 
which limit the freedom of trade and contract 

 
22Piepgrass et al., RTInsights, May 10, 2022. 
23 Spindler, Eckpunkte, p. 19 et seqq. 

of economic entities by means of generally 
applicable standards.23 Thus, state regulation 
is distinguished from other market interven-
tions, such as taxation or subsidies. State in-
tervention is justified by market failure and the 
need to safeguard property rights and rights of 
disposal as a basis for market development.24 
 
Regulation is carried out by the state organs of 
the legislative, executive and judicial 
branches as well as by institutions that are 
bound by instructions to the state organs. The 
regulations issued are binding for all players. 
In this way, cross-sector regulations can be 
made to which all must adhere. The enforce-
ment power of the specialized supervisory au-
thorities also ensures a sanctions regime that 
verifies compliance with rules. However, in or-
der to legitimize these rules under the rule of 
law, a democratic procedure is first required. 
Here, the prescribed legislative or administra-
tive procedure must be followed before laws, 
regulations or administrative acts can be en-
acted.25  
 

2. Current Status 
Several countries have already implemented 
various regulations that impact the use of AI. 
Data protection and privacy regulation like Eu-
ropeans General Data Protection Regulation 
(GDPR), California’s Consumer Privacy Act 
(CCPA) or Brazil's General Data Protection 
Law (LGPD) have large implications for AI sys-
tems that rely on personal data such as ma-
chine learning algorithms or facial recognition 
technology. European Union's (EU) Digital 
Markets Act (DMA) has also emerged as one 
of the significant regulatory frameworks tar-
geting the regulation of Artificial Intelligence. 
While not exclusively focused on AI, it con-
tains provisions that have implications for AI-
related practices and services such as trans-
parency requirements for large online 

24 Spindler, Eckpunkte, p. 19 et seqq. 
25 Hufeld, rescriptum 2017/2, p. 107 (109). 

State- 
Regulation 

Self- 
Regulation 

Co- 
Regulation 
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platforms with significant market power 
(“gatekeepers”), ensuring that they provide 
clear information on how they use AI algo-
rithms. However, when it comes to AI in a 
broader sense, the prominent jurisdictions 
worldwide had not established dedicated reg-
ulatory agencies or adequately empowered 
the existing ones.26 The AI Act of the European 
Union is now one of the first state regulative 
regimes that tackles AI in a broad range. Its 
importance cannot be underestimated which 
is why this thesis will be devoted to it below. 
 

3. Criticism  
While state regulation enjoys a high degree of 
democratic legitimacy, the democratic deci-
sion-making process is not infrequently 
lengthy, which can lead to legislators merely 
lagging the legal problems at hand. State reg-
ulations are often slow to adapt to fast-paced 
technological advancements. AI technologies 
evolve rapidly, and static regulations might 
not keep up with the emerging challenges and 
opportunities. 27 This inflexibility can result in 
outdated rules that no longer address the 
most critical issues in the AI landscape. 
 
In addition, critics of state regulation point to 
knowledge and competence deficits among 
state decision makers, which can lead to fail-
ure to solve problems and unintended side ef-
fects. Among other things, government regu-
lation can contribute to inhibiting the initia-
tive, innovation and sense of responsibility of 
the objects of control and to triggering re-
sistance. This resistance can consist of seek-
ing evasion strategies and loopholes or mobi-
lizing political pressure against regulatory 

 
26 Clarke, Computer Law & Security Review 35/2019, p. 
398 (403). 
27 Porket, Czech Sociological Review, p. 311 (315). 
28 Schulz, Selbstregulierung, p. A-10; Hufeld, rescrip-
tum 2017/2, p. 107 (109). 
29Porket, Czech Sociological Review, p. 311 (315 et 
seqq.) 
30 Clarke, Computer Law & Security Review 35/2019, p. 
398 (401). 

initiatives, for example by arguing that jobs are 
at risk.28 
 
Another concern that is always mentioned in 
connection with regulation from Brussels – in-
cluding the AI Act – is that overly stringent reg-
ulations may stifle innovation and hinder the 
development of AI technologies. Imposing 
rigid rules could slow down progress, making 
it difficult for businesses and researchers to 
experiment and create new solutions. Regula-
tions that focus heavily on risk avoidance may 
lead to overly conservative AI systems that 
miss out on potential benefits due to an ex-
cess of caution. At the same time, critics ar-
gue that costly implementation and compli-
ance with AI regulations might disproportion-
ately affect smaller players, potentially limit-
ing competition and innovation.29 
 

4. State-Regulating AI 
The strongest and hardly refutable argument 
for state intervention is the dangerousness of 
artificial intelligence. There is a valid argu-
ment, that the more influential a technology 
is, the more compelling the need for proactive 
action by governing bodies becomes. Tech-
nologies like nuclear energy and large-scale 
extractive and manufacturing industries have 
suffered from inadequate regulation, leading 
to considerable pollution. These instances 
are often cited as examples where anticipa-
tory action by parliaments is crucial.30 
 
The "precautionary principle," articulated in 
the Wingspread conference in 199831, has 
been incorporated into environmental laws in 
some jurisdictions.32 This principle suggests 

31 On January 26th, 1998 at Wingspread, headquarters 
of the Johnson Foundation scientists, philosophers, 
lawyers and environmental activists, reached an agree-
ment on the necessity of the Precautionary Principle in 
public health and environmental decision-making, The 
Science and Environmental Health Network on the 
Wingspread Conference, August 5, 2013. 
32 For a general analysis of the implications of this prin-
ciple on legal systems and on regulation policies, see, 
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that if human activities have the potential to 
cause morally unacceptable harm that is sci-
entifically plausible but uncertain, measures 
should be taken to avoid or minimize that po-
tential harm. While the precautionary princi-
ple is primarily associated with environmental 
matters in specific jurisdictions, it generally 
serves as an ethical guideline. It states that if 
an action or policy is suspected of causing 
harm and there is a lack of scientific consen-
sus on its safety, the burden of proof falls on 
those undertaking the action.33 
 
As we have seen above (paragraph B. II.), AI 
poses identifiable and significant threats. 
Even if this argument is not universally ac-
cepted, the projected impact of AI, as antici-
pated by its proponents, is so substantial that 
the precautionary principle, at least in its 
weaker form, becomes applicable.34 What is 
clear is that the quality of regulation must be 
closely connected to the potential harm of AI 
since it is the fundamental purpose of govern-
ments, to safeguard their citizens while also 
ensuring their own protection.  
 
If governments perceive a credible and immi-
nent existential threat posed by AI, they may 
take de facto control of AI companies and 
subject them to regulation as national secu-
rity assets. Some governments may even con-
sider nationalizing AI companies or banning AI 
research and development altogether. While 
these measures may seem radical, AI tech-
nology has the potential to have a significant 
impact on society, including issues of privacy, 
bias, discrimination and transparency. It is 
unlikely that any government would allow pri-
vate companies to control a technology that, 
in their view, has the potential to put their 

 
C. R. Sunstein, Beyond the Precautionary Principle, in 
SSRN, January 2003.  
33 Clarke, Computer Law & Security Review 35/2019, p. 
398 (401). 
34 Clarke, Computer Law & Security Review 35/2019, p. 
398 (401). 

citizens, themselves, and the global commu-
nity at risk.35 
 
A government takeover of the AI industry rep-
resents the most extreme scenario of the 
state regulatory spectrum. Alternatively, if so-
ciety acknowledges that AI can cause harm 
but does not constitute an existential threat, 
more moderate forms of regulation become 
feasible. One moderate regulatory option in-
volves criminalizing undesirable outcomes 
through the criminal code. Individuals deploy-
ing AI for fraudulent purposes or to harm and 
stalk others could be held criminally liable. 
Similarly, laws could be enacted to impose 
criminal liability on those responsible for cre-
ating harmful AI in the first place.36 
 
Another possibility would be civil regulation, 
which entails imposing financial penalties for 
violations. This could potentially deter unde-
sirable outcomes linked to AI by establishing 
the threat of civil liability. For instance, exist-
ing statutes that pertain to matters like race 
and sex discrimination could be applicable to 
AI makers and users, making them liable un-
der civil law. To address the specific social 
wrongs associated with AI more effectively, 
dedicated statutes could also be intro-
duced.37 
 
A third, intermediate alternative is the crea-
tion of administrative rules and agencies with 
the power to formulate the necessary regula-
tions and ensure their enforcement. This 
strategy relies on administrative expertise. 
While potential concerns exist about industry 
influencing the agencies, the administrative 
approach may be better suited to the complex 
and specialized field of AI, as opposed to di-
rect congressional control.38 

35 Feldmann, The Washinton Post, April 2, 2023. 
36 Ibid. 
37 Ibid. 
38 Clarke, Computer Law & Security Review 35/2019, p. 
398 (403).; Ibid. 
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At the other end of the spectrum, a more 
hands-off approach to regulation means re-
sorting to litigation. Under the tort liability 
framework in the United States, developers or 
vendors of technology are expected to exer-
cise "reasonable care". If they fall short of this 
standard, parties affected by their actions can 
take legal action to seek financial compensa-
tion for the harm they have suffered. This sys-
tem holds technology companies legally ac-
countable for their actions or omissions.39 
 
In devising the optimal regulatory mecha-
nisms for AI, a balance must be struck be-
tween facilitating innovation, ensuring ethical 
conduct, and safeguarding against potential 
harm. A comprehensive approach might en-
compass a combination of the mentioned 
methods, tailored to the unique complexities 
of the AI landscape. 
 

II. Self-Regulation 
1. Definition  

An alternative to government regulation is 
self-regulation. It involves the establishment, 
application, and enforcement of rules by pri-
vate entities in their own affairs without ex-
plicit legal foundations and frameworks. An 
individual, a private organization (e.g., a com-
pany), or a group (e.g., an industry associa-
tion) voluntarily adopts a code of conduct and 
independently monitors its compliance and 
enforcement.40 Self-regulation can include ar-
eas such as corporate governance, responsi-
ble marketing, environmental sustainability, 
workplace practices, and product safety. It re-
quires individuals and organizations to proac-
tively monitor and evaluate their actions, be-
haviors, and impact on stakeholders, aiming 

 
39 Ibid. 
40 Spindler, Eckpunkte, p. 25 et seqq. 
41 Clarke, Computer Law & Security Review 35/2019, p. 
398 (404). 
42 Latzer et al., Mediatiksektor, p. 31. 

to align their operations with ethical principles 
and industry standards.41 
 
In the high-tech field of AI, alongside such be-
havioral rules for corporate ethics and morals, 
the establishment of technical standards 
plays a prominent role.42 Such acts of self-reg-
ulation derive their legitimacy from the auton-
omy of the parties involved. By signing a code 
of conduct, a self-binding commitment is 
made, in the sense of establishing a duty pro-
gram.43 This duty program differs from a pur-
chase contract for a smartphone in that it cre-
ates new obligations not explicitly specified in 
the law, which can be adopted by a multitude 
of companies.44 Especially when a leading 
company sets a technical standard, the rest 
of the industry will follow suit to maintain in-
teroperability. By practicing self-regulation, 
businesses also strive to build trust, maintain 
a positive reputation and help to prevent the 
need for excessive external regulation. 
 

2. Economic implications 
The economic argument for self-regulation or 
rests on the belief that individuals, when act-
ing in their own self-interest, will indirectly 
contribute to the overall welfare of society. 
This idea was famously described by Adam 
Smith in his seminal work "The Wealth of Na-
tions" (1776) as the "invisible hand" guiding 
economic activities towards socially benefi-
cial outcomes. Additionally, transaction cost 
economics, as developed by Oliver William-
son (1979), posits that self-regulating mecha-
nisms arise naturally within economic sys-
tems as a way to reduce transaction costs 
and increase efficiency.45 
 
However, the concept of self-regulation also 
has its limitations. One of the most well-

43 Podszun, Corporate Social Responsibility, p. 73. 
44 Ibid. 
45 Clarke, Computer Law & Security Review 35/2019, p. 
398 (401). 
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known examples is the "Tragedy of the Com-
mons," as originally described by Garrett Har-
din in 1968. It illustrates the problem of over-
exploitation of shared resources when individ-
uals pursue their self-interest without consid-
ering the collective consequences. This sce-
nario highlights a case where self-regulation 
may fail to protect the common good.46 
 
Despite the faith in self-regulation by neoclas-
sical economists, Joseph Stiglitz47 brings for-
ward alternative perspectives. He introduces 
the notion of "market irrationality," where indi-
vidual behaviors in markets can deviate from 
rationality, leading to inefficiencies and po-
tential market failures. For example, during 
periods of extreme volatility, herd behavior 
among investors can cause prices to deviate 
significantly from their fundamental values. 
To address such problems, Stiglitz suggests 
interventions such as circuit breakers to tem-
porarily halt trading and prevent abrupt mar-
ket collapses.48  
 
Furthermore, Stiglitz advocates for consider-
ing "distributional justice" alongside self-reg-
ulation. While AI technology could increase 
the productivity of workers or change the 
composition of their tasks, it could also de-
professionalize jobs, as low-paid, less-skilled 
workers with AI systems could outperform 
current professionals. In the long run, this pro-
cess could still increase the productivity of the 
economy, but the impact of labor market re-
structuring on wages and unemployment will 
depend on the distribution of productivity 
gains, which in turn will depend on govern-
ment policy.49 Distributional justice involves 

 
46 Ibid. 
47 Stiglitz, Government failure vs. market failure, p. 5 et 
seqq.  
48 Clarke, Computer Law & Security Review 35/2019, p. 
398 (401). 
49 Stiglitz, The Future of Work Speech. 
50 Clarke, Computer Law & Security Review 35/2019, p. 
398 (401); Stiglitz, Government failure vs. market fail-
ure, p. 5 et seqq. 

recognizing that market outcomes may not al-
ways be equitable, and certain segments of 
society may be left behind or unfairly treated.  
To address these concerns, interventions like 
safety nets and anti-discrimination measures 
are proposed to ensure a fair distribution of re-
sources and opportunities.50 
 

3. Advantages 
Self-regulation offers numerous advantages 
over government regulation. One significant 
aspect is the high degree of flexibility and 
speed it provides. Private rule-setters are not 
as bound by state principles as the govern-
ment legislator, allowing for a much broader 
scope in establishing, applying, and interpret-
ing rules. This enables a quick adaptation to 
the ever-changing conditions of an infor-
mation, production, and communication so-
ciety.51 
 
Another benefit of self-regulation is the pro-
fessionalism and expertise it brings. Private 
actors' specialized knowledge contributes to 
formulating specific regulations that best suit 
the respective circumstances.52 Unlike legis-
lative "one size fits all" solutions, this ap-
proach ensures a higher level of precision for 
businesses and consumers. Furthermore, 
self-regulation can effectively achieve legal 
standards that might be challenging to en-
force due to limited governmental regulatory 
capacity.53 
 
Private self-regulation also stimulates creativ-
ity, initiative, and innovation among market 
participants. Commitment agreements have 
the advantage of avoiding unnecessary 

51 OECD Report, Alternatives to traditional Regulation, 
p. 6; Buck-Heeb/Dieckman, Selbstregulierung im Pri-
vatrecht, p. 220 et seqq. 
52 Kleinsteuber, Regulation. 
53 Buck-Heeb/Dieckman, Selbstregulierung im Privat-
recht, p. 220 et seqq. 
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coercion, granting involved actors greater au-
tonomy in implementation. When regulations 
are voluntarily followed out of conviction, ac-
ceptance of the regulation increases, 
strengthening the principles of freedom and 
liberalism.54 
 
Additionally, private regulation allows for the 
involvement of market actors operating 
across borders. This becomes especially cru-
cial in the context of AI, where modern infor-
mation and communication technologies 
have led to globalization and the presence of 
international companies. State regulations of-
ten fail in such cases due to the lack of a cen-
tral authority to harmonize diverse legal and 
social norm systems regionally. However, pri-
vate self-regulatory measures, in which indi-
vidual actors have a vested interest in compli-
ance, can overcome these boundaries. 
 

4. Criticism 
On the other hand, self-regulation also has its 
weaknesses. There is the argument that self-
regulation circumvents democratic pro-
cesses and only sets its own "rules of the 
game" in line with economic interests. In fact, 
Critics note that "self-regulation has a formi-
dable history of industry abuse of privi-
lege"55and that 'voluntarism' is generally an ef-
fective regulatory element only when it exists 
in combination with 'command-and-control' 
components.56 However, industry self-regula-
tory mechanisms are, by their very nature, 
non-binding and unenforceable under the in-
fluence of trade practices, anti-monopoly and 
anti-cartel laws.57 
 

 
54 Podszun, Corporate Social Responsibility, p. 78; 
OECD Report, Alternatives to traditional Regulation, p. 
6. 
55 Braithwaite, Types of responsiveness, p. 124. 
56 Gunningham/Darren, Smart regulation p. 137 ff.  
57 Clarke, Computer Law & Security Review 35/2019, p. 
398 (404). 
58 Spindler, Eckpunkte, p. 34 et seqq. 

The lack of a binding force of private regulation 
also entails that complete industry coverage 
is rarely achieved. On one hand, this leads to 
the ineffectiveness of regulatory measures for 
consumers, and on the other hand, it can lead 
to significant distortions of competition.58 
While companies that comply with private 
regulations face considerable costs or limita-
tions in product design and marketing, others 
who have not committed to such rules can 
still benefit from the positive effects of the reg-
ulations (the so-called "free-rider di-
lemma"59). Additionally, for small and me-
dium-sized enterprises with insufficient per-
sonnel and financial resources, participating 
in self-regulatory institutions can often be im-
possible. 
 

5. Self-Regulating AI 
It is crucial to acknowledge that solely relying 
on self-regulation is not sufficient to tackle all 
the challenges associated with AI. The com-
plexity and potential risks posed by AI technol-
ogies often require a comprehensive and bal-
anced regulatory framework that combines 
self-regulation with targeted interventions and 
government oversight. Some Critics already 
argue that the call for self-regulation was 
largely ignored by the digital industry and a 
“great but missed historical opportunity”.60  
 
While it is far too early to declare the instru-
ment of self-regulation dead, it must be ad-
mitted, that the field of AI lacks meaningful 
self-regulation at various levels, including or-
ganizational, industry, and professional. The 
existing codes and guidelines cover only a 

59 The free rider problem is that the efficient production 
of important collective goods by free agents is jeopard-
ized by the incentive each agent has not to pay for it: if 
the supply of the good is inadequate, one’s own action 
of paying will not make it adequate; if the supply is ade-
quate, one can receive it without paying, Hardin/Cullity, 
The Stanford Encyclopedia of Philosophy.  
60 Floridi, Philosophy & Technology, p. 619 (622). 
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fraction of the necessary regulations and are 
often difficult to enforce.61  
 
For example, in 2016, six major technology 
companies –Amazon, Apple, Google, Face-
book, IBM and Microsoft– formed the Partner-
ship on Artificial Intelligence to Benefit People 
and Society to „study and formulate best 
practices on AI technologies, to advance the 
public’s understanding of AI, and to serve as 
an open platform for discussion and engage-
ment about AI and its influences on people 
and society.“ 62 An initiative like this is very 
positive and valuable but not highly sufficient 
since it lacks the legitimacy the State can pro-
vide. In fact, they leave out the myriad small to 
medium-sized enterprises that are also devel-
oping AI.63 In subsequent years, notable inci-
dents like the Facebook-Cambridge Analytica 
scandal in 2018 and the ill-conceived Ad-
vanced Technology External Advisory Council 
by Google in 2019 demonstrated further diffi-
culties and ineffectiveness of self-regulation. 
It became evident that companies were either 
unwilling or unable to address their ethical 
problems comprehensively. Despite the in-
dustry's attempts to respond to AI's ethical 
concerns by generating numerous codes, 
guidelines, and statements, self-regulation 
lacked substance and authenticity. This led to 
a strong and widespread impression of "blue 
washing,"64 where companies merely pre-
tended to focus on ethical considerations, ra-
ther than taking meaningful action.65 
 
It became clear that certain technology com-
panies may choose to disregard voluntary 
rules that do not favor them, leading to ad-
vantages for some organizations over others. 
Furthermore, lacking a unified framework, the 
proliferation of private ethics committees 

 
61 Clarke, Computer Law & Security Review 35/2019, p. 
398 (401). 
62 Andrés, IUS, p. 48 et seqq.  
63 Ibid. 

could result in an excess of varying sets of 
rules. This situation could be chaotic and haz-
ardous, like the consequences if every large 
company were to develop its own AI code, just 
as if each private citizen could establish indi-
vidual legal statutes.66 While technology com-
panies might be well-suited to create rules 
due to their expertise in the field, they are 
rarely in the best position to thoroughly assess 
democratic, moral, ethical, and legal risks. 
History has demonstrated the potential out-
comes when the State withdraws and allows 
private companies to set exclusive regulatory 
standards. Permitting such a scenario in the 
context of AI would not only be risky but also 
reckless.67 
 
In conclusion, self-regulation can be a valua-
ble tool to reinforce natural controls and en-
hance responsible practices in the AI domain. 
However, due to the evidence of market fail-
ure and distributive justice issues, self-regula-
tion alone may not be sufficient when it 
comes to regulating AI. A well-designed regu-
latory framework that combines self-regula-
tion with targeted interventions is essential to 
ensure the responsible and ethical develop-
ment of AI and to address the challenges 
posed by this transformative technology. 
Therefore policymakers, industry stakehold-
ers, and researchers must collaborate to es-
tablish clear, enforceable, and comprehen-
sive regulations. This form of collaboration is 
commonly referred to as co-regulation.  
 
III. Co-Regulation 

1. Definition 
The co-regulatory approach can be described 
as regulating social phenomena not only 
through top-down government intervention 

64 “Bluewashing” is a term used to describe deceptive 
marketing that overstates a company's commitment to 
responsible social practices. 
65 Floridi, Philosophy & Technology, p. 619 (621). 
66 Andrés, IUS, p. 51 et seqq. 
67 Ibid.  
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but also involving private stakeholders in the 
rule-making process. In contrast to the self-
regulatory approach, co-regulation maintains 
the involvement of public authorities through-
out the rule-making process. This ensures 
public scrutiny of the co-regulatory out-
comes, leading to greater transparency, rep-
resentation of public interests, and respect 
for fundamental rights.68 
 
Co-regulation often involves the establish-
ment of industry bodies or associations that 
work alongside the regulatory authority to de-
velop codes of conduct, standards, and 
guidelines specific to the industry. These in-
dustry bodies take on a self-regulatory role, 
but their actions and decisions are overseen 
and monitored by the regulatory authority. By 
involving the regulated entities in the regula-
tory process, co-regulation aims to promote 
more effective and efficient regulation, better 
industry compliance, and improved out-
comes for stakeholders. It can foster innova-
tion, flexibility, and a sense of ownership 
within the industry while maintaining neces-
sary oversight from the government or regula-
tory body.69 
 

2. Co-Regulating AI 
The role of the state in the governance of AI 
can be understood in various ways. Two ana-
lytical dimensions can be distinguished con-
ceptually70: Firstly, governments can either 
take a proactive approach, actively participat-
ing in the development of AI technologies 
(strong state intervention), or a more passive 
stance, stepping back and granting private ac-
tors and/or markets more autonomy in AI gov-
ernance (weak state intervention). Secondly, 
governments can focus on regulating poten-
tial AI risks (enclosure-and-control 

 
68 Vigna, Co-regulation Approach. 
69 EESC, Brochure, Foreword, p. 7. 
70 Borrás/Edler, Research Policy, p. 2. 
71 Djeffal et al., Journal of European Public Policy, p. 3. 
72 Borrás/Edler, Research Policy, p. 2. 

approach), or prioritize promoting AI deploy-
ment and development (stimulation ap-
proach).71 
 
The self-regulation-promoting state entails 
the idea that industry and relevant stakehold-
ers within a field collaborate to regulate them-
selves and implement self-restricting mecha-
nisms. In this approach, the role of the state is 
limited to acting as a facilitator, observer, or 
certifier of private initiatives for AI regulation 
and governance, rather than engaging di-
rectly.72 The goal is risk prevention, but this is 
achieved through soft regulatory instruments 
such as codes of conduct, industry stand-
ards, quality seals, certification bodies, om-
budsmen, arbitration/mediation boards, and 
ethics committees.73 Which of these different 
approaches is preferred depends largely on 
the dangers of AI technology. This risk-based 
approach is particularly clear in the AI Act (see 
below).  
 
As we have concluded above, state regulation 
is considered more superior and concerned 
about society's security compared to private 
actors. Public institutions have a proven track 
record of securing stable compliance, which 
is essential for maintaining just institutions 
and respecting privacy regulations over time. 
Even individuals with good intentions can be 
vulnerable to dynamic preference incon-
sistency, where the desire to act in self-serv-
ing ways conflicts with the general preference 
for doing what is right.74 A lack of regulation 
can encourage behavior that infringes reason-
able public expectations. Cavalier organiza-
tional behavior may be driven by executives, 
groups and even lone individuals who per-
ceive opportunities.75 This can give rise to sub-
stantial direct and indirect threats to the 

73 Djeffal et al., Journal of European Public Policy, p. 3. 
74 Ferretti, Moral Philosophy and Politics, p. 239 (246). 
75 Clarke, Computer Law & Security Review 35/2019, p. 
398 (400). 
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reputation of every organisation in the sector. 
It is therefore in each organisation's own self-
interest for a reasonably amount of regulation 
to exist, in order to provide a protective shield 
against media exposés, and to avoid stimulat-
ing a public backlash and regulatory activ-
ism.76 
 
In order to introduce large-scale self-binding 
rules in the field of AI, it is crucial to install a 
system of checks and balances. The govern-
ment is better suited for this role than private 
agents for various reasons. Firstly, the govern-
ment has the ability to effectively force every-
one, ensuring broader reach and compli-
ance.77 Secondly, the government can imple-
ment legal safeguards and constraints to pre-
vent potential abuses of power and arbitrary 
interference by those in charge.78 To enhance 
self-regulation, it is important for the state to 
draw insights from natural controls, espe-
cially from economic observations. One ap-
proach could be to modify the cost/bene-
fit/risk balance perceived by the involved par-
ties through various mechanisms such as 
cost subsidies, revenue levies, and risk allo-
cation. For example, establishing strict liabil-
ity for operating an AI-driven car could incen-
tivize more careful risk assessment and risk 
management practices.79 
 
The failures of a purely self-regulated AI indus-
try have become evident, and the risks posed 
by AI are becoming more tangible. Legislation 
has been catching up and is likely to do so 
even more in the future. Particularly in the EU, 
regulatory initiatives such as the General Data 
Protection Regulation (GDPR) in force since 
2016 have paved the way for further legislative 
actions, including the Digital Markets Act, the 
Digital Services Act, and the AI Act, among 

 
76 Ibid.  
77 Simon, PS: Political Science and Politics, p. 749, (750 
et seqq). 
78 Ferretti, Moral Philosophy and Politics, p. 246. 
79 Clarke, Computer Law & Security Review 35/2019, p. 
398 (401). 

others. This regulatory movement is expected 
to create a substantial "Brussels effect," shift-
ing the focus from soft-regulation, which has 
not been very effective, to legal compliance 
and the enforcement of penalties. The shift to-
wards legal frameworks and stricter enforce-
ment is aimed at better safeguarding individ-
ual rights and addressing the complex chal-
lenges presented by AI technologies.80 

D. AI Act 
On 21 May 2024, the Council of the 27 EU 
member states adopted the AI Act and thus a 
uniform framework for the use of artificial in-
telligence in the European Union. The legal 
text81 was published on 12 July 2024 and 
came into force on 1 August 2024. It is the 
world's first comprehensive set of regulations 
for Artificial Intelligence. The aim of the AI Act 
is to strengthen trust in AI, promote the devel-
opment of innovations and ensure that the 
safety and fundamental rights of European 
citizens are safeguarded when using AI.  
 
The AI Act is not the first piece of legislation 
governing digital technologies in Europe. It fol-
lows the adoption of data protection regula-
tions, including the General Data Protection 
Regulation (GDPR) in 2016 (Regulation 
2016/679). The Data Governance Act (Regula-
tion 2022/868) was adopted in 2022, followed 
by the Data Act (Regulation 2023/2854) in 
2023. In addition, the Digital Markets Act 
(DMA) and the Digital Services Act (DSA) (Reg-
ulation 2022/1925; Regulation 2022/2065) 
were adopted in 2022 with the objective of 
regulating online platforms. However, the AI 
Act takes a different approach, drawing inspi-
ration from European product safety rules. 
 

80 Floridi, Philosophy & Technology, p. 619 (621). 
81 2024/1689 REGULATION (EU) 2024/1689 OF THE 
EUROPEAN PARLIAMENT AND OF THE COUNCIL of 13 
June 2024. 



 12 

It is a European harmonisation law on product 
conformity and is schematically designed ac-
cording to the so-called New Legislative 
Framework (NLF), which to a certain extent 
embodies the current state of regulatory tech-
nology in European product safety law.82 It 
thus fits into the complex system of European 
product regulation, which is enforced by the 
authorities on the basis of the European Mar-
ket Surveillance Regulation (EU) 2019/1020. 
The AI Act also makes software as such sub-
ject to harmonised European product regula-
tion for the first time. 
 
I. A risk-based approach 
The AI Act follows the principle of technology 
neutrality with specific provisions for various 
application areas and includes dynamic ele-
ments to accommodate ongoing technologi-
cal developments. It aims to strike a balance 
between the legitimate need for protection re-
garding a novel technology with yet unknown 
implications and the fundamental require-
ment to enable innovation.83 The law is based 
on a "risk-based regulatory approach": De-
pending on the risk associated with each AI 
application concerning European fundamen-
tal rights and values, higher or lower require-
ments are set, such as regarding the security 
or transparency of the AI application's pro-
cesses.84 The AI Act differentiates between 
four risk levels: unacceptable risk (Article 5), 
high risk (Article 6), low risk (Article 50) and the 
non-explicitly regulated minimal risk. In addi-
tion, Article 51 lays down provisions for gen-
eral-purpose models (GPAI), which, depend-
ing on their intended use, must fulfil similarly 
strict requirements as high-risk systems. 
 
AI systems with an unacceptable risk are pro-
hibited. This includes certain use of 

 
82 2024/1689 REGULATION (EU) 2024/1689 OF THE 
EUROPEAN PARLIAMENT AND OF THE COUNCIL of 13 
June 2024, reason for consideration 9; 46. 
83 Ebert/Spiecker, NVwZ 2021, p. 1188, (1188). 

subliminal techniques or exploitation of vul-
nerabilities of specific groups (children, disa-
bled persons) likely to cause psychological or 
physical harm, social scoring for general pur-
poses done by public authorities as well as 
certain use of ‘real time’ remote biometric 
identification systems in publicly accessible 
spaces for the purpose of law enforcement.85  
 
Systems with a high risk are subject to strict 
requirements. The Act identifies two main cat-
egories of high-risk AI systems: (1) AI systems 
using a safety component or product covered 
by EU Annex I legislation AND subject to third 
party conformity assessment under that An-
nex I legislation and (2) other stand-alone AI 
systems with mainly fundamental rights impli-
cations that are explicitly listed in Annex III, 
unless exceptions apply.86 The Act allows 
'high-risk' systems to be present on the Euro-
pean market as long as they adhere to manda-
tory requirements concerning data and data 
governance, documentation and record-
keeping, transparency and information provi-
sion to users, human oversight, robustness, 
accuracy, security, and pre-market conform-
ity assessment. 
 
In Article 50, the AI Regulation provides for 
special transparency and user sensitisation 
obligations for certain AI systems. These sys-
tems can be labelled as those with limited 
risk. These include AI systems that are in-
tended for direct interaction with natural per-
sons or those that generate synthetic audio, 
image, video or text content. Among other 
things, this is intended to minimise the risks 
posed by deepfakes (see Article 50 (4)). 
 
The lowest risk is unregulated (including most 
AI applications currently available in the EU 

84 Rostalski/Weiss, ZfDR 2021, p. 329, (336). 
85 2024/1689 REGULATION (EU) 2024/1689 OF THE 
EUROPEAN PARLIAMENT AND OF THE COUNCIL of 13 
June 2024, Article 6. 
86 Monica, Saggi, p.145 (148 et seqq). 
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single market, such as AI-powered video 
games and spam filters). Although more and 
more applications are likely to slip into the 
riskier tiers as generative AI systems become 
more widespread, this approach leaves a 
wide range of AI-systems, with potentially se-
rious impact unregulated. The Commission 
considered a number of regulatory options 
and ultimately favored a regulatory framework 
for high-risk AI systems only, with the possibil-
ity for all providers of non-high-risk AI systems 
to follow different types of receive regulatory 
support.87 This is not the only time that a col-
laborative approach between government 
and industry is visible in the AI Act. In fact, in 
many ways it is a visual example of co-regula-
tion. 
 
II. Co-Regulation 

1. Standards 
The model of the AI Act focuses on the devel-
opment of standards rather than requiring au-
thorization by national and European admin-
istrations for placing products on the market. 
This means that private operators actively par-
ticipate in the standard-setting process, simi-
lar to the REAC+ Regulation in the chemical 
sector. Standards become binding not only for 
economic operators but also for public au-
thorities, guiding risk assessment and risk 
management in a consistent manner.88 Con-
sequently, this interplay should establish a 
positive feedback loop by encouraging high-
risk AI providers to align with technical stand-
ards. 
 
Article 40 of the AI Act stands out as a pivotal 
provision in the regulation, serving as the 
mechanism that offers a presumption of con-
formity with regulatory mechanisms upon 
high-risk AI system providers. The impact of 
Article 40 is that providers of high-risk AI 

 
87 Stuurman/ Lachaud, Computer Law & Security Re-
view, p. 3 et seqq. 
88 Monica, Saggi, p.145 (148 et seqq). 

systems can showcase compliance with the 
extensive set of requirements outlined in 
chapter III, Section 2 or, as applicable, with 
the obligations set out in of Chapter V, Sec-
tions 2 and 3, of the AI Act by adhering to offi-
cially adopted "harmonized standards" tai-
lored to their domain.89 These harmonized 
standards come into play following a stand-
ardization request (mandate) from the Com-
mission to recognized European Standardiza-
tion Organizations (ESOs) such as CEN, 
CENELEC, and ETSI. This request procedure 
entails the Commission preparing a draft 
standardization request through consulta-
tions with various stakeholders, including so-
cial partners, consumers, SMEs, industry as-
sociations, and EU Member States. Before its 
formal submission to an ESO, the draft re-
quest undergoes voting by the Committee on 
Standards, a committee comprised of EU 
Member States. The Commission maintains a 
repository of the standardization requests it 
has initiated.90 
 
Private parties participate as co-decision 
makers in European standardization, which 
brings together public and private elements 
through non-legal instruments. Regulating 
through standards enables the identification 
of effective methods for predicting, combat-
ing, and correcting risks, encouraging compli-
ance. As private operators are involved in the 
development of these standards, they are ob-
ligated to adhere to rules they had a hand in 
creating.91 This co-regulative approach 
bridges the gap between public and private 
entities and results in the creation of effective, 
adaptable, and widely accepted standards 
that guide responsible AI development and 
deployment while meeting both societal 
needs and regulatory expectations. 
 

89 McFadden et al., The Role of Standards, p. 7 et seqq.  
90 Ibid.  
91 Monica, Saggi, p.145 (148 et seqq). 
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2. AI regulatory sandboxes 
The AI Act aims to strike a balance between 
openness to innovation and responsibility for 
innovation within the digital single market. The 
objective is to promote the potential of AI sys-
tems while mitigating their risks for individuals 
affected. In particular, the specific legal 
framework for so-called “AI regulatory sand-
boxes” (Articles 57 to 59 of the AI Act) is de-
signed to ensure that the EU remains at the 
forefront of AI system development despite 
the new legal requirements.92 
 
"Regulatory Sandboxes" are designated as 
protected spaces, both in the digital and 
physical realms, where the experimentation 
of novel technologies takes place under the 
supervision of regulatory authorities to ensure 
appropriate safety measures. They serve as 
platforms for communication between partic-
ipating companies and regulatory bodies, fos-
tering tailored guidance for companies while 
offering valuable real-world insights to author-
ities.93 Additionally, participating companies 
benefit from temporary exemptions from cer-
tain regulatory requirements, enabling them 
to test new technologies with lower obstacles. 
As a result, regulatory sandboxes are widely 
acknowledged as fertile grounds for innova-
tion, benefiting the entire (digital) economy.94 
According to the AI Act, AI experimentation 
labs are designed to establish controlled envi-
ronments, facilitating the development, test-
ing, and validation of pioneering AI systems for 
a limited period before their introduction or 
operation, following a specific plan (Article 
57, paragraph 5, sentence 1 of the AI Act). 
 
Regulatory sandboxes are a prime example of 
co-regulation between the state and the in-
dustry since they involve active collaboration 

 
92 Botta, ZfDR 2022, p. 391 (398). 
93 Ibid.  
94 Goo/Heo, Technology, p. 15 et seqq. 
95 Engelmann/Brunotte/Lütkens, RDi 2021, p. 317 
(322). 

and partnership between government author-
ities and private companies in the develop-
ment and testing of new technologies. The 
concept of regulatory sandboxes reflects a 
balanced approach where both parties work 
together to achieve common goals while 
maintaining adequate oversight and risk man-
agement. 
 
In sandboxes, companies do not face the full 
burden of strict regulations, fostering innova-
tion and encouraging the development of cut-
ting-edge solutions that may have otherwise 
been hindered by regulatory barriers. During 
the sandbox process, regulatory authorities 
are actively involved in providing guidance and 
supervision, engaging directly with industry 
players to understand technological develop-
ments and gain valuable insights into poten-
tial risks and benefits.95 As companies pro-
gress through the sandbox, they transition 
from experimental to fully compliant stages, 
allowing adjustments and improvements to 
align with regulatory requirements and ensur-
ing a smoother and safer transition to the mar-
ket. 
 

3. Cooperation with the AI Office 
The AI Office was established by Commission 
Decision96 with the task of developing the Un-
ion's expertise and capacities in the field of AI 
and contributing to the implementation of Un-
ion law in the field of AI (Article 64 AI Act). It 
develops the Union's expertise and capabili-
ties in the field of AI. To this end, it is to work 
together with the scientific community, indus-
try, civil society and other experts.97 
 
The tasks of the office are diverse. In addition 
to extensive governance functions (e.g. Article 
56(6); Article 75(1); Article 89(1)), it should in 

96 Commission Decision C(2024) 390 of 24 January 
2024 establishing the European AI Office. 
97 2024/1689 REGULATION (EU) 2024/1689 OF THE 
EUROPEAN PARLIAMENT AND OF THE COUNCIL of 13 
June 2024, reason for consideration 111. 
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particular serve as a point of contact and sup-
port for industry. For example, providers of 
general-purpose AI models with systemic risk 
must inform the Artificial Intelligence Office 
immediately of serious incidents (Art. 55 para. 
1 lit. C). At the same time, the Office promotes 
and facilitates compliance with the require-
ments of the AI Act. To this end, it provides 
templates in accordance with Art. 53 (1) lit. d, 
for example, in which the training content of AI 
models with a general purpose must be sum-
marised in detail. 
 

4. Codes of Practice 
In accordance with Article 50 (7) and Article 
56 (1), the AI Office also supports the devel-
opment of codes of practice at Union level in 
order to contribute to the proper application 
of the AI Regulation, taking into account inter-
national approaches. 
 
Article 56 of the AI Act describes the Codes of 
Practice as placeholders for compliance to 
bridge the gap between the entry into force of 
the General Purpose AI Model Provider Obli-
gations (twelve months) and the adoption of 
standards (three years or more). While com-
pliance by the GPAI model providers with the 
measures set out in the codes of practice is 
not legally binding, it is a presumption of con-
formity with the GPAI model provider obliga-
tions under Articles 53 and 55 until the stand-
ards come into force.98 
 
In order to ensure that the codes of practice 
reflect the state of the art and take due ac-
count of different perspectives, the Artificial 
Intelligence Office shall co-operate with the 
relevant competent national authorities in the 
development of such codes of practice. The 
codes of practice should, in the context of 
systemic risks, contribute to establishing a 

 
98 Farrell, Verhaltenskodizes. 
99 2024/1689 REGULATION (EU) 2024/1689 OF THE 
EUROPEAN PARLIAMENT AND OF THE COUNCIL of 13 
June 2024, reason for consideration 116. 

risk taxonomy for the type and nature of sys-
temic risks at Union level, including their 
causes and should also focus on specific risk 
assessment and mitigation measures.99 
 

5. Codes of Conduct 
Moreover the AI Act introduces the voluntary 
use of codes of conduct for non-high risk AI 
systems. Since most AI applications are non-
high risk systems the importance of voluntary 
codes of conduct cannot be overstated. 
These codes shall aim to encourage the appli-
cation of mandatory requirements designated 
for high-risk AI systems, as detailed in Chapter 
III, Section 2, to AI systems that do not fall un-
der the high-risk category. The Act outlines the 
mechanisms through which these codes of 
conduct will operate and their significance in 
co-regulating AI systems with varying levels of 
risk.100 
 
Article 95, paragraph 1 of the AI Act desig-
nates the AI Office and the Member States 
with the responsibility of promoting and facili-
tating the formulation of voluntary codes of 
conduct for non-high risk AI systems. These 
codes are intended to be built on “the availa-
ble technical solutions and industry best 
practices.”101 This approach recognizes that 
different AI systems may have distinct charac-
teristics, necessitating flexible and context-
specific compliance measures. 
 
Additionally, Article 95 (2) introduces another 
category of codes of conduct that cover both 
high-risk and non-high risk AI systems. These 
codes are tailored to address specific objec-
tives such as environmental sustainability, 
accessibility, stakeholder participation, and 
diversity within development teams. These 
objectives will be clearly defined and accom-
panied by key performance indicators to 

100 Stuurman/ Lachaud, Computer Law & Security Re-
view, p. 5 et seqq. 
101 Article 95 paragraph 1 of the Act. 
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gauge their achievement. The application of 
these codes remains voluntary.102 
 
In terms of the process, the AI Act allows for AI 
system providers to develop their own codes 
of conduct individually, or these codes can be 
created by organizations representing multi-
ple providers or a combination of both ap-
proaches.103 Furthermore, users and other 
stakeholders, along with their representative 
organizations, are encouraged to actively par-
ticipate in the formulation of these codes. 
Codes of conduct can be system specific or 
cover multiple AI systems, taking into account 
the similarity in their intended purposes.104 
Notably, there is a focus on accommodating 
the interests and requirements of small-scale 
providers and startups in the development of 
these codes, as mandated by Article 95, par-
agraph 4 of the Act. However, the specifics of 
how this accommodation will be achieved re-
main to be clearly defined.105 
 
In essence, the AI Act recognizes the value of 
voluntary codes of conduct as a co-regulatory 
tool for non-high risk AI systems. These codes 
enable tailored compliance measures, foster 
collaboration between stakeholders, and pro-
vide a flexible framework for promoting re-
sponsible AI development and deployment 
across diverse contexts. 
 
Problematic is, that the voluntary codes of 
conduct outlined in Article 95 of the Act do not 
incorporate a validation mechanism to ensure 
the adherence of participating entities to the 
prescribed code. As pointed out above, nu-
merous examples of self-regulation relying on 
codes of conduct have revealed that the ab-
sence of effective enforcement mechanisms 
can quickly erode the confidence in the credi-
bility of such initiatives. To counter this 

 
102 Stuurman/ Lachaud, Computer Law & Security Re-
view, p. 5 et seqq. 
103 Article 95 paragraph 3 of the Act. 
104 Article 95 paragraph 3 of the Act. 

challenge, the incorporation of a verification 
process, possibly accompanied by a label, 
should be considered. This approach could 
grant entities that receive the label the oppor-
tunity to showcase their products and ser-
vices based on the recognition obtained.106 
 

E. A co-regulatory 
Framework for AI 
I. Self-Regulating Principles  
The implementation of principles into self-
regulating mechanism (like codes of conduct 
or standards) within the realm of Artificial In-
telligence should be guided by a comprehen-
sive framework of principles that addresses 
various crucial aspects. 
 
Foremost, entities operating within the AI 
landscape are tasked with conducting thor-
ough assessments of both the potential posi-
tive outcomes and negative consequences 
associated with their actions. A comprehen-
sive understanding of the broader implica-
tions of AI deployment is essential, compel-
ling these entities to demonstrate the attaina-
bility of projected benefits, address potential 
drawbacks proactively, and involve relevant 
stakeholders in the decision-making pro-
cess.107 
 
In a context where concerns regarding the re-
placement of human decision-making with 
automated processes and the displacement 
of human workers persist, the principle of 
complementing humans assumes para-
mount importance. This principle seeks to 
mitigate public apprehensions by ensuring 
that AI-based systems work in harmony with 
human capabilities rather than supplanting 

105 Stuurman/ Lachaud, Computer Law & Security Re-
view, p. 5 et seqq. 
106 Ibid, p. 6 et seqq. 
107 Clarke, Computer Law & Security Review, 411 (416). 
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them. Equally significant is the principle of 
maintaining human control, which addresses 
the unease surrounding the potential transfer 
of power to AI-based entities. It necessitates 
that human stakeholders remain in control of 
the technology and that AI processes remain 
transparent and understandable.108 
 
Safeguarding human safety, wellbeing, and 
interests is a central commitment across the 
board. Those engaged in AI development and 
application are obligated to provide protective 
measures for all parties affected by AI sys-
tems, fostering a sense of trust and ensuring 
the overall welfare of society. This principle 
ties closely with the imperative of aligning AI 
systems with human values and rights, pre-
venting negative impacts and advancing the 
interests of individuals at every step.109 
 
Transparency and auditability form pillars of 
accountability, requiring entities to offer ex-
planations that can be comprehended by hu-
mans for the decisions and actions under-
taken by AI systems. By being transparent 
about their data practices, companies build 
trust and credibility, setting themselves apart 
from less transparent competitors. Due to an 
easier communication between companies, 
current customers and potential customers, 
businesses can use their creativity to raise the 
concept of digital self-determination to a new 
level for their customers and to distinguish 
themselves from competitors. If businesses 
can guide their customers in being responsi-
ble online, it helps customers trust the deci-
sions made by computer algorithms. This 
journey isn't just about having rules and saying 
that things are clear or using attractive AI 
guidelines. It continues by letting customers 

 
108 Clarke, Computer Law & Security Review, 411 (416). 
109 OECD, Recommendation, p. 7; Clarke, Computer 
Law & Security Review, 411 (416). 
110 Koska/Filipović, Digitale Welt, p. 28 (31). 
111 OECD, Recommendation, p. 8. 

have a say and be a big part of how companies 
make sure AI is used responsibly.110 
 
Meanwhile, embedding quality assurance en-
sures that the processes, products, and out-
comes associated with AI meet high stand-
ards, contributing to reliability and public 
trust. Additionally, the concepts of robust-
ness and resilience underscore the im-
portance of building AI systems that can with-
stand disruptions and swiftly recover from 
malfunctions.111 
 
Accountability, discoverability, and timely 
resolution are fundamental principles that 
guarantee due process and procedural fair-
ness. These principles enable responsible en-
tities to address challenges and rectify issues 
promptly, maintaining trust within the ecosys-
tem. Moreover, embracing enforcement 
mechanisms, liabilities, and sanctions under-
scores the gravity of adhering to these princi-
ples, promoting a culture of ethical conduct 
and responsible AI development.112 
 
The "Ethics Guidelines for Trustworthy AI" 
published by the High-Level Expert Group on 
Artificial Intelligence (AI HLEG)113 on April 8, 
2019, also formulated many of these princi-
ples for achieving trustworthy AI. They further-
more concentrated on societal and environ-
mental well-being as well as diversity, non-
discrimination, and fairness. These principles 
are designed to guide the development and 
deployment of AI systems in a manner that 
aligns with human rights, ethics, and societal 
values.114 
 
In summary, these principles should guide 
companies when it comes to setting up stand-
ards or codes of conduct, ensuring that 

112 Clarke, Computer Law & Security Review, 411 (416). 
113 The AI HLEG is an independent expert group that 
was set up by the European Commission in June 2018. 
114 AI HLEG, Ethics Guidelines p. 14.  
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technological advancement aligns harmoni-
ously with human values, rights, and societal 
well-being. In order to bring them to bear ef-
fectively, a state legal framework is needed 
that both promotes and monitors self-regula-
tion. 
 

II. Governmental framework 
While AI may not raise fundamentally new eth-
ical challenges and the technology itself is 
neutral, the way we choose to use it will deter-
mine its good or bad effects.115 The challenge 
for government is therefore to empower in-
dustry to comply with these principles and to 
create a framework that canalizes the 
strength of government and self-regulation. 
 

1. Incentives  
One of the main problems of self-regulation 
lies in the fact that not all companies are will-
ing to adhere to a privately established code. 
Firstly, because they are not obliged to do so 
due to the lack of binding effect, and sec-
ondly, because the positive impacts of self-
regulatory measures (such as preventing 
"harsh" government regulations or gaining 
cross-industry reputation) do not solely bene-
fit the companies that follow these measures 
(free-rider dilemma). Since self-regulation of-
ten entails significant costs, there is a need for 
exclusive incentives for those who submit to 
the rules.116 To promote a comprehensive and 
transparent process of rule-making, the gov-
ernment could, for instance, provide financial 
support or establish public platforms for 
stakeholder exchange. However, a genuine 
foundation for a sector-wide implementation 
of private rule-setting would require a com-
prehensive system for the recognition of spe-
cific codes of conduct by state institutions.117 
Those who, for instance, adhere to legal 

 
115 Hassabis, The History, Capabilities and Frontiers of 
AI Speech; Ferretti, Moral Philosophy and Politics, p. 
239 (240). 
116 Spindler, Eckpunkte, p. 53; Hufeld, rescriptum 
2017/2, p. 107 (110 et seqq). 

requirements when setting standards could 
then claim approval for a code of conduct. 
The introduction of quality seals and labels 
should allow corresponding codes of conduct 
to be used for advertising purposes, signaling 
to customers that above-average require-
ments have been voluntarily met. Another 
possibility would be financial incentives, such 
as tax breaks or grants, to organizations that 
engage in self-regulation. This can encourage 
compliance and reward responsible behavior. 
 

2. Standard-Setting 
To compensate for the loss of legitimacy in 
private regulation, state law must steer the 
procedures of industry standard-setting in a 
way that procedural safeguards lead to sub-
stantive results that do not fall below certain 
minimum standards. In order to incorporate 
the interests of all those affected by the rules 
and achieve a consensus-based norm, all in-
terested parties must initially be involved in 
the standardization process. Individual defi-
ciencies need to be balanced, and minority 
rights ensured. Moreover, principles of the 
rule of law, such as equality and transpar-
ency, must be upheld. Based on these mini-
mum standards, the justification or publica-
tion of decisions should be required. Further-
more, the possibility to raise objections 
against decisions or initiate arbitration pro-
ceedings must exist. Minimum requirements 
for rule-setting are also present at the interna-
tional level. The EU Commission assumes a 
"Good Faith" from private regulators and calls 
for a complete information flow that should 
particularly enable small and medium-sized 
enterprises to participate in an objective regu-
latory process.118 The task of various self-reg-
ulating standard-setting bodies is to develop 
industrial minimum standards that enable 

117 Spindler, Eckpunkte, p. 51; Hufeld, rescriptum 
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interoperability. The state is responsible for 
promoting this unification of technical stand-
ards and the opening of fair competition al-
ready within the standard-setting process.119 
This includes global harmonization of recog-
nized norms, defining a common vocabulary 
and unified software language, as well as 
agreements regarding quality requirements 
for technical standards.120 As standards inev-
itably intersect with fundamental rights such 
as privacy, property rights, or personal free-
dom, the state is also obligated to make polit-
ical demands on standard-setting. To simul-
taneously avoid hindering the innovation po-
tential of Artificial Intelligence, industry, re-
search initiatives, standardization bodies, 
and state regulatory authorities must collabo-
rate closely and continuously review and eval-
uate standards and codes.121 AI firms such as 
DeepMind already have an Ethics & Society 
unit running initiatives of this sort.122 The AI in-
dustry can also help governments find loop-
holes or update obsolete legislation.123 
 

3. Standard-Recognition 
These (self-regulating) standards specified in 
codes of conduct that are industry- and func-
tion-specific must also find consideration in 
court by filling general clauses or contributing 
to the specification of ambiguous legal terms. 
This regulatory technique of "norm-concretiz-
ing reference" imparts a significant coercive 
effect that practically sets an effective incen-
tive for norm compliance. To ensure legal cer-
tainty and counteract the "free rider di-
lemma," this presumption must be legally es-
tablished in the AI industry. Additionally, it 
should be the task of standardization organi-
zations as well as industrial policy to evaluate 
the existing standards, identify detailed needs 
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for revision concerning digitalization aspects, 
and then initiate corresponding standardiza-
tion or standard amendment procedures 
within these organizations.124 
 

4. Simplify Enforcement 
Co-regulation can only work if the private reg-
ulations are followed in practice. The founda-
tion for this lies in the binding commitment 
declarations of participating organizations, 
expressing their intent and commitment to 
adhere to and implement technical or social 
standards. This can be conveyed through 
press releases or inclusion in internal organi-
zational codes of conduct. While codes of 
conduct are generally voluntary, this doesn't 
mean that there are no avenues for enforce-
ment. For instance, there are private enforce-
ment mechanisms that range from mere ex-
posure ("naming and shaming") to contrac-
tual penalties and even network access re-
strictions imposed by private internet provid-
ers. Additionally, claims for profit disgorge-
ment and compensation can also be asserted 
under competition law as a form of private 
rule enforcement.125 Furthermore, market-
based sanctions are conceivable ("comply-
or-explain"). However, in a data-driven mar-
ket, establishing competitive infrastructures 
isn't straightforward, especially in the field of 
AI, where it could lead to a lack of competition 
and consumer "lock-in" effects. Consumers 
may no longer be able to penalize undesired 
company behavior through switching provid-
ers due to the absence of viable alterna-
tives.126 For this reason, it's important to pro-
mote soft enforcement mechanisms such as 
incentives for rule-compliant behavior, effec-
tive dispute resolution mechanisms, and 

123 Ferretti, Moral Philosophy and Politics, p. 239 (260). 
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continuous monitoring to ensure functional 
and stable co-regulation. 
 

5. Collaborative Platforms 
To foster a culture of responsible Co-Regula-
tion, states must also establish collaborative 
platforms that bring together industry stake-
holders, experts, and regulators. These plat-
forms serve as arenas for open discussions, 
sharing insights, and jointly developing self-
regulation frameworks that align with evolving 
challenges. By involving diverse stakeholders, 
such as consumers, civil society organiza-
tions, and academia, the state enhances the 
legitimacy and inclusivity of self-regulatory in-
itiatives.127  The AI-Act already establishes a 
number of corresponding institutions. In addi-
tion to the AI Office (Article 64), these include 
a European Artificial Intelligence Board (Arti-
cle 65), consisting of representatives of the 
Member States. An Advisory Forum (Article 
67), represented by a balanced selection of 
stakeholders, including industry, start-ups, 
SMEs, civil society and academia. And addi-
tionally, a Scientific Panel of independent ex-
perts (Article 68). These "expert panels" sound 
promising and pave the way for a technically 
competent regulation for AI. It will be crucial 
not to neglect the voices of start-ups and think 
tanks in the various countries. The gap to the 
USA and other countries in the race for the AI 
revolution is already far too large. It must be a 
stated goal to enter dialogue with young vi-
sionaries and provide maximum freedom and 
resources to promising projects. If all the big 
AI companies move to the USA, it will not only 
be incredibly expensive for the European Un-
ion. They will also lose all data sovereignty and 
become involuntary spectators of the 21st 
century. 
 

 
127 Ferretti, Moral Philosophy and Politics, p. 239 (259 
et seqq); DIN/DKE, Roadmap, p. 34 et seqq. 
128 Tallberg et al., AI Regulation in the European Union, 
p. 23. 

F. Conclusion 
The future of artificial intelligence can be 
scary. It is up to today's lawmakers and indus-
tries to take the fear out of this man-made 
technology. State regulation will be necessary 
to ensure the safety of citizens. In fact, studies 
have found, that all types of non-state actors 
express concerns about AI technology and are 
in favor of regulating its development and use 
at the European level.128 Self-regulation can 
therefore only play a complementary role in 
helping to make rules more effective and en-
force them. In this context, a gap between the 
constantly evolving technology and the legal 
rules is not only unavoidable, but also neces-
sary to avoid stifling the innovation potential of 
AI. 
 
The AI sector holds a pivotal role in helping 
governments to implement more efficient pol-
icies. To begin with, it is essential that they 
meet their tax responsibilities, thereby con-
tributing to the financial support of impactful 
retraining initiatives and social benefits to ab-
sorb the transition costs generated by disrup-
tive AI technologies.129 Self-Regulation and 
soft law shall contribute to the legislation it-
self, anticipating and experimenting with solu-
tions that are more easily adaptable and im-
provable. As recognized by the AI Act, soft eth-
ics and soft law can work as sandpits.130 The 
industry has to proactively participate in legis-
lative processes by providing insights into the 
AI systems and their needs.131 If this is the 
case, those committed to self-regulation can 
indeed experience higher acceptance. Some 
companies are already rising to the responsi-
ble A.I. challenge: Microsoft has an Office of 
Responsible A.I. Use, Walmart a Digital Citi-
zenship team, and Salesforce an Office of 

129 Ferretti, Moral Philosophy and Politics, p. 239 (259 
et seqq.). 
130 Floridi, Philosophy & Technology, p. 619 (622). 
131 Ferretti, Moral Philosophy and Politics, p. 239 (259 
et seqq.). 
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Ethical and Humane Use of Technology. How-
ever, more companies need to quickly em-
brace a new era of A.I. self-regulation.132 
 
For effective self-regulation to work it must be 
the goal to adopt a whole-of-lifecycle ap-
proach. To achieve this, processes need to be 
refined to establish distinct milestones that 
guide decision-making processes. Addition-
ally, it is necessary to educate and train em-
ployees to actively participate in A.I. govern-
ance and to prevent bias. This education 
should equip them with a robust understand-
ing of the tools, their impact, and their individ-
ual responsibilities throughout the lifecycle of 

 
132 Ammananth, FORTUNE, January 16, 2023. 

the project.133 Furthermore, it is vital to ensure 
alignment within the technology ecosystem 
encompassing edge devices, cloud plat-
forms, sensors, and other tools. This align-
ment serves to prioritize the qualities of trust 
essential for each specific deployment. 
 
Ultimately, the responsibility also rests on us, 
the users and consumers, to be vigilant in how 
we navigate AI tools and harness their com-
plete capabilities in a manner that is both 
trustworthy and sustainable. Relying on gov-
ernments and industries to act is no longer a 
viable approach.  

133 Ibid. 
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