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As Al Agents Run Their Own Code,
Researchers Test the Sandboxes Meant to
Contain Them

# Al Code Sandbox Vulnerabilities: Why G
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Singapore has just become the first country to publish a governance framework for agentic Al A
new study of the sandboxes that hold Al-generated code suggests the technical assurances behind
such systems deserve harder scrutiny, IBTimes spoke with the researchers behind it, George
Andronchik of fellows.tech and Orbitalab, and Pavel Lokhmakov, PhD in C5.
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safety testing at the centre of the conversation. Underneath every such agent, though, sits a more
basic engineering question. When an Al writes and runs its own code, where does that code execute, Ad
and what stops it from reaching the machines beneath?
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Researchers at fellows.tech and OrbitaLab put five of the most widely used Al code sandboxes
through six engine-level security tests. We sat down with co-authors George Andronchik and Pavel
Lakhmakaov to discuss what the results mean for businesses deploying these systems.

Why should a company building with Al care about "sandboxes” at all?

George: Because the moment you let a model run code it generated, you've invited an untrusted
process anto your infrastructure. The sandbox is the wall between that process and everything you
own, including customer data, credentials, the host machine, Most teams treat it as a checkbox. We
wanted to know whether the wall actually holds.

Pavel: And the timing matters. The threat used to feel theoretical, and that's stopped being true. In
one UK Al Security Institute study, a frontier agent’s best run worked through 22 of 32 steps of a
simulated corporate-network attack, and the researchers found that capability climbs with the
compute behind it, with no plateau in sight. The live question now is what stands in hostile code's
way when it tries to escape.
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You tested five products. What surprised you most?

George: That the strength of the isolation barely predicted real-world safety. Some products with
the most sophisticated engineering underneath turned out to be among the most exposed, because
the self-hosted version had quietly stopped updating it. The technology wasn't weak. The
maintenance was.

Apple has sued OpenAl, alleging trade
secret theft tied to its Al hardware...

Pavel: One product's self-hosted deployment had frozen its underlying engine for more than 471 Ad

days, missing two serious fixes in that window, including a high-severity escape-class flaw. A second
self-hosted build had its engine pinned 399 days back, and when an B.7-severity vulnerability
surfaced later in that stretch, the default pin left it unpatched for weeks. Operators running those Ahorra En Tu Viaie
versions believed they were protected. In practice they were running known-vulnerable software .
because nobody updated a version number. v
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An important caveat there. You tested the open-source, self-hosted versions. Does this apply to
the vendors' managed cloud offerings too?
Pavel: No, and we're careful about that. We measured the open-source, self-hosted deploy paths,

because those are the ones we can actually inspect. For the managed cloud versions, the pinned
engine isn't publicly observable, and in the paper we literally classify it as "opaque! A cloud provider
may well update aggressively behind the scenes. We can't see it, so we make no claim either way. The
frozen-pin result is a statement about the self-hosted versions, full stop.

George: Which is its own lesson for buyers. If you self-host, version currency is your job now, and the
data shows that job often goes undone. If you use the managed service, you're trusting a process you
can't verify, so you should be asking the vendor to describe it.
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That sounds less like an engineering failure than an operational one.
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George: Exactly. We call it a vendor-management problem rather than a security one. The open-
source engines underneath patch extremely fast, often the same day a flaw is disclosed. The lag
happens downstream, in the product that pins one version and lets it rot. The most damning result
was a reversal we didn't expect: the product with the weakest isolation scored best on patching,
because it rode an auto-updating runtime. Good architecture told you almost nothing, Vendor
discipline told you what you needed to know.




Another finding concerns an engine with no published vulnerabilities at all. That sounds
reassuring.

Pavel: It's the finding people are most likely to misread. One engine we looked at has zero published
CVEs, meaning zero recorded vulnerabilities in its public history. The intuitive reaction is "great, it
must be solid." But it also has no public security-testing program and noindepends  *  [behind it..
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"unknown” doesn't equal "low." So flip the question, Rather than asking whether an engine has had
vulnerabilities, ask how anyone has gone looking for them. Something with no history, nothing
tested, and no outside review isn't proven safe, It's simply unexamined.

Singapore's new framework leans heavily on testing and assurance, through tools like Al Verify.

SAVE NOW

Does work like yours fit that direction?

Pavel: It fits it closely. Singapore's whole approach has been to push assurance toward things you
can actually test rather than things a vendor simply asserts, and that's the gap we're pointing at.
Sandbox security today is often judged on claims a buyer can't independently check. Our entire
study is reproducible, so anyone can rerun the tests against the same software versions we used.
That "test it, don't take it on trust™ philosophy is exactly the trajectory regulators here are signalling.
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George: And for procurement teams, it turns a vague assurance into concrete due-diligence
questions. That's far more useful than a vendor's promise.

The study refuses to name a single "best” product. Why not just give buyers a winner?

Pavel: Because there isn't one, and pretending otherwise would be dishonest. We split the decision
into four business questions: how hard 15 it for hostile code to escape, what can it learn about your
environment, can your team add its own controls, and do fixes actually reach you on time? No
product scored well across all four. The right choice depends on which of those matters most to your
own risk.

George: And patch delivery, that fourth one, is the question that erodes silently. You feel fine for
months, then you don't.
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George: A handful of questions cover most of the danger. Who owns version currency, and how fast
does your vendor close the gap between an upstream fix and your live deployment? A frozen pin is
an incident in slow motion, and you won't feel it until it has already cost you, Next, how does the
vendor look for vulnerabilities, and will they show you the program? And fiinally, what does the
default configuration actually grant, and have you confirmed that yourself rather than trusting the
brochure?
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Pavel: None of those are engineering questions. They're governance questions, the unglamorous
kind. But they decide whether the sandbox on your invoice is protecting your company today, or the

version of your company that existed last spring.

‘Where can people read the full work?

George: The complete methodology and per-product results are published through Orbitalab and
fellows.tech, We made it reoraducible on purpose. Securitv claims should be check ™ jttakenon
faith.
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The full study and methodology are available via fellows.tech and Orbitalab.
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