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1 Introduction

This document presents the steps, procedures and guidelines for building loT applications using
10T83’s “Flex Version” of its Application Enablement Platform, Flex83.

This Flex83 product provides a powerful and cost effective path to create dynamic loT Applications.
Should any users of this platform desire to move up to the full power of the Enterprise Versions of
Flex83, please contact 10T83 for details (https://iot83.com/contact-us).

1.1 About
The Flex83 Portal is a cloud-based platform that is offered to users in SaaS offering depending to the

scale and use-cases needed for your application. Using the platform tool sets, users can easily

onboard any loT Device to the platform, start visualizing device data, apply rules and policies to the
streaming data and set alarms or alerts in form of emails and SMS or “Action on Events” in the form
of Remote Procedure Calls (RPCs) or Webhooks. Flex83 cloud offers Secure MQTT connectivity from
the End user’s device to the cloud.

One of the unique aspects of Flex83 is that as a user configures their subscription by onboarding

devices, device data, setting up device groups, device data attributes, etc., the platform is

dynamically building a professional grade application in the background. Once a user’s devices are
connected and configured, the foundation of a powerful user application is already created and

available. Further, Method83 has debugging tools integrated at every layer of the platform so that
you always can validate your progress and quickly see results.

1.2 Acronyms Used

Term Description

F83 Refers to the Flex83 Cloud

10T Internet of Things

MQTT Message Queuing Telemetry Transport

1.3 Revision History

Rev Date of Issue Author Scope

0.1 2020-06-03 loT83 Ltd Initial Draft

0.2 2020-06-21 l0T83 Ltd Updated Usage Guide

1.0 2020-09-04 loT83 Ltd Updated for Product Release
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2 My Account

The landing page of the portal is the “My Account” page, showing your current plan details and
various options available regarding your subscription plans along with options to upgrade to a higher
plan, cancel the current plan, check billing details, payment history and more.

My Plan Details

- SUMMARY. ADD.ONS BILLING
Welcome, _
IR subscription Summary ol lisereton
[ ]
e Base Package » Standard $1000 USD / mo
& hitpsi//flex83.dc2-iot83.com Add-on Package(s) » (DTN +) $100 USD / mo
B flex83 Valid Upto » 10/22/2020, 18:11:05 Total Amount: $1100 USD / mo
& jayant puri@83incs.com Trial Active »  No (Expired)
g +1(123) 457-890
Base Package Details
Current Monthly Subscription $1100 uso
v Device Type(s) 5 Standard v
Package Info
v 500
v 5 S Device Type(s) | 500 Device(s) | 5 Device Group(s) | 30 Device Attribute(s) | 15 Events | 10 Rules | 250 SMS | 500 Emails | 250 Webhooks | 250 RPC | 10 User(s) |
v 30 3 Role(s) | § User Group(s) | 1Year Data Storage
v 15
v Rules/Event @ 10
v s ime 250 Add-on Package(s) Details
v Emails/mo 500
v Webhooks / mo @ 250 /B 'AM Package (1) ]
v RPC/mo® 250 @88  Add more user, roles and groups
v )@ 110
100 Users | 2 User Device Groups | 3 Role
v Role(s) @ 6
v User Groupls) & 7
v Datastorage @ 1Year

2.1 Subscription Plan

Flex83 offers a base plan starting at $1000/month. Post this it offers add on services/quota that can
be purchased if you want more resources. Paid plan is available by signing up for the plan’s monthly
recurring amount using Paypal as the payment gateway provider. On this page you can always see

your current subscription and the usage entitlements enabled for that plan.

SUMMARY ADD-ONS

Device Category

£in Device Management Package
BE8  Add more Device Groupis) in your plan

G Device Group(s)

- 0 +

£l Device Richness Package
more Device Attribute(s) in your plan
008 add D Attrib ) I

G Device Attribute(s)

- 0 +
IAM Category

£in |AM Package

BILLING

B8O  Add more Users, User Device Groups and Rele in your plan.

= 1 +

Ops Category

$100usp /s mo

@

$100usp /s mo

$100usp s mo

£ Device Types Package
BE8  Add more Device Type(s) in your plan

G Device Typeis)

- 0 +

£in Devices Package
BE8  Add more Devices in your plan

- 0 +

All rights reserved. This publication and its contents are proprietary to 10T83 Ltd., 2020
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2.2 Billing Details

SUMMARY ADD-ONS BILLING

Add Ons Purchased Cancelled

-
I

10/17/2020, 11:24 | Transaction Id : N/A $0

Purchased Cancelled

-
I

. %
=
=1

1:19 | Transaction Id : N/A $0

-
i

Add Ons Purchased

10/16/2020, 18:59 | Transaction Id : N/A $1 00

-
I

12 | Transaction Id : N/A $1 000

This section shows all the transaction history for your account. This includes, purchases,
cancellations and refunds, if any. It also provides a section where you can also check your invoices
for all the payments made.

2.2.1 Information on Plan Details:

1. Trials are valid for 45 days (subject to change by I10T83 at any time) and once in a lifetime for an
email address / phone number.

2. After Expiry of a Trial your card will be automatically charged and your account will get
converted to a paid subscription.

3. Cancelling your subscription for the month for which the billing is in process (cancellation date
same as billing date) will not result in a refund for the balance of the month.

4. Payments are charged at the beginning of each billing cycle.

2.3 Plans

This section details the options available under each plans and addons, beginning with an overview
of the building blocks that make up each plan. By understanding how many of each of these plan
building blocks, you can understand which plan will be needed for the use-cases, application, or
applications you wish to build and run.

a) Number of Device Types — Define the unique device types that you are entitled to. A “Device
Type” is defined as any device that provides the same JSON format when it connects to Flex83
over MQTT. So, from the point of view of Flex83, a Raspberry Pi and an Arduino can be the same
Device Type, if they are sending the same JSON data to the platform.

b) Number of Devices — This denotes the actual end-user devices, or maximum allowed unique
MQTT connections to the Cloud. The Devices allowed are shared across Device Types, meaning, if
you are allocated 4 Device Types and 20 Devices, you can use a total of 20 Devices across all these
4 Device Types.

c) Number of Device Groups — Groups are administrative settings to allow users to club together
different devices under one logical namespace adding a lot of value in managing device events.

d) Number of Device Attributes — Device Attributes are the “Name / Value Pairs” that your devices
send to the Platform in JSON format. The number of device attributes sets the size of the JSON
that your devices can forward.

e) Number of Monitoring Events — In Flex83 “Events” are basically combinational policies that
watch for a certain conditions that you program that on detection of the event trigger the
“Event”. Events can trigger emails, SMS, Remote Procedure Calls (RPCs), or Webhooks, and are a
very powerful platform feature.
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f) Number of Event Rules — The logical statements that make up the Events are called rules.

g) SMS / Emails — Based on your plan, you are entitled a particular number of SMS and Emails that
you can ask the system to send on your behalf. These are primarily used for Policy and rule alerts
or alarms, so that you are able to receive notifications in form of email and SMS for your devices
based on the rules that you configure. Should you run out of this resource, the system will notify
you.

h) Webhooks - The HTTP based calls that can be triggered as actions to events.

i) Remote Procedure Calls - The control call that can be made to the device via the portal.

j) Data Retention — The cloud stores the raw data for a specified duration determined by the plan
you choose. Any data that becomes stale or falls outside the criteria is cleaned up time to time.

3 Understanding the Flex83 Left Menu

Below are the navigation options for the 5 menus of Flex83 Platform (minor changes to the
arrangement of these menus may occur from time to time, but the basic logic of the implementation
will remain the same).

Each main menu item , or Parent, represents a major platform function or logical section. The “child”
items in each section provide access to the logical sub-topics of that application section, as shown in
to the left and listed below:

3.1 Dashboards
3.1.1 Device List
3.1.2 Maps and Geofencing

Flex

Dashboards

¢ i= Device List

3.1.3 Aggregates
& Agpregates 3.1.4 Event History
O Evenchiotory 3.1.5 Device Alarms

Map & Geofencing

8 Device Alarns 3.1.6 Connection History

gl 3.1.7 Trends & Forecast

il Trends & Forecast

3.2 Operations
Actions 3.2.1 Actions

D G 3.2.2 Events

e cente 3.2.3 Alarms

All rights reserved. This publication and its contents are proprietary to 10T83 Ltd., 2020 Page 7



% Device Setup 3.3 Device Setup
) AT 3.3.1 Define

| e 3.3.2 Manage

3.3.3 Groups

3.3.4 Attributes
3.3.5 Debug

% Groups

+ Or Debug

# Simulation

® M 3.4 |AM

‘& e 3.4.1 Users

o UserGroops 3.4.2 User Groups
3.4.3 Roles

4 Simulation 3.5 Simulation

Again, One of the unique aspects of Flex83 is that as a user configures their subscription by
onboarding devices, device data, setting up device groups, device data attributes, alarm profiles, and
event monitors, etc., the platform is dynamically building a professional grade application in the
background. The rest of the Document will show how this works and cover how easy it is to
configure the system and create your powerful application.

4 Device Setup

The Device Setup process is very streamlined and once you are familiar with the process, you can
skip steps come back to them later to get up and running quickly. But to understand the full power
of Flex83 the step-by-step process we will follow here leverages all the Device Setup and also
strongly recommend using the simulation functionality So before we start, here is the outline of
what we will walk through in the following sections:

1. First we will define a Device Type following the prompts on the Define Page.

2. Then, we will follow the prompts on the Manage Page to name the individual devices and
establish their locations.

3. Next, we will show the features of the Groups & Tags Pages. Here | like to create two groups
Simulated and Physical Devices (more on this later).

4. Next, you can jump to creating a simulation (targeting the Simulated Device Group) to push some
data to our application and create the Schema for the Device Type we created.

5. Next, we will open the Attributes Page to “decorate” our data, and to possibly create some
“synthetic” or “derived” variables or attributes.

6. Next, we will look at multiple examples of how to connect “Physical Devices” to Flex83 and get
this working several ways.

7. Finally, we will validate that both our physical and simulated devices are connected as intended
and then tour our dashboards to see how Method83 has dynamically created our application.

So let’s get started!
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4.1 Define

This is the step where you define your Device Type. For example, if you are trying to connect a
Device Type called TankMonitor, then you would name your device as shown below, indicate how
often you want the device to send updated data, add an image to represent the Asset Type (which
will automatically be leveraged in your application dashboard pages) and click “Update”. Once this
step is completed, you can identify how many Devices of this Device Type you wish to create, and
then click “Generate” to create the unique Flex83 identifiers of the devices.

At this time, you can also click “Email Credentials” to send a file to your registered email account
that contains all the device connectivity information and security / authentication credentials
needed to connect your devices the Device Type instance you just created. We will examine this file
later when we connect our devices, but it is IMPORTANT TO NOTE that each Device Type has unique
Credentials. That is, if you have 3 Device Types, you will have 3 Credentials files uniquely identifying
each.

Device Types TankMonitor

Flex

I Basic Information
= Dashboards

Name: % Description : Image C' Reset

#= Operations
Water Tank Pumping Stations

Device Setup

Reporting Frequency :

W Define
p

Manage

& Groups
Attributes

Debug I Definition *Emall Device Credential service can be used only 3 times per Device Type.

# Simulation No. of Devices - Used : @ / Remaining : (&8

2 Help [ & Generate ] IE Email Credentials ]

Topic Information :

Topic Topic Id

d047ec12c81e418Baed77bfadecfdd7a/<deviceld>/report

Control (Subscribe) d047ec12c81e418B8a697 Tbfadecf4d? a/<deviceld>/control

As circled in green above, the system will assign you a pair for Topics for a two way Connection from
Device to Cloud and Cloud to Device, for Report and Control topics respectively.

The top Topic is your device’s MQTT publish topic, where your device will publish to the unique
Flex83 identifier for your Device Type in the format:

<unique_device_type_identifier_string>/<unique_device_identifier_string>/report

Similarly, you device can subscribe to MQTT messages from Flex83 to you device using the format:
<unique_device_type_identifier_string>/<unique_device_identifier_string>/control

Note that the “unique_device_identifier_string” is found on the “Manage” page of Device Setup.

Further down on the “Define” page, you can see your actual devices (which you will name in the
next step). But below that a section where you can add remote procedure calls to your devices.

All rights reserved. This publication and its contents are proprietary to 10T83 Ltd., 2020 Page 9



—~y

Devices (5)

| Device Type

Home o Jayant o Dev3 o] Devd o Devs o]

Device RPC Commands

Reboot [ ABC @

+ Add Comman d

You may choose to come back to this option later, but when you click “Add Command” a form like
this will pop up”:

Add RPC Command for - u

e.g. Reboot or Reset or Power Off v
"reboot_device": 1

Here, we are imagining that under certain circumstances we may wish to reboot our device, and so
we create an RPC called Reboot. The contents of this Reboot RPC are simply a JSON that will be
passed to the device using the “control” MQTT channel we just discussed. This RPC can then be the
“Event” triggered in an Event policy. For example, one of your Event policies may be watching for
circumstances indicating a fault in your device, where upon detection, you would wish to reboot the
device. This RPC, then could be triggered and sent to your device, then interpreted by the device,
triggering the reboot.

Further down the page, you will see a section (which is optional, but very nice when completed)
where you can add icons indicating your device deployment and connectivity. You may wish to fill
this in later as well, but let’s go ahead and clarify this here.

All rights reserved. This publication and its contents are proprietary to 10T83 Ltd., 2020 Page 10



Device Topology

Companent Image

Component Name : =

+ Add Component

Network Interface

Here is an example implementation showing a “chain of connectivity” to the end device which is a
water pumping station. The Station is connected to a controller, which is connected to a gateway,
which is connected to the cloud. So, we set up this page like so to be able to show this connectivity

in our application:

I Device Topology

Component Image : C' Reset
i o

Component Image : C' Reset
g o

Component Image : C' Reset

\
,
(/]
Component Image : C' Reset

) o

Component Name :

Controller

Component Name :

WaterStorage

Component Name :

LTE_Gateway

Component Name :

loT_Cloud

+ Add Component

Network Interface :

Ethernet

Network Interface :

Modbus

Network Interface :

LTE_MQTT

Network Interface :

Save

That completes the “Define” page set up. Once this is all completed and saved, at the device list
screen, you should see the instance of the Device Type you just created. You can click the edit icon
on the right to re-visit configuration (perhaps to change you Device Type image), or delete the

Device Type if for some reason you need to.

Device Types - locarsc @) | uses @B ¢ e B
Name Devices / Groups / Tags
%\ § / 2 /1 2

Showing 1 o 1 of | Records Per Page

Manage

Attributes | Events | Dasnboards | Simulation

Created

Jayant Purl

Updated

Jayant Pur

All rights reserved. This publication and its contents are proprietary to 10T83 Ltd., 2020
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Note that the plan you have selected determines the number of Device Types and the total number

of Devices that you can create using this Connector service.

4.2 Manage

In this Section, we show how to configure your Device names and locations, a very quick & easy
process. First, in the Device Setup menu area, select “Manage”, and you should see a screen pop up

that looks like the following:

Devices - aliocated () / Used (@) / Remaining (3
Device Type:  Oxymeter

Device Id Device Info

vt Bed 1
v
e Bed3
- Bed?

| Bedd

Showing 1 to 4 of | Records Per Page; 5+

v

Device Group :

Device Type

Oxymeter

Oxymeter

Al

Device Group

ROW

Tag

v Device Tags:

Last Reported

04/09/2020 | 06:05:43 pm
04/09/2020 | 06:05:43 pm
04/09/2020 | 06:05:43 pm

04/09/2020 | 06:05:43 pm

Al

Status

# Online

@ Online

@ Online

@ Online

[&]

Actions

GotoPage: 1+

You can select the edit icon on the right for each of your devices to name them and set their
locations. When you do, a screen that looks like the following will pop up. You can name your device
and then zoom in to any geography and add in the address of the device, and save it (for each one).
Once placed, you can also drag the location and base the location of Latitude and Longitude, or place
the device directly using lat / long from the start.
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Add Details - n

*Enter your location OR search using lat / Ing.
Device Name : Location :

Tank1 341 Ancient Oaks Way, Boulder Creek, CA 95006, USA

Latitude : Longitude :

-122.10497784696045 m

37.13666426845301

o 1EEE 6

Redwood
Grove
Rices Junction 2
,:n;.m?o _;&
T, &

+

Bracken Brae ' -
-Rb
Forest Park e s

2 2 ﬁ
“ Bear Crpth

Boulder Creek

ra

Q La
3
L
Map Satellite 2‘;

% ® Lachl'amond
Go gle % Map data ©2020 | Tarmg of Use.} REPOrt a map error
4.3  Groups

This section allows to perform administrative functions on your Devices like — Classifying them into
groups or tagging them etc. So, under Device Setup, click Groups, and Create New. This will bring up
the Create Group screen where you can name the group, set its description, and add devices to the

group. Once complete, add other groups to organize your devices into the most logical organization
for your application.
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Device Groups <

S Available Devices

Basic Information

Oxymeter v us

M=l

No device(s) available

Cancel

Next click Tags. Here you can create tags for your Devices. Perhaps you want to tag by criticality,
priority, function, or some other indicator. In practice you can use Tags to sort for different Devices
that you want to monitor, analyse or watch more closely. To begin, simply click “Add Tag” on the
right, select a color for the tag, name the tag and it becomes available as a tag. Once you have
created the tags you want, connect them to Devices according to whatever scheme you have
identified for tagging devices in your application.

Device Groups <

Device - Tag Mapping

. HeathMonitoring

izl

No tags(s) available

Note: Default group can only be renamed and cannot be deleted. You can add Devices to a default
group but cannot take them out. In case you want to create another group, then you will need to
add devices to this group and they will automatically move out of the default group. A device can sit
in only one group. By Default every device that gets created is sent to the default group

4.4  Attributes

Once you have either simulations running (see below) or have connected your devices to the cloud
(also below), the data attributes the devices are forwarding (that is the elements in the MQTT JSON
being sent) will automatically appear in this section (Device Setup / Attributes).
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This is one of the most powerful sections as you can do a lot here. Not only can you select your RAW
attributes for integration into your application but you can also create custom / synthetic attributes
as shown below. Once you create your custom attributes, you can also debug to see the value of the
attribute

Device Attributes - Allocated (@) + used @ Remaining (@ o

Basic Information Last Updated : 7 hours ago

SMATE

Device Type : #

Oxymeter

Raw Attributes

Raw Attributes (8)

device.battery Numeric a7

device.charginMode Boolean false

W/ device.ledBrightness Numeric 62 ledBrightness ledBrightness

o timestamp Numeric 15991954341 timestamp timestamp

o vitalsbloodPressure.diastolic Numeric 88 diastolic diastolic
vitals.bloodPressure.systolic Numeric 141

o/ vitals.bpm Numeric 116 bpm bpm

W vitals.spo2 Numeric 96 spo2 spo2

In the screen above, some of the Device attributes have been selected to include in the application
dashboards, and assigned friendly names, and perhaps units have been assigned to the attributes.

VT
custom attribute

Synthetic Attributes
Refresh Schema/)SON

Attribute 1 x

Name: & Display Name : Unit :

health Patient Health %

Exp?  Function Expression

expression

+ Add Atiribute

In this section of the Attributes page, you can create “custom” or “synthetic” attributes. A synthetic
attribute is one that is created using some logical expression using a combination of attributes, such
as creating a power attribute by multiplying current and voltage, or by otherwise applying some
math function on a single attribute. The possibilities here are quite extensive. To better understand
that take a look at the following screen shot:
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/ vitals.spo2 Numeric 96 spo2 spo2

Synthetic Attributes

Attribute 1:

Name : # Unit

health

Exp ? Function : Expres vitals. spo2

v ad

expression

+ Add Attribute

In the Expression box, but typing “@a”, a dialogue box appears where you can select any of your
Device Attributes to include in the expression. You can add multiple Device Attributes to an

expression.

In the example below, we are invoking the Flex83 math functions against a Device Attribute to
create a different form of Custom Attribute. As you can see this is quite powerful.

Synthetic Attributes
Attribute 1: x
Name : * Display Name Unit
health Patient Health %
Exp? unction : Function Arguments
Alal I GO Al )
atan2(double columnName,Column columnMName)
+ Add Attribute
cbrt{Column columnName)
ceil(Column columnName)
conv(Column columnName,int fromBase,int toBase)

It is important to understand that because your application depends on the time series data being
sent from your devices, once the attributes are set this is the “Schema” of your database, and the
database is safeguarded to maintain the integrity of your application. As long as you have
“remaining” attributes available in your plan, you can continue to grow and enhance your Attributes.

But, there will be cases when you want to “reclaim” plan resources and remove elements you’'re
your schema, or simply change the way your application works. For example, you may want to send
different data from you devices, create more derived data, any number of possible reasons to
change your application and thus, your Attributes.

So, to reset your Attributes (in effect your database schema), navigate to the top of the Attributes
page and click the arrow highlighted in red below:
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I Basic Information Last Updated : 47 minutes ago

Device Type : *

TankMonitor

(0]

Because this will in effect restart your entire data collection, you will be prompted to be sure you
intend this action. But to change your schema you would proceed, and then start sending the new
set of attributes from you devices (or simulations for that matter), and your new attributes will
automatically appear here.

4.5 Connecting Devices to Your Flex83 Application

Because you may want to connect different kinds of physical devices, such as Arduino, ESP32,
Raspberry Pi, etc., we will show several ways to connect to the Flex83 Application to make this as
clear as we can in the following sections.

But as a tip for getting started with any new project, a powerful way to start is to set up your Device
Type, with however many instances of that device type you want, and then create two (or more)
Groups on that Device Type and put some of your devices in each group (I like to set up “Physical”
and “Simulated” Groups to start). Then, you can go to the Simulator, and setup a simulation pointed
at the “Simulated” Group, put the JSON you want into the simulator and give it a try. If you like it,
great, move on to connecting physical devices. If you don’t you can re-set your attributes (removing
your schema) and use a different JSON. When you have what you want, you can add physical
devices, and when you want, delete the simulation and deploy those devices as physical devices as
well. This is a great feature for prototyping your initial design and getting started.

But before we start with any examples of adding physical devices, let’s look at the Credentials File
that Flex83 sent to our email account (when we clicked Email Credentials above). Note: if you don’t
immediately see the email be sure to check your spam folders before you click again!

Here are the contents of that file (I transposed the file because | think it is easier to read this way):

Scheme TCP TLS

Username 184c41e9a61345a6af8fb4e591a0b711 184c41e9a61345a6af8fb4e591a0b711
Password amVRBa9w1VLpNNik amVRBa9w1VLpNNik

MQTT Broker Url | mgtt.flex83.com mqtt.flex83.com

Port 1883 8883

Publish Topic d047ec12c81e4188ae977bfadecf4d7a/<deviceld>/report |d047ec12c81e4188ae977bfadecf4d7a/<deviceld>/report
Subscribe Topic [d047ec12c81e4188ae977bfadecf4d7a/<deviceld>/control [d047ec12c81e4188ae977bfadecf4d7a/<deviceld>/control
MQTT Root CA  |N/A https://dl1jn0gbol8q5.cloudfront.net/ca/RootCA-maker83.pem

This, plus the individual device ID for specific devices provides all the information we need to
connect our devices. For clarity, the individual device IDs can be found on the Device Setup /
Manage page, and you can copy the device IDs to the clipboard by clicking green icon just to the left
of the ID string below:
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Devices - Alocsted @) 7 Used €B) / Remaining @8

Q

Flex

Device Type BackupPower v DeviceGroup: Al v Device Tags Al v
= Dashboards

Device Id Device Info Device Type Device Group Tag Last Reported Status Actions

= Operations

@ 0c35b9c540594bi4a.. fic,, | Boulder Hospital BackupPower PhysicalDevice 23/09/2020 | 04:52:27 pm ® oniine o

CLEE SR 4 400 W Lomond st, Boulder Creek, C 4 secands ago

% Define
@ 04032b3a16be4fffo... o ScottsValley BackupPower Simulated 23/09/2020 | 04:52:23 pm

@ 366 Collado Dr, Scotts Valley, CA 95 8 secands ago

® oniine &

Manage

& Groups @ d51d42fc5c324d3b... ., BenlomandHospital BackupPower Simulated 23/09/2020 | 04:52:23 pm ® online &
4 435 Hubbard Gulch Rd, Ben Lomon. 8 seconds ago

Attributes

[ ea5d17286bad401d... o OlymiaHospital BackupPower Simulated 23/09/2020 | 04:52:23 pm @ online &

O Debug & 8086 Newton Dr, Felton, CA 95018, & seconds ago

Rl 0! 067a55c7e4274fd78... %_. GlenArborHosp BackupPower Simulated 23/09/2020 | 04:52:23 pm ® online &

4 471 Park Dr, Ben Lomond, CA 9500. 8 seconds ago

2 Help

Showing 1to 50f 5 rows | Records Per Page: | 10 = n GotoPage: | 1+

4.5.1 Connecting using MQTTX

MQTTX is an MQTT setup and debug utility that makes it easier to connect to cloud applications for
the first time. The idea is if you can get connected using MQTTX, you see how everything is supposed
to be working, and you can map that into your embedded IoT solution. You can download MQTTX
here (https://mqttx.app/) and install it. Once you launch it, you can click the “+” icon on the left to
create a new connection. Create a name for the connection (any name will do) and then configure
the connection as follows (note — replace mqtt.maker83.com below with mqtt.flex83.com or
mgqtt.iflex.com, depending 0T83 on the product you are using):

* Mame | test |

* Client ID | 0c3509c540594bidaeb046773TEITETT | c
* Host | gils (o] | | miqtt.makers3.com |
* Port 18583

Username JeSdasedeicddbadad0B4b2B2972c7ct
Password

S5L/TLS true O false

Here the Client ID is the unique client ID from above (Device Setup / Manage) for the device you are
connecting, and for the host field, fill in from your credentials file the Flex83 MQTT url
(mqtt.Flex83.com), add port 1883 (to connect without TLS, for this example), then add your user
name and password from your credentials file. REMEMBER the username / password combination is
different for each device type you have created, and you have a different credentials file for each!
Finally select “false” for SSL/TLS.

In the next dialog box, “Advanced”, you can just leave the defaults as is.

In the “Last Will and Testament” dialog box you add the MQTT topic as well as the payload for the
MQTT publish transaction. The topic takes the form of <device type iD>/<device ID>/report, similar
to what you see below. Finally, you can drop in a copy of the JSON for this device type, remembering
that it needs to match the JSON that you are using to define the schema for this device type.
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https://mqttx.app/

Last Will and Testament &

Last-Will Topic 2833822dc60140d07abAerd84333cha61/3e54abede2cddbalad0Ban 28297 2c7ctfrapart
Last-Will QoS @ o 1 2
Last-Will Retain true 0 false

Last-Will Payload {

"fuel": 108,
“rpm": 2408,
"oil": 98,

"woltage'": 248,
“current": 175,
"uptime”: 188,
"temperature": 165,
"pil_pressure”: 114,
"rssi": 35

JSON © Plaintext
Once this is done, you can click “Connect” at the top of the screen, and if all goes well, you will see a

screen like this (if not MQTTX provides error messages that help you identify your problemst!).

Connections test O & -

¢

# test@mgtt.maker83.com:... + New Subscription = Plaintext All Received Published

Topic: 2833822dc60140d7ab8ee984333cb461/0
©35b9c540594bf4aeb04677376f7617/contral Q@
0S: 0

1{
"fuel": 180,
"rpm": 2480,

"oil": 98,
"voltage": 248,
"current": 175,
"uptime": 1080,
"temperature" 165,
"oil pressure" 118,

Payload: JSON Qos: o Retain:

2833822dc60140d7ab8ee984333cb461/0c35b9c540594bf4aeb04677376f7617/report

"temperature": 165,

"oil_pressure": 118,
"rssi"t 35 <7/
¥

By clicking the “arrow” on the lower right (circled in red) you can repeatedly send your payload to
Flex83. At this time, if you navigate to the Device Setup / Manage page (and perhaps click refresh if
you were already on that page), you will see that your device is now connected! Also note that the
connected status will time out after a period, but you can always reconnect MQTTX and reissue the
MQTT Publish actions to re-connect.

4.5.2 Connecting using Mosquitto

Mosquitto is a very popular MQTT application. There are multiple tutorials on how to install and run
Mosquitto, so this explanation will just show how to connect and publish to Flex83 using the
Mosquitto_pub function of the Mosquitto Client.

The general form of a Mosquito Publish Client request would be:
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Mosquitto_pub -h <host ID> -p <port> -u <User ID> -P <password> -t <topic> -m <message> -I
<Client ID>, where you replace “<XXX>" with the appropriate field similar to what we did with
MQTTX. The only tricky thing here is that the JSON you send cannot have any “carriage returns”, so
you have to remove them so that the JSON is on one line. Though this is hard to read, the command
line Mosquitto_pub command would look something like this:

mosquitto_pub -h mqtt.flex83.com -p 1883 -u 3e54a5ed4e2cd4ba0ad084b28297 2xxxx -P
wsCuhQuBHBTOxxxx -t
2833822dc60140d7ab8ee984333cxxxx/0c35b9¢c540594bf4aeb04677376fxxxx/report -m '{ "fuel":
100,"rpm": 2400,"0il": 98, "voltage": 240, "current": 175, "uptime": 100, "temperature": 165,
"oil_pressure": 110, "rssi": 35} -i 0c35b9¢540594bf4aeb04677376fxxxx

(Note: the “xxxx” above were to obscure the details of my account!!!)

When successful at the command line, you will receive no error message (if there are problems you
will receive generally helpful error messages). And you can again navigate over to the Device Setup /
Manage page and see (once you refresh) that your device is connected.

4.5.3 Connecting using Node Red

Node Red is a very popular tool for connecting sensors and devices on edge devices and also for
creating Edge Computing in gateway devices. Here we will provide a few screenshots to show how to
connect Node Red to your Flex83 application.

First, here is a snapshot of the Node Red flow we deployed:

=<2, Node-RED

Flow 1 Flow 2 + = i debug i F -
~ function Y all nodes o
msg.payload E Gen Fusl Ll Set Fusl State 012020, 54623 P nocl: 40057851 50528
function n
ewitch timestamp ' Create Global Variables Gen Oil Press Set OilPress State 11800, 011198, "voLtage!
il node: 4b0578b1.fo0b28
change
rang "rpn":1800, "0il":98, "voltage'|
[ timestamp & BackupGenerator json limit 1 msg/10s msg.payload E node: 4505780160028
delay
MQTT_Out rpm":1800,"0il":98,"voltage"
trigge ® connected node: 40057801 700628
MaTT_In msgpayioad | —

rpm*:1800, "0il":98,"voltage'|

~ network

Here, a timestamp node (to trigger event generation) is connected to a function node that creates
the data object we want to report, this gets converted to JSON by a JSON node, we limit how many
events we send to the cloud with the limit node, and finally we send the data to the cloud via the
MQTT node. While out of scope for this discussion, the other “Dashboard Nodes” are used to be able
to dynamically change the value of several of the JSON attributes (with the values passed using node
red’s global value functions) for fault management demonstrations and to trigger alarms or events
on Flex83 (using the Event Manager). Setting the MQTT node is done as follows, where this example
also is implementing TLS. So, clicking the MQTT node you see this screen:
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Edit mqtt out node

Delete Cancel

¥ Properties & B =
Q@ Server BackupGenerator MIE4

= Topic 2833822dc60140d7abBee984333cbd61/0c35b9c540594bf4aeb0467737617617/report

# QoS 0 v| "D Retain | true v

% Name MQTT_Out

Tip: Leave topic, gos or retain blank if you want to set them via msg
properties.

Here we have created a new MQTT Server Name, BackupGenerator (named to be similar to the
Device Type), the topic is set up just like in the earlier examples (<Device Type ID>/<Device
ID>/report), the QoS can be 0, with Retain = true, and the node is named to be easy to understand
its purpose in the flow.

Then clicking the button to configure the server (the pencil icon next to “BackupGenerator”), we see:

Edit mgtt out node > Edit mgtt-broker node

Delete Cancel Update

#+ Properties & B
¥ Name BackupGenerator

Connection Security Messages
Q@ Server mqtt.maker83.com Port | 1883

Enable secure (SSL/TLS) connection

TLS Configuration | TLS configuration v | &
% Client ID 0c35b9c540594bf4aeb0467 737617617

@ Keep alive time (s) 60 Use clean session

[JUse legacy MQTT 3.1 support

We add the Flex83 server as expected (where the above clip shows mqtt.maker83.com, use
mqtt.flex83.com instead), with port 8883 assigned since we are using TLS, select “Enable secure
connection”, Select TLS configuration, and add the Client ID for the unique device we are connecting
in the Client ID field. Then we click the “pencil” icon to configure the TLS connection:
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Edit mqtt out node > Edit mqtt-broker node > Edit tis-config node

Delete Cancel Update

£+ Properties < BANE

[ Use key and certificates from local files

[3) Certificate . Upload x

2] Private Key . Upload %
Passphrase snsimauasia

[Z] CA Certificate X, Upload RootCA-maker83 (1).pem x

(] Verify server certificate

= Server Name

% Name

Here we just need to set up the CA Certificate (third down from the top, and note, this will be a
flex83 certificate, not a maker83 one). To do this, we drop the MQTT Root CA url that we have from
our Credentials file into a browser, hit enter, and the CA file is downloaded into our downloads
folder. We click upload next to CA Certificate in this form, and we are good to go here. Click Update
to exit this form, which takes us back to the prior form, where we select the Security Tab:

Edit mgtt out node > Edit mgtt-broker node

Delete Cancel Update

£+ Properties & =
% Mame BackupGenerator
Connection Security Messages

And now see this:
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Edit mqgtt out node > Edit mqtt-broker node

Delete Cancel Update

£+ Properties - BENE
¥ Name BackupGenerator
Connection Security Messages

& Username JebdadbedeZcd4balad084b282972cTCf

& Password

Where we add our MQTT username and password from our credentials file (remembering that each
Device Type as a different credentials file, and using the right one!).

Now we click update here, and update on the prior form, and then Done on the final form, and the
Deploy our updates to Node Red.

=C) MQTT_Cut

@ connected

Assuming all is well, next to the MQTT node we see:
Device Setup / Manage and see that this device is connected.

, and we can navigate to

Now that you are connected using Node Red, there are all sorts of things that you can do, from
connecting new sensors to pins on Raspberry Pi’s to building edge control functions and more. Also
note that the MQTT “in” configuration works the same way and with that we can receive Remote
Procedure Commands from Flex83 via the Event Manager application or via manual injection on
your dashboards.

4.6 Debug
The Flex latform gives you the ability to debug or sniff RAW MQTT packet coming from your Device.
Do this from the Device Setup / Define menu, or from the Device Setup / Debug menu:

Device Diagnostics
DeviceType:  Oxymeter v Deviceld O 944adfab6f054361bd53991 eaddef07b x

Device Info Device Type Group Tag Status Actions
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Device Diagnostics
Device Type Oxymeter v Deviceld ), 944adfa66f054361bd53991eaddef07h
Device Info Device Type Group Tag Status Actions

wi  Bed 1 Oxymater ® online

timestamp vitals.spo2 vitals bloodPressure.sys vitals.bloodPressure.dia vitals.bpm device.battery device led8rightness device

By this point, you are done with the basic set up of your Device.

We could now jump directly to our Dashboards to see how our application has been dynamically
growing behind the scenes throughout our configuration actions — but first, let’s take a look at the
Operations Menu items and configure those as well.

5 Operations

5.1 Events

The Events capability on Flex83 is very powerful. Here you can configure actions based on either
simple threshold crossings or more complex combinatorial events monitored on the telemetry data
from your Devices, or even from you Derived or Synthetic Attributes that you have created. Event
can be anything for example, If, the temperature in a “cold storage warehouse” goes beyond 10
Degrees, for (say) 5 consecutive times, take an action — Actions can be Sending an email, sending an
SMS, invoking a Remote Procedure Call command to the device or launch a webhook.

Take a look below to see how to configure Events for your Device. Click Operations / Events to see a
screen similar to the following (initially you will not have any events, so click to “Create New Event”):

Events - ] [ 1] 1 7
Device Type:  NodeMCU M

Name Criteria Device Type Event Actians Created Updated Actions

.3 Action Every 1 mins NodeMCU o s Jayant Puri Jayant Puri

=

Showing 1 to 1 of Records Per Page: | 5+ GotoPage: 1+

At the top right, click the “+” to add a new event, and you will see a screen like the following.

On this screen, we first set the Device Group(s) that this Event applies to, name the event, create a
description, and identify any devices that should be excluded from this Event’s evaluation policy.

Then to set up the Event Monitor, we are configuring to trigger the Event when “liquidTemperature”
is greater than 25, OR “Flow Rate” is greater than 30. When this is true for 10 consecutive times the
event will trigger. (Using 10 consecutive times is just a way of saying that we only want to trigger if
this condition is true for 10 times the data update frequency). Finally, to avoid activating this Event
constantly, we set the trigger action interval to 3 minutes (this is like a time out period to give us a
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chance to react to the event and to not be overwhelmed with Event messages). Finally, the “Action”
for this event is to send an email.

We have clicked the edit icon on the lower right of this screen to edit the email messaging for this
Action. Finally we check the box to use this Action, and click Update to save the event.

Basic Information Triggers / Conditions [ s ] [ 2 ] E)

Device Type : = OR

NodeMCU v

Operatian Value : Unic

0 times el minz

Actions wiocated (P [ 5] 57

Action Name Emails Actions

v JP Emal jayantpuri7 @gmail.com "

Now when we return to Operations / Events, we can turn on this Event by sliding the toggle
highlighted in green below:

Events - 2] e ) 1

«Q

Device Type NodeMCU v

Name Criteria Device Type Event Actions Created Updated Actions

%) Action Every 1 mins NodsMCU o ., Jayant Puri Jayant Puri 5
tJ R ) . . . g

Showing 1 to 1 of Records Per Page: | 5+ GotoPage: 1

5.2 Alarms

This section allows you to set value based thresholds for increasing or decreasing trend of your
values. Usually, you want to track if a telemetry value is trending too high, or too low, for example if
a pressure reading is operating above threshold, or if a power measurement is trending too low. But
the Method83 Alarms management solution also allows you to track telemetry data to a “sweet
spot” and simultaneously track deviations both above and below ideal value ranges. For instance, if
your device is monitoring temperature for a Cold Chain, then probably you would want the
temperature to stay between -8 °C and -3 °C beyond which (like too cold or too hot would cause the
items to be damaged so you would want to control that by configuring correct thresholds. The
configuration below (with the green check marks) accomplishes this:
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Alarm Configuration

Lower Threshold o
Critical

humidity

Operator :

<

pressure

Operator :

<

V' temperature

Operator :

<

Major Minor Warning Normal

48.90

20.28 18.44

59.25 65.84
1008.40

402.77 366.16

1176.55 1307.28
29.00

-8 -10.8

Warning

16.76

7315

33287

1452.53

-12.56

Minor Major Critical

Critical

15.24

81.28

Critical

302,61

1613.92

Critical

-14.91

10

Upper Threshold

Further, once these setpoints have been established, when you create monitoring gauges on your

device drill-down pages, these setpoints, Warnings, and Alarms are all indicated on your Dashboard
Gauges. For example, the alarm settings for temperature above, would result in a customized gauge
on your drill-down monitoring Dashboard as follows:

- -5.20 °C
Temperature

Last Reported : 9 seconds a

g0

Now that we have completed the Device Setup and Operations sections, we can turn out attention

to the Dashboards and the Application itself and see what the setup has produced for us.

6 Dashboards

Now, we shall look at the Dashboards that are automatically created once we configure our Device

Type & Operations.
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6.1 Device List

Map & Geofencing

Flex

Filters

Specify Your Search Criteria

5

~ Dashboards All devices

&' Map & Geofencing Device Detail Group Tag Last Reported Status Alarms
. ) o
Event History Device Type . i Tank1 PhysicalDevice [ 02/09/2020 | 10:21:30 am AT
M. souider Creek, ca 95006, UsA & seconds ago
Device Alarms
TankMonitor v =
_ i Tankz simulated [ 02/09/2020 | 10:21:36 am p——
= Connection History B Lovpico, caosois, usa 0 secand ago
S M Groups v
LB i Tank3 Simulated 02/09/2020 | 10:21:36 am D °
R BB oo Lomond, CA Ush 0 second aga
8 Events PhysicalDevice  Simulated
.
& Alarms i Tank4 simulated [ 02/09/2020 | 10:21:36 am ~ I
Tags v BB Zayanie, CA 35018, Us 0 second ago
o Device Setup n
Aarms v j Tanks simulated 02/09/2020 | 10:21:36 am ~ETm
A Define . rices junciion, CA 85005, USA 0 second ago
status v
Manage
Geo-Fencing v

& Groups

Attributes

Debug

# Simulation

LH" Lee House
https://community. maker83.com/deviceMap

0

Offline devices

0

Not connected devices

5

=, |5, %,

]

© 10783, All rights reserved. Version- v2020-09.68 | #% AboutUs | & Contact

The Device List provides a summary view of each of your devices and provides a path to “drill-down”
to detailed information on each device.

6.2 Map & Geofencing

Map & Geofencing

Flex

Filters

Specify Your Search Criteria

5

~ Dashboards All devices

Q

0

oOffline devices

0

& &
Not connected devices
°

I 5
Online devices

uperropate,

d

& Map & Geofencing a Preserve
€]
9 Event History S ety
Device Type v @ Lexind
x Hil
Device Alarms Name: Tank1
TankMonitor v 3 Device Id : 65fdacfaa
“ Connection History Last Reporte
]
. Location : Boulder Creek, CA 95006, USA
i Operations [ Groups v e
Group: P
. o Tag: Criticalstora S,
S — PhysicalDevice  Simulated v
% Alarms Critica Major Minor | Warning
Tags v
¢ <,
& Device Setup %) See More »
Alarms v
W Define
Status v @
i Manage
~ Geo-Fencing v %, +
= Graups %, O] Loch Lomond
Reifsa"”” Glenwood
Attributes Brookdale e
Debug 8
4 w
# Simulation g $
j Zayante
Map  Satellite | Note:Devices will not be available on Map until their location is configured. Don't see all your devices ? Click Here to configure.
o g|€ Map data ©2020} tarm of yse | Report amap error

LH Lee House

© 10TE3, All rights reserved. Version- v2020-09.68 | & About Us

= Contact

Similar to the Device List view, the Map & Geofencing view provides a summary view of each of your
devices and provides a path to “drill-down” to detailed information on each device. But by using the
Geofencing feature you can also identify when any of your assets are withing a certain settable

proximity of a location you identify.
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And, by clicking the “See More“ section on the Map or the Device hame on the list page, page you
can drill down to the device details page. Below are the screen shots for the same.

Device Detail

“ MONITORING COMMAND HISTORY AL

Last Reported : 3 seconds ago I Live Feed (openweathermap.org)

Q

Flex

~ Dashboards

&' Map & Geofencing
©  Event History
& Device Alarms ( ]

Tank1 (69t4acfaa7s64d0ea3b3bag7a4a6959)
¢ Location: Boulder Creek, CA 95006, USA

't oep, 2020

7 Connection Histary

SUNRISE  SUNSET

i= Operations Bl = Device Type: TankMonitor e
< Group: PhysicalDevice ‘
B Events
» Tag: CriticalStorage
WEDNESDAY THURSDAY FRIDAY SATURDAY SUNDAY MoNDAY TuEsDAY
& Aarms X Reporting interval : 20 secs
© Last Reported : 02/09/2020 | 10:47:42 am
gSlocicesshup 18°/16° 25°/15° 26°116° 31°019° 35°/23° 34°,22° 320/18°

W Define I Device Details

I Device RPC Commands
#= Manage @ NoAlarms / A Critical / W Major / © Minor / ! Warning

Device Id : 69f4acfaa7564d0ea3b03bas7ada6959

& Groups . RebootTankGontroller
Device Name : Tank1

{) Attributes

doorOpen a1
¥ Debug systemHealth : @0 | Device Topology
batteryLevel : @12
5 simulation
radioStrength : @ 32

Modbus 4 Ethernet
tankLevel : @ 80 ‘| g
agi: 100 ¢

LH Lee House
© 16783, All rights reserved. Version- v2020-09.68 | % AboutUs | & Contact

This drill-down view provides a great deal of information about a particular device: the configuration
information for that device, its tags, the telemetry data it is sending, its, network layout, as well as
the ambient conditions at the site of the device.

We can drill down further by clicking Monitoring, highlighted in green above, to build and then use
screens like the following:

DeviceList  Tankz o«

Duration:  Last15 mins v kom 09142020 407 PMA To: 09/14/2020 422 PAA
Site Monitaring for Water Leakage % 8
W crtical (<19.00) B Major(<2400) B Minor (<2900) 1 Warning (<3500} [ Warning (>65.00) [ Minor(>7400) I Major (>84.00) [ Critical (>54.00)
~ it &
&
A N A —
20 N A A
| ) I N humidity : 89

N | . \ "
Z ®
H

70

~ . v v ~ 79.00
* 4 Sep 16:10 4 Sep 1515 "”m'”""
4 8ep 101 Wt Last Reported : 5 seconds 3
Air Quality Menitoring ® B
2(>1600) W Mincr(>149.00) M Msjor(>150.00) @ Criical (> 200.00)
20
0
162030 18:21:00 18:21:30 1622:00
© 10783, Al rights resarved. Version v2020-09.102
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When we go to this screen for the first time, it is blank, because we have not yet set it up — but that
is easy. To get started here, just click “+” icon at the top, and you get a configuration screen that

looks like this:

Header :

Sample Header
Min : Max :

0 1000

Select Attribute (showing only numeric attributes) :

aqi doorOpen batteryLevel

systemHealth

Cancel

Here you can name this section of the Monitor Dashboard, set minimums and maximums for the
chart elements and then select the Device Attribute you want to add to the page. You can continue
with this process until you have added all of the Device Attributes you would like to monitor.

Q

Device List Bed2

OVERVIEW MONITORING COMMAND HISTORY ALARMS

Duration:  Last5 mins v From: 09/03/2020 6:36 PM To 09/04/2020 6:36 PM
Command Name Triggered At Triggered By Status Payload
| Normal trat 04/09/2020 | 06:36:23 pm Jayant Puri Success
uc

|‘I gh Heart ra 04/09/2020 | 06:36:22 pm Jayant Puri

The Command History tab provide you with a record of all RPCs that have been executed by the
system, either via the system management console, or via Event triggered activity.

o <

COMMAND HISTORY ALARMS

Device List

OVERVIEW MONITORING

I Minor

o Last Recorded value of bpm was 122 - Threshald (120 - 130).

Reported At : 04/0 11:34:35 am

I Warning

@ Last Recorded value of bpm was 129 - Threshald (129 - 148.35),

Reported At : 04/09/202)

Finally, the Alarms tab provides you with a summary of all of the alarms that have been detected.
(We will cover the Alarm Management tools of Flex83 shortly).
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6.3 Event History
We will talk about events in the Operation section — this page give the historical view of all the
Events that occurred for this device Type.

Event History I+]

Occurred At Event Name Occurrence Duration Devices Action Conditions

Device Type -

NodeMCU v

09/03/2020 6:31 PM

09/04/2020 6:31 PM

6.4 Aggregates & Device Behaviour Analytics

The “Aggregates” dashboard provided rich analytic of the behaviour of your solution from an alarms
and alerts perspective. First, on the left you can filter for the device type, group, and time window
you want to view. Then, across the top of the dashboard you have a summary of the total alarms by
type that have occurred. Below, you can explore the percentage of alarms by type, the trending of
alarm over time, total alarms by type, and the distribution of alarms by type. This analysis can be
applied across your device types and groups, across different windows of time to provide excellent
insight into the performance and behaviour of your application.

Device Aggregate

Filters - | ??228 A I .87'04

TankMonitor v ) 10,000
> B14%

Graups Reset v

Davice Group Alarms Distribution (by Type) | Total Alarms (by Type)

10,000

Gritical Major Minor Warning

. PhysicalDevice critical Major Minor Wwarning

16T83, All ights reserved. Version- v2020-09.107 | & AboutUs | B ContactUs | $a Privacy Policy

6.5 Device Alarms
This page shows all the devices that have alarms (of any type). You have a rich set filters to selected
what needs to be viewed.
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Device Alarms
- Bed 1 2
Q Minor 1
@ LastRecorded value of bpm was 129 | Threshold (120 - 130) - Clea
Device Type ¥ Reported At : 04, 34:45 an
Oxymeter ¥ Warning 1
@ Last Recorded value of bpm was 129 | Threshold (129 - 148.35 ) Clear
Groups v :eported At ¢
20W
~ Bed3 1
Tags v
Warning 1
Duration v
@ Last Recorded value of bpm was 129 | Threshold (129 - 148.35 ) Acknowiedgs | [ Clear |
Alarms v Reported At : 04, 06:33:23 -
~ Bed2 2
Minor 1
@ Last Recorded value of bpm was 122 | Threshold (120 - 130) Acknowledge Ciear
eported At
Warning 1
1nTRR an . wononnary | st shet il = contart

6.6 Connection History
This section shows you the historical Device Connectivity for all your devices. It captures the time
intervals when the device was reporting versus when offline.

Connection History (shows Connectivity Report every 5 mins) | £
Filters 4 4 0
o o | e
Specify Your Search Criteria a a
All devices L‘H. Online devices ° Offline devices Y
Device Type -

I Devices for US (Group) - Connected/Disconnected by %

Oxymeter v
100%
Duration v 80% |
Last 3 days v 60%
40%
|
20% |
0% . !
03:00 06:00 09:00 12:00 15:00 18:00 21:00 Sep 04 03:00 06:00 09:00 12:00 15:00 18:00
Connected Devices " Disconnected Devices

I Devices for ROW (Group) - Connected/Disconnected by %

100%

80% ||

6.7 Trends & Forecast
The Trends & Forecast dashboard functionality is coming soon!

7 ldentity Access Management (IAM)

Flex83 is equipped with a powerful yet easy to configure and manage Identity Access Management
solution. Using the IAM features, you can easily add end-user accounts for your application, assign
these users to roles to better manage the permissions, data, and applications different user types
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should have access to, on a role by role basis, and finally, the ability to create user groups to allow
cross sections of your users to be assigned to different projects, assets, or other logical user access
and responsibility assignment management.

Because we want to add new users to groups and assign them roles, we will first show how to add
roles, then groups, then new users where we will use the roles and groups in user on-boarding.

7.1 Creation of Roles
The screenshot below provides a view of the Role Management screen. Like other Flex83 workflows,
the “+” button at the top right allows you to add a new item, this time, and new user:

Roles - Allocated @@ 7 used @ 7 Remaining (@

FI Q  Search...
Name Type Created
» Dashboards o ACCOUNT ADMIN SYSTEM_ROLE SYSTEM e
- Account Admin Rele with All Privileges in that Acc. 16/10/2020 | 05:41:10 am AT
#= Operations
g NowsouiN ENTERPRISE_ROLE jayant puri
Device Setup 16/10/2020 | 08:13:21 am
Mok cessibl o »
# Simulation
Showing 1to 2of 2rows | Records Per Page: | 10 = Gesaripsien
= 1AM
& Users
Navganon fead Readiwrite
A2 User Groups
Cashpoares
2. Roles
&
Deic v
2 Help
Map & Geofencing v
WA
- WA
Hist M
LH Lee House . ..
hitpsif/lex33.dc2-lotB3.comjmanageRoles © 10783, All rights reserved. Version- v2020-10-16.22da76d | & AboutUs | & ContactUs | Za Privacy Policy

When you add a new role, you see a dialogue box as shown above. Simply fill in the new role name,
add an icon to the role to aid in managing role context, describe the role scope, and then select the
dashboard access capabilities you want to assign to the role. This last step allows you to re-use
pieces of your application across multiple roles, but also have some roles that are uniquely qualified,
or authorized, to access certain components of your application. Using this feature users see what
they need to see, but not what they don’t need, or should not have access to.

Typical roles may include admin (with full access to your application), Managers, Technicians,
Engineers, Service Agents, etc.

7.2  Creating New Groups
The screenshot below provides a view of the Group Management screen. Like other Flex83
workflows, the “+” button at the top right allows you to add a new item, this time, and new user:
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User Groups - allocated @) / used @)/ Remaining (&

Flex

Name Description Mappings Users [STITUREY  Add New User Group
% Alarm Config GAGAN - - a Gagandep
161072029 sar group name muss comain oy eapital lecters and underscore
Device Setup —
LIGHT_HOUSE_MONTIORING - 1 1 dinesh pu
% Define 16/10/202§
Manage TEST_GROUP - 9 g jayant pur
16/10/2029
2 Groups
Showing 1to 3ef 3rows | Records Per Page: | 10 ~
{0 Attributes s I E Device Type Device Group
v Typet « Salact Graup

U Debug
Dratault-DauicaType

# Simulation
2 1AM
& Users

2 User Groups

& Roles

® Help

LH Lee House

© 1aT83, All rights reserved. Version- v2020-10-18.88d9e65 | &t AboutUs | & ContactUs | Za Privacy Policy

Similar to creating new Roles, just fill in the dialogue box with the name of the Group, a description
of the Group (for example, Users supporting Upper Manhattan HVAC systems, Users supporting
Tenant X, Users involved in project Alpha, etc.), and finally select the Device Types that this Group
will have access to.

7.3 Creation of Users

Now that we have created Roles and Groups, we can move on to creation of users. The screenshot
below provides a view of user management page. Like other Flex83 dashboards, the “+” button at
the top right allows you to add a new item, this time, and new user:

FI Users - allocated @)/ Used @B / Remaining (88 = Owner of this Account | Q  Search.. =
Name Role User Group Contact [
% Alarm Config . Aditya rathor ACCOUNT_ADMIN ALL aditya.rathore@83...  aks
- [ +1 (3131111313 18/ o !
Device Setup
. akshay sonet ACCOUNT_ADMIN ALL akshaypratap.s.th.. ~ an
® Define - ok +9178389-08955 16] mmall- e
RNTRES . aman nagarkoti ACCOUNT_ADMIN ALL aman.nagarkoti@8g... sal
- [l +1(234)567-8903 16/
2. Groups Mobile Ko s Role: »
. o n Dinesh Pun MONITORING_ACCESS LIGHT_HOUSE_MONTI...  dpun.dinesh@gma.. dif =i* *
() Attributes e 49198971-80738 14/
U Debug
. dinesh pun ACCOUNT_ADMIN ALL dinesh.pun@83inc..  sak Seloss Girop -
~ - ok +9195360-60402 16/]
# Simulation
J0 You Want To Skip Email ¥erifcation
= 1AM . Gagandeep kaur ACCOUNT_ADMIN ALL gagandeep.kaur@ an|
a i +9178389.08925 16/
- Users
3 Jayant Puri NON_ADMIN TEST_GROUP no-admin@test.com  iayl
User Groups ok +91B8600-34035 161
Roles . jayant puri ACCOUNT_ADMIN ALL jayant.puri@83inc. sal
- [ +1(123)457-890 16/
? Help
- Lee House ACCOUNT_ADMIN ALL lee.house@83incs...  jay
& Ml +1(123)123-1231 16/] Canesl

LH) Lee House

@ 10T83, All rights reserved. Version- v2020

When you add a new user, you see a dialogue box as shown above. Simply fill in the dialogue box
fields on the new user information and Save.
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8 Simulation

This section enables you to create a “virtual device” and test both incoming and outgoing traffic to
that virtual device. This can be very valuable for prototyping loT application concepts prior to
deploying hardware, to build up expertise with what is possible using the Flex83 platform, as well as
to try different experiments with the Flex83 platform.

8.1 Creating a Simulation

Note, you can only create a simulation if you have already completed the Device Type creation
steps.

To get started, click “Simulation” and click “Add New Simulation” (or click edit on the an existing
simulation to edit that). As a first step, select the Device Type that you want to Simulate.

Simulation - Allocated (§J) ed §P : (0 4 Search..

Q

Name Device(s) Reporting Frequency Created Updated Actions

4outof4 10 sec Jayant Puri Jayant Puri

Showing 1 to 1 of | Records Per Page: GotoPage: 1

Simulation

Configure

Device Type : * Reporting Frequency ii

Oxymeter - 10
What is Simulation ?

Topic Topic Id
1188201cd9t54382ab29bb0ea18ecad 1 /<deviceld>/report

1189201cdat54362ab29bb0sa 19883 1/<deviceld>/contro

Device JSON

Cancel

The select the reporting frequency that you want the simulation to run at. Then add Device Groups
that should be fed by the simulation. Then add the Device JSON that you want to use in your
simulation. Note that there are several example JSONs provided if you want to try those to start.

Once you have added the JSON, click “Configure Attributes”, and then scroll down to the Configure
Attributes section (below).
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Simulation Oxymete

Device Attributes

timestamp

vitals.spo2

vitals bloodPressure.systolic

vitals.bloodPressure.diastolic

- vitals.bpm

device.battery

device.ledBrightness

device.charginMode

1234

120

80

false

Timestamp

Integer

Integer

Integer

Integer

Integer

Integer

Boolean

Linear

Random Always

Random Always

Random Always

Control

Random Always

Random Always

Constant

+ Add Command

From
68

From
45

To
68

True ® False

55

| What is Simulation ?

Cancel

In this section, you can configure how the simulation will treat the different data elements or
attributes. For each data attribute, we can configure how it will operate in the simulation. Let’s take
a look at our options:

Device Attributes

timestamp

vitals.spo2

vitals.bloodPressure.systolic

vitals.bloodPressure.diastolic

- vitals.bpm

1234

96

120

80

72

Timestamp

Integer

Integer

Integer

Integer

v

v

Linear

Randnam Ahusie
Constant
Linear

v

i/ Random Always g

v

v

Random Once

Control

Control

13

From :

70

Frem

96

From :

64

+ Add Command

From :

Step Size

1

Step Size
1

step Size
1

Step Size

For example, we can configure an attribute to simulate as “random always” in each cycle of the
simulation, and set the possible ranges for the randomization, and the steps that it can increment.
Looking at each option:

a) Constant will let you only pick a constant value for that data type.

b) Linear, will continuously increase that value as a liner function of time.

¢) Random Always and Random Once, will behave randomly within a range of selected values either
at the start only or throughout the simulation respectively.

d) Control is a special simulation behaviour which enables you to mock the Device behaviour on an
Remote Procedure Call (RPC) trigger. For example let us assume that you have a device which can
be rest or rebooted using a Remote Command (that is a JSON), so that behaviour can be
configured in the system and you can define your commands. Sample commands for the
Simulated Device are show below, let us examine this option in a bit more detail:
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vitals.bpm 72 Integer A Control v + Add Command

Topic » f18920fcd9f54382ab29bb0eal9ec931/<deviceld>/control Command » ("vitals.bpm" : "high"}

normal Random Always v 70 75 1 £ m
From : o Step Size :
.4 high Random Always v 110 130 1 V4
From :
Default_Command Constant v 72 Vi m

9 Iterations and Improvements of your Applications

The Flex83 solution has been designed to make it easy to build your first application, but also to
continue to add to, update, modify and enhance your applications over time. So continue new
devices, refining your dashboards, adding new logic and alarm and alert rules — all using the same
tools as outlined above — all to make your loT applications as rich and powerful as possible!

Also note, should you feel that you need the advanced features of the Flex83 Enterprise edition,
please reach out to us at https://iot83.com/contact-us.

10 Help and Support
We at 10T83, and the engineers and designers of the Flex83 solution welcome your feedback on how
we can make our solution even more powerful and useful to the community.

We are reachable at support@flex83.com

All rights reserved. This publication and its contents are proprietary to 10T83 Ltd., 2020 Page 36


https://iot83.com/contact-us
mailto:support@flex83.com

	1 Introduction
	1.1 About
	1.2 Acronyms Used
	1.3 Revision History

	2 My Account
	2.1 Subscription Plan
	2.2 Billing Details
	2.2.1 Information on Plan Details:

	2.3 Plans

	3 Understanding the Flex83 Left Menu
	3.1 Dashboards
	3.1.1 Device List
	3.1.2 Maps and Geofencing
	3.1.3 Aggregates
	3.1.4 Event History
	3.1.5 Device Alarms
	3.1.6 Connection History
	3.1.7 Trends & Forecast

	3.2 Operations
	3.2.1 Actions
	3.2.2 Events
	3.2.3 Alarms

	3.3 Device Setup
	3.3.1 Define
	3.3.2 Manage
	3.3.3 Groups
	3.3.4 Attributes
	3.3.5 Debug

	3.4 IAM
	3.4.1 Users
	3.4.2 User Groups
	3.4.3 Roles

	3.5 Simulation
	3.6 Help

	4 Device Setup
	4.1 Define
	4.2 Manage
	4.3 Groups
	4.4 Attributes
	4.5 Connecting Devices to Your Flex83 Application
	4.5.1 Connecting using MQTTX
	4.5.2 Connecting using Mosquitto
	4.5.3 Connecting using Node Red

	4.6 Debug

	5 Operations
	5.1 Events
	5.2 Alarms

	6 Dashboards
	6.1 Device List
	6.2 Map & Geofencing
	6.3 Event History
	6.4 Aggregates & Device Behaviour Analytics
	6.5 Device Alarms
	6.6 Connection History
	6.7 Trends & Forecast

	7 Identity Access Management (IAM)
	7.1 Creation of Roles
	7.2 Creating New Groups
	7.3 Creation of Users

	8 Simulation
	8.1 Creating a Simulation

	9 Iterations and Improvements of your Applications
	10 Help and Support

