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Introduction

Sensitive data discovery and classification is the top-cited security technology that managers
plan to implement in the next 12 months, according to 451 Research’s Voice of the Enterprise:
Information Security, Technology Roadmap 2023. At the same time, our research shows that
the speed and proliferation of cloud-native development is greater than ever. Use of cloud-
native tools is widespread, with a strong pipeline for adoption. More than half of organizations
surveyed (52%) indicate that they have cloud-native technologies and methodologies in use,
according to our Voice of the Enterprise: Cloud Native, Adoption and Usage 2023 study. Another
14% say they are in discovery or proof of concept, and 14% are planning to implement within the
next 12 months.

According to the Information Security survey cited above, only 39% of respondents are
using sensitive data discovery and classification, although 22% are in pilot/proof of concept
and another 22% plan to deploy it in the next 12 months, indicating significant growth in

the segment. Among those who have the technology in use, 71% say they will increase their
spending on it in the next 12 months.

Figure 1: Implementation status and spending change — sensitive data
discovery and classification

Implementation status

In pilot/proof of concept 22%

Planning to deploy in the next 6 months 15%

Planning to deploy in the next 6-12 months - 7%

Spending change
Significant increase in spending _ 34%
Slight increase in spending 37%

Q. What is your organization’s status of implementation for the following information security technologies? - Sensitive data discovery
and classification.

Base: Respondents whose organizations have at least one information security technology in use (n=148).

Q. How will your spending on sensitive data discovery and classification change in the next 12 months?

Base: Respondents whose organization has sensitive data discovery and classification technology in use (n=41).

Source: 451 Research’s Voice of the Enterprise: Information Security, Technology Roadmap 2023.

A major roadblock to sensitive data discovery and classification is implementation, which
typically involves a highly manual process that organizations may never achieve. This presents a
significantissue, given the rapidly increasing pace of cloud deployments. In this report, we look
further into challenges of data security, vendor developments that can aid implementation and
various strategies.
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The Take

The nature of cloud-native datasets leads to rapid creation followed by persistence using inexpensive
storage. For example, DevOps methodologies have increased the quantity of deployments through
automation of continuous integration/continuous delivery processes, and newly generated data

is collected and rapidly shared through the software supply chain. If the process is not managed
properly, data security risks increase with every new application release. Organizations must clearly
understand the risks their data presents and the processes required to understand and reduce
those risks. They must support their stakeholders’ objectives to grow their business while proactively
managing the risk of data breaches. Gaining a firm understanding of where sensitive data resides and
how it is used needs to be a major component of this strategy.

To better prioritize risk mitigation, enterprises need to understand their current data security risk
posture and also be prepared to guard against risks as they emerge. Fully integrating security policy
and compliance mandates within core DevOps methodologies enables risk management, compliance,
and security operations personnel to offer more proactive guidance to line-of-business developers.
However, managing data content alone does not provide a complete picture of risk. A fully realized data
security risk management strategy must consider the conditions, processes and identities that work
with and have access to sensitive data. In turn, policy creation and adoption must also continuously
refine how sensitive data is defined, interpreted and implemented.
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Use cases

The landscape

More data, more places. According to the Voice of the Enterprise: Storage, Data Migration

2023 study, enterprises have on average 5.21 copies of their business data. Much of that data is
stored in the cloud, with 85% of respondents indicating they have cloud storage in use, in pilot/
proof of concept or in plan for the next 12 months. And the majority of data is in motion: Two-
thirds (66%) of respondents indicate that on-premises data is transferred to or from public cloud
environments on a continuous, daily or weekly basis. Keeping track of all that data is clearly a
daunting task.

Figure 2: Copies of business data across the organization
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Q. How many copies of your business data exist across your organization, both on-premises and in the cloud (e.g., primary storage,
backups, archives)?

Base: IT decision-makers whose organizations adopt or plan to use cloud storage (n=458).

Source: 451 Research’s Voice of the Enterprise: Storage, Data Migration 2023.

More cloud-native applications. There are many cloud-native applications, with more on

the way. When asked what portion of their applications are architected using cloud-native
technologies, 59% of respondents say more than 50% of applications are cloud-native. Two
years from now, 77% of respondents expect more than 50% of applications will be cloud-native.

Privacy and compliance difficulties. Privacy and compliance remain challenging. In 451
Research’s Voice of the Enterprise: Data & Analytics, Data Governance and Privacy 2022 study,
respondents indicate that the complexity or volume of data sources is their top challenge to
managing data privacy. In the same study, respondents cite improved regulatory and legal
compliance as their No. 2 objective in improving data governance and data privacy efforts.
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It’s not just laaS and PaaS: SaaS consumption is also increasing. Organizations concerned
with managing data security need to consider the increasing use of SaaS, which grew during
the pandemic due to increased remote work. Mobility/remote work enablement is the top-

cited benefit of SaaS implementation in 451 Research’s Voice of the Customer: Macroeconomic
Outlook, SME Tech Trends, Cloud Adoption 2022 study. Unsurprisingly, security/compliance is
the second-biggest SaaS-related concern. SaaS environments are difficult to manage from a
data security perspective since SaaS consumers must trust the service provider’s data security
controls, and independent monitoring can be difficult.

We’'re all agile. Agile and DevOps methods are becoming the de facto work pattern. According
to Voice of the Enterprise: DevOps, Developer Experience 2023, 84% of enterprises have some
level of DevOps implementation, with 31% adopting DevOps exclusively, and we expect these
percentages to grow. Half (51%) of respondents deploy software applications to production
weekly or more often, amplifying the need for data security platforms that can keep pace.
Today’s organizations are more cloud native and have more data, and agile and DevOps methods
add to the complexity, putting manual data security efforts at odds with the pace of business
requirements.

The process

Security requires a livestream, not just a selfie. Security and compliance initiatives can no
longer be conducted as point-in-time exercises. While regulations such as PCI DSS were the first
to incorporate technical controls such as data encryption, activity monitoring and segmented
networks, many implementations are based on the minimum regulatory requirement, which is
typically a periodic report or assessment. While point-in-time checks are better than nothing,
compliant does not mean secure.

Lean into automation. With the speed and complexity of today’s data security landscape,
automation is required to keep pace. For enterprises to understand and manage the multiple,
constantly moving copies of data they possess in the context of production code that changes
every week and operations that span multiple privacy and regulatory jurisdictions, automation is
essential — not only to discover existing data security risks but to continually discover new risks
as they arise.

Lean into autonomy. Underlying much of the complexity is the sheer variety of applications,
databases and other repositories whose operation cannot be interrupted for security
assessments. In many cases, these applications, platforms and other third-party offerings are
changing as rapidly as enterprises’ own code. Data security tools must consider how to operate
and integrate in these dynamic, continuously available environments while creating minimal
friction to production systems. This means discovery and classification processes must be
autonomous and agentless to account for unknowns, such as data stores that the security team
is unaware of, and out-of-band to eliminate the need to schedule performance-impacting scans
and to ensure continuously evolving insights.
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Consider stakeholders. Various stakeholders are increasingly motivated to improve data
security. Consider “martech” operators that manage customer data platforms. According to

the Voice of the Enterprise: Customer Experience & Commerce, Merchant Study 2022, 45%

of merchants and marketers identify data security concerns as the No. 1 growth inhibitor for
their business, above competition from retailers and marketplaces (35%) and logistics and
supply chain issues (33%). However, in the same study, when respondents were asked which
technologies their organization plans to increase investment in, data security lands in a three-
way tie for fourth place, trailing categories such as CRM and customer support. While marketing
and commerce teams may be familiar with marketing technology tools, they may be less familiar
with security and governance tools.

An iterative approach is needed. Like many complex projects, sensitive data discovery and
classification does not lend itself to a “boil the ocean” approach. A successful implementation
might start with continuous (livestream) processing, as well as automation to enable autonomy
by addressing accurate tagging of assets to enable both individuals and existing tools to
function more effectively. This could be followed by policy/governance guidelines that inform
and educate stakeholders to build more awareness into the security culture. Additionally, it is
important to make remediation defensible.

Remediation must be defensible. Not every issue will allow for a simple fix. Understanding data
security risks requires consideration of both content and context, as does risk remediation.
While publicly exposed databases full of sensitive information present immediate problems, rash
remediation such as blocking all database access may significantly harm business operations.
Defensible remediation allows developers and operators to understand and incorporate better
controls sooner while also incorporating other cloud security best practices such as secrets
management, dynamic roles and ephemeral access tokens.
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Conclusion

More diffusion. With an increasing number of third-party and N-party relationships, diverse
stakeholders must better align to understand how their sensitive data is handled in relation to
business goals. Increases in innovation must be accompanied by equal prioritization of security
by stakeholders — in a proper business context. Data security concerns will only grow more
diffuse as data’s sensitivity and importance permeates all parts of the organization.

Embrace automation. Prioritize automation and data security time to value by investing in tools
that continuously discover and automatically classify data, leveraging intellectual property

(IP) along with Al and machine learning (ML) to understand your unique data and automatically
notify, recommend and remediate issues across all environments, including on-premises and
cloud. Layering advanced Al/ML with existing IP and custom logic (such as regular expressions
and object definitions) is necessary to make discovery, classification and data risk assessments
defensible as tools that security teams can use to keep pace with the way businesses create,
consume and leverage data.

Better developer/operator experience. As a corollary to the diffuse nature of data security,
developer and operator experience must be considered. The cloud-native and agile workflows
they embrace must be complemented by cloud-native and agile controls. Done properly,
sensitive data discovery and classification provides a variety of advantages including
understanding and managing risks from data breaches, prioritization of remediation efforts,
decreased compliance issues and improved productivity.

.2 CYERA

Cyera is the data security company that empowers security teams to secure their most
crucial business asset — data. Cyera’s Al-powered Data Security Platform instantly
provides visibility into all of your data, and learns, classifies, and pinpoints security and
compliance exposures so that you can implement the correct controls with confidence
across laaS, PaaS and SaaS. Get started with a complimentary Data Risk Assessment.
Cyera will autonomously discover your structured and unstructured data, understand how
it’'s managed, and provide actionable steps to immediately improve your security posture.

cyera.io/dra
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