












1.4 Information Security Risk Management 

1.4.1 To what extent are information security 

risks managed? 

Risk assessments are carried out on a regular 

basis and in response to security events. 

Information risks are documented, and a 

responsible person is assigned to each 

information security risk. 

1.5.1 To what extent is compliance with 

information security ensured in procedures 

and processes? 

Organizations must verify compliance with 

information security policies and requirements, 

and initiate and pursue measures for correcting 

deviations from those requirements. 

Information security policies and requirements 

are reviewed on a regular basis, and the results 

of those reviews are recorded and retained. 

1.5.2 To what extent is the information 

security management system reviewed by an 

independent authority? 

Information security policies and requirements 

are reviewed by an independent and competent 

body at regular intervals, and measures for 

correcting deviations between policy 

requirements and practices must be initiated 

and pursued. 

Cyera's Data Risk Assessment service provides 

your security officials with a virtual, CISO-led 

evaluation of your organization's data security 

posture relative to more than 30 controls from 

frameworks like ISO 27001 and NIST CSF. The 

service provides actionable intelligence that 

can help you immediately shrink your attack 

surface, gain greater visibility into potential 

threats, and develop a plan for improving your 

security posture going forward, including 

timelines and milestones. 

Cyera can assist your organization in verifying 

compliance with its information security policies. 

Cyera's Al-native DSPM discovers and classifies 

all of your organization's data, across the cloud 

and on-prem. Many customers discover far 

greater stores of data than they anticipated, 

helping them to securely delete redundant, 

obsolete, and trivial (ROT) data, thereby ensuring 

compliance with minimization requirements and 

data retention policies. 

Cyera's DSPM also often discovers sensitive data 

in an unsecured state, and can take immediate 

action to encrypt or obfuscate sensitive data in 

accordance with data governance policies. 

Cyera also continuously monitors your data estate 

and alerts on violations of information security 

policies. It can send alerts to data owners via 

email, Slack, or other channels with instructions 

for remediation, and can also integrate with third­

party SIEM tools to automate incident response. 

Furthermore, Cyera's Data Risk Assessment 

service provides a virtual, CISO-led evaluation of 

your organization's information security posture 

that can help you define the scope of your attack 

surface, identify gaps between policy 

requirements and security practices, and provide 

specific, actionable guidance for improving your 

data security posture moving forward. 













5.2.4 To what extent are event logs recorded 

and analyzed? 

Organizations must determine and fulfill the 

security requirements for the logging of 

activities and the handling of event logs. 

IT systems must be assessed based on the 

necessity of logging, and when assessing 

external IT systems, organizations must 

consider information about monitoring options 

those systems afford. 

Event logs must be checked regularly for rule 

violations or other anomalous events/behavior. 

5.2.5 To what extent are vulnerabilities 

identified and addressed? 

Organizations must gather and evaluate 

information on technical vulnerabilities in their 

IT systems, and potentially affected systems 

and software must be identified and the 

vulnerabilities addressed. 

5.2.6 To what extent are IT systems and 

services technically checked? 

Organizations must determine the scope and 

requirements for performing audits of IT 

systems, and coordinate the performance of 

audits with operators or users of those systems. 

Results of audits must be stored in a traceable 

manner and shared with appropriate 

management, and measures must be derived 

from the results. 

Cyera continuously monitors your entire data 

estate, logs data events, and engages in audit 

logging to track data movement across your 

organization, who's using it, and what they're 

using it for. Cyera's intuitive user interface 

makes it easy for administrators to detect 

anomalies and suspicious events, and engage 

in forensic analysis of events. 

Cyera also supports this requirement through its 

integrations with other logging and monitoring 

tools. Cyera's Al-native data discovery and 

classification capability enables much richer 

analysis of logs and reports. 

Cyera contributes to your organization's 

vulnerability management program in several 

respects. Cyera provides unparalleled visibility 

into data usage and movement across your 

organization. This allows administrators to see 

where data governance policies have not been 

adhered to, which users create the greatest 

risks to data security, and where access 

controls are misconfigured. 

Cyera can assist your organization in auditing 

its IT systems. 

Cyera's Data Risk Assessment service provides 

your security officials with a virtual, CISO-led 

evaluation of your organization's data security 

posture relative to more than 30 controls from 

frameworks like ISO 27001 and NIST CSF. The 

service provides actionable intelligence that can 

help you immediately shrink your attack 

surface, gain greater visibility into potential 

threats, and develop a plan for improving your 

security posture going forward, including 

timelines and milestones. 















9 Data Protection 

9.1.1 To what extent do data protection 

policies exist? 

A data protection policy must be created, 

regularly updated, and approved 

by management. 

9.2.1 To what extent are the responsibilities 

for data protection organized? 

Organizations must appoint a qualified data 

protection officer, and the role of the DPO must be 

integrated into the organization's structure. 

9.3.1 To what extent are processing activities 

identified and recorded? 

If required by law (eg GDPR), organizations must 

maintain a register of processing activities. 

Cyera provides a Data Risk Assessment service 

that can inform future updates to your data 

protection policy. The Data Risk Assessment 

service provides your security officials with a 

virtual, CISO-led evaluation of your organization's 

data security posture relative to more than 30 

controls from frameworks like ISO 27001 and 

NIST CSF. The service provides actionable 

intelligence that can help you immediately shrink 

your attack surface, gain greater visibility into 

potential threats, and develop a plan for 

improving your security posture going forward, 

including timelines and milestones. 

This is the responsibility of the organization. 

Cyera continuously monitors your data estate 

and logs all data events, and its Al-native DSPM 

can identify protected classes of data such as 

personal data as defined by the GDPR. 








