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Introduction 
I've watched the governance program this book warns you 
about from the inside. It had a review board, real policies, and 
a defined path every AI initiative had to walk through before it 
reached production. Security had a seat. Compliance had a 
seat. Data had a seat. On the org chart, it looked like exactly 
what a responsible company should have. And it quietly be-
came a very thorough process for approving things and in 
some cases after they had already happened. You'll get the 
whole story in Chapter 3. I tell it early because I want you to 
know this book was written from inside the problem, not above 
it. 

Since then, I've watched the same pattern play out at company 
after company. The right executives sit down, write real policy, 
and build a real sign-off process. But almost none of that work 
includes a technical way to check, day to day, whether the pol-
icy or approved intent is being followed Especially as employ-
ees are now at the helm of creating their own agents. The 
space between a policy that exists and a control that works is 
where this entire book lives, and closing it is what this book is 
for. 

What This Book Gives You 

This is a working playbook for governing AI end to end. It's built 
around a  Common Control Framework that I like to think of as 
a “Policy to Proof Backbone”: nine playbooks that map outward 
to the major standards companies answer to, including the 
NIST AI Risk Management Framework, the EU AI Act, ISO/IEC 
42001, MITRE ATLAS, OWASP's AI security work, AIUC-1, and 
that extend to whatever lands after this book is printed. The 
point is that you stop rebuilding your program from scratch 
every time a new one arrives. Chapter 2 lays out the frame-
work, names the executive who should own each domain, de-
fines the maturity scale the rest of the book uses, and intro-
duces the one piece of infrastructure every domain depends 
on. 

Then, domain by domain, you learn what each one means in 
practice, what it looks like when it's working, how to build it, 



From Policy to Proof 

 2 

where most companies stand today, and the one question the 
executive who owns it needs to be able to answer. Each chap-
ter draws on real companies, some named and some not, that 
learned the lesson the expensive way so you don't have to. 

Who This Book Is For 

This book is for anyone sitting on, reporting to, or advising an 
AI governance effort: chief executives, technology and infor-
mation leaders, security chiefs, privacy and compliance offic-
ers, finance leaders, general counsel, and board members at a 
company where AI is already running whether or not the policy 
has caught up to it yet. It assumes you're comfortable with 
words like materiality, GDPR, and least privilege. It doesn't as-
sume you're a data scientist, and it won't teach you to build or 
tune a model. 

How to Read It 

The Quick Reference that follows this introduction is a com-
pact guide to the book: the nine domains, who owns each, the 
question each one asks, and where to start. Read it first if you 
want the map before the territory, and come back to it when-
ever you need to find your way to a chapter. Then read the 
chapters in order, and each domain will make sense in light of 
the one before it. That's the dependency order, and Chapter 2 
explains why it differs from the order you should build in. Read 
a single chapter on its own and you'll still walk away with some-
thing you can act on this quarter. Either way, keep one question 
in mind the whole way through, because every chapter comes 
back to it. Not "Do we have a policy for this?" but "Could we 
prove it's being followed?" 



 

Quick Reference: 
The Nine Playbooks at a Glance 

This section is the book at a glance. Use it to find your way back 
to a chapter, to brief someone who hasn't read the book yet, or 
to check where your own program stands. Everything here is 
explained in full in the chapters; nothing here is new. 

The Ideas Everything Else Rests On 

Three doors. Every company is investing in generative tools 
and capabilities and it enters a company through three fronts, 
and each has to be governed with slight differences. The En-
terprise front is the AI you build on purpose, with a sponsor 
and a budget; deliberate, human-led governance works here. 
The workforce front is the copilots, chatbots, and embedded 
features that show up on employees' desktops by the hun-
dreds; nobody files an intake request for these. The developer 
front is the coding assistants and agents wired into how soft-
ware / product gets built and deployed; it moves fastest and is 
noticed least. Committees and intake forms govern the first 
front and cannot keep pace with the other two. (Chapter 2) 

The Proof Plane. A living map of every AI system and agent 
running in the company, across all three fronts, kept current by 
itself. For each one it records the owner, the model, what’s in 
its harness, what data it touches, who can reach it and what it 
can reach, and its approved scope, along with a tamper-evi-
dent record of everything material it has done, and it holds 
each agent to that scope wherever its activity passes through 
a control point. It is a reference architecture, not a single prod-
uct: best anchored in a platform built around the data itself, 
and only as complete as the telemetry behind it. Every domain 
asks it a different question. (Chapter 2) 

The maturity scale. Level 1, Initial: nothing formal. Level 2, Re-
peatable: a process exists and is followed some of the time, for 
some of the AI, usually the Enterprise front. Level 3, Defined: 
standardized and applied consistently across the AI the com-
pany knows about. Level 4, Managed: controls enforced 
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technically across all three fronts, with the Proof Plane in place. 
Level 5, Optimizing: the program improves itself. In my experi-
ence, most large companies sit at Level 2 on most domains; this 
and every “Where most companies stand” below is a practi-
tioner assessment, not a survey finding. (Chapter 2) 

Read in dependency order, build in risk order. The chapters 
follow the order in which the ideas depend on each other. To 
build, start with two things at once: name the owners and stand 
up the council (Chapter 3), and start continuous discovery 
across all three fronts (the Proof Plane). Then go after the two 
weakest domains everything else stands on: Data Visibility and 
Quality (Chapter 8) and Transparency and Auditability (Chap-
ter 7). Intake and tiering (Chapter 4) come next. Fairness (Chap-
ter 10) follows close behind if your AI touches hiring, lending, 
pricing, claims, or care. The rest layer on from there. (Chapter 
2) 

The Nine Domains 

1. Discovery & Accountability (Chapter 3) 

Owner: the Chief Executive Officer, with day-to-day responsi-
bility delegated to the Chief Information Officer or the Chief AI 
Officer. 

In one sentence: every AI system running in the company has 
been found, across all three fronts, and every one of them has 
one named person with real authority over it, with decision 
rights written down and decisions made at the speed the busi-
ness moves. 

The executive question: When this system does something 
wrong, who owns the consequence, and did they know it be-
fore today? 

Where most companies stand: Level 2. A committee and a 
charter exist; ownership reaches the Enterprise front and 
stops. Copilots on the workforce front and coding agents on 
the developer front run without a named owner, and when ap-
provals are slow, teams route around them through personal 
accounts and unregistered tools. 
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What good looks like: For any AI system anywhere in the com-
pany, you can say who owns it, who approved it, under what 
conditions, whose authority it acts on, and when it was last 
looked at, in one query rather than one meeting. The register 
keeps itself current through the Proof Plane, so shadow AI sur-
faces as a gap instead of a surprise. Ownership sits with a role 
that always has a named holder, so it survives a reorg. The gov-
ernance forum decides in days because it isn't reconstructing 
the same facts every time, which makes governance the fast-
est way to yes rather than a door to route around. 

Start here: 

• Name the owners. One executive for each of the nine 
domains, and one owner for every known production 
system, recorded as a role and its current holder. 

• Write the charter before the second meeting, and 
split the work into governance, steering, and opera-
tional tiers so routine approvals never reach the full 
committee. 

• Tie every agent to a person. For each agent, record 
whose authority it acts on and what credentials it 
holds. 

• Turn on continuous discovery across all three fronts 
and feed it into the Proof Plane, so every system with-
out an owner shows up as a gap. 

2. Risk Management (Chapter 4) 

Owner: the Chief Executive Officer; business leaders answer 
for each agent's outcomes, and the Chief Risk Officer (or Chief 
Information Security Officer) manages the risk itself. 

In one sentence: a living function, not an annual spreadsheet, 
for knowing what each AI system could cost you and deciding 
on purpose how much risk you'll accept. 

The executive question: Which of our AI systems could genu-
inely hurt us, and did we accept that risk on purpose or by ac-
cident? 
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Where most companies stand: Level 2. A process exists, incon-
sistently applied, and half the AI estate has never been through 
it. Every request gets the same review whatever its stakes, so 
low-risk tools route around the process while high-risk systems 
get no more scrutiny than a blog assistant. Tiers are self-re-
ported at intake and rarely revisited. 

What good looks like: The tier is the throttle, not a gate. Every 
AI use case is tiered at intake by consequence: what data it 
touches, what decisions it influences, and who it affects. The 
tier sets everything downstream: review depth, monitoring, 
and whose desk it lands on when something goes wrong. Low-
consequence uses flow through in days on pre-approved pat-
terns; high-consequence uses get real scrutiny. Tiers are built 
from live evidence of what a system can actually reach, not an 
intake form, and a material change triggers a re-tier automati-
cally. Two desks, by design: the business owner answers for 
outcomes, and the risk function answers for whether the risk 
was seen, tiered, and tracked. 

Start here: 

• Write the four-tier rubric (unacceptable, high, limited, 
minimal) and design intake around it. 

• Sort the register by tier, or by its absence. For every 
untiered system, ask what the worst plausible out-
come is and who it happens to. 

• Reassess on events, not the calendar. A new model, 
tool, data connection, or region triggers a fresh look. 

• Connect the register to the Proof Plane, so agents 
built on approved platforms get tiered too, and a 
change in what a system can reach triggers review. 

3. Protection and Resilience (Chapter 5) 

Owner: the Chief Information Security Officer. 

In one sentence: three areas of focus, not one: protecting the 
AI itself from attack, protecting the code the AI writes, and 
catching drift when nobody is attacking at all. 
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The executive question: If an attacker hit our AI systems this 
quarter, or a model just quietly stopped being right, would we 
find out from our own telemetry, or the hard way? 

Where most companies stand: Level 3, and the number flat-
ters. It describes the first area only. Two clocks are running: one 
starts when someone attacks, the other ticks even when no-
body does. Nearly all the budget answers the first. Code writ-
ten by AI is mostly ungoverned, and drift often has no owner at 
all. 

What good looks like: Both clocks are watched. AI systems are 
red-teamed on a schedule using MITRE ATLAS techniques, 
and each agent runs inside a hardened harness with least priv-
ilege, so even a manipulated agent has little to reach. Code the 
AI writes is scanned and fixed at machine speed, and develop-
ment is kept strictly apart from production. Every high-tier 
model has a defined drift threshold and a named owner who 
gets paged when it's crossed. For any high-tier system, you can 
produce its last adversarial test date and its current drift metric 
in the same conversation. 

Start here: 

• Ask the two questions for your highest-tier system: 
when was it last red-teamed with ATLAS techniques, 
and what is its drift threshold and who gets paged? 

• Scope every agent. Give each agent least-privilege 
access, and put every coding assistant into the Proof 
Plane with its approved scope. 

• Protect the pipeline. Strictly separate development 
from production and verify every package before it 
enters a build. 

• Measure response. Start tracking time-to-find and 
time-to-fix for vulnerabilities in AI-written code. 

4. Privacy and Compliance (Chapter 6) 

Owner: the Chief Privacy Officer or the Chief Compliance Of-
ficer, with the Chief Information Security Officer as the operat-
ing partner who makes the promises provable. 
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In one sentence: using one intake door instead of two to keep 
every promise you've made about personal data, and to decide 
whether you're allowed to run a given AI system, on given data, 
in a given place at all. 

The executive question: For every AI system we run, could we 
say exactly which privacy rules and AI-specific regimes apply, 
what our role is under each, and which personal data elements 
it touches, and prove, not just assert, that we're meeting all of 
them? 

Where most companies stand: Level 2. A strong classical pri-
vacy program, built for systems of record and data subject re-
quests, that AI data flows and AI-specific laws quietly walk 
around. Privacy policy is written for people, never translated 
into rules an agent can enforce. Agents pull personal data the 
privacy team never mapped, third parties ask for new data el-
ements through back channels instead of contracts, and a sys-
tem approved under one lawful basis drifts into another use 
unnoticed. 

What good looks like: The rules didn't change for AI; what 
changes is that someone translates them into something an 
agent can obey. Privacy and compliance co-own a written 
ruleset for each agent, covering what data it may read, what 
counts as an instruction versus data it must never obey, and 
where its output may go, and engineering enforces it as a 
guardrail. The registry tracks each system's regimes, your role 
under each, its lawful basis, and its approved data elements. 
Regional obligations are applied as controls by geography and 
line of business. Retention, residency, and minimization are en-
forced on AI data paths by controls, not policy documents, and 
you know before launch whether a system needs a conformity 
assessment, a registration, a consumer notice, or nothing at all. 

Start here: 

• One intake gate. Merge privacy, compliance, and risk 
review into a single front door, so a new AI initiative is 
assessed once against every regime instead of three 
times by three teams. 
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• One registry entry per system, with its regimes, your 
role under each (controller, processor, deployer, pro-
vider), its lawful basis, and the personal data elements 
it's approved to use. 

• Write the one-page agent ruleset for your highest-tier 
agent: what it may read, what it must never treat as an 
instruction, and where its output may go. 

• Reconcile and connect. Check the registry against 
procurement records, single sign-on logs, and data-
flow discovery, and connect it to the Proof Plane so any 
change to an approved data connection, element, or 
region raises a flag. 

5. Transparency and Auditability (Chapter 7) 

Owner: the owner of each agent or platform is accountable for 
proving what it did; the function is typically run by the Chief In-
formation Security Officer, Chief Technology Officer, Chief In-
formation Officer, or Chief Data Officer. 

In one sentence: transparency is being able to describe what 
a system does; auditability is being able to prove, after the fact, 
exactly what it did; you need both, and the log is the proof. 

The executive question: Could we prove to an auditor, a regu-
lator, or a court, months after the fact, exactly what this system 
did and on what basis? 

Where most companies stand: Level 2, and one of the three 
least mature domains. Logs exist, but they are scattered across 
tools, each telling part of the story, and nobody can recon-
struct what an agent did from start to finish. Every audit and 
customer questionnaire starts from scratch. 

What good looks like: This is where policy becomes proof. 
Every system shows up on the Proof Plane with clear answers 
to who owns it, what it's built on, what it can reach, and who 
can reach it, and anything outside its approved scope is 
blocked wherever it passes through a control point, rather than 
flagged for someone to notice eventually. Every system has 
one standard write-up (purpose, data, limitations, appropriate 
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use), written once and reused for every audit, questionnaire, 
and regulator. People know when they are dealing with AI. 
Every meaningful interaction is logged the moment it happens, 
in a place nobody can quietly edit, and your own team can pull 
any system's logs this afternoon without warning anyone. 

Start here: 

• Capture four things for every meaningful interaction 
(input, data touched, output, reviewer) in a tamper-ev-
ident store. 

• Set retention with counsel. 

• Write one standard record per system and have the 
owner sign it. 

• Test it cold. Pull one system's logs without warning 
and see what comes back. 

6. Data Visibility and Quality (Chapter 8) 

Owner: the Chief Data Officer. 

In one sentence: knowing what data feeds every AI system you 
run and where that data goes next, by seeing the data first, with 
deliberate manual design for the Enterprise front and continu-
ous automated discovery and classification for everything else. 

The executive question: Do we know what data feeds our AI 
and where our AI sends it, and would we stand behind every 
piece of it, and every place it ends up, in public? 

Where most companies stand: Level 2 at best, often Level 1, 
and one of the three least mature domains. Most organizations 
have a rough picture of where data lives and almost no picture 
of where it moves. Data flows into AI systems that were never 
mapped, and back out to model providers, third parties, down-
stream agents, and other regions, with no one tracking the 
path. Duplicate and stale records sit underneath confident an-
swers, and much of what gets blamed on the model is really a 
data problem. 
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What good looks like: Data is chosen on purpose, not what-
ever happened to be within reach. For every AI system, you can 
answer five questions on demand: what data do we have, 
where is it, who and what is accessing it, where is it going, and 
how do we use it to differentiate. Discovery and classification 
run continuously, down to the element level, across cloud, 
SaaS, and on-premises. Lineage is tracked in both directions, 
from where data came from to every model, index, agent, and 
destination it feeds. Quality checks are gates data must pass 
before use, and every dataset has an owner whose job is to fix 
it. The reward is speed: a new AI initiative gets a data-readiness 
answer in days, because the picture already exists. 

Start here: 

• Answer the five questions in writing for the data feed-
ing your highest-tier system, and write down where 
you stall. 

• Turn on continuous discovery and classification, and 
name an owner for every dataset it surfaces. 

• Map the outbound paths. Identify where each AI sys-
tem sends data (model providers, third parties, other 
agents, logs, other regions) and flag any destination 
that wasn't approved. 

• Link discovery to the Proof Plane, so you can see 
which agent is touching which data right now, and 
where that data goes next. 

7. Human Oversight (Chapter 9) 

Owner: the Chief Operating Officer, or the business leader 
whose decisions the AI touches. 

In one sentence: a person in the loop for every system that 
makes or shapes a consequential decision, including the ones 
nobody planned for, with a role that is defined, sized to the 
stakes, and tested. 

The executive question: Where can a human still stop this sys-
tem, and would that human know when to, and be positioned 
to see it in the first place? 
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Where most companies stand: Level 2. Designed-in oversight 
on the Enterprise front, rarely tested; none on the other two. A 
human in the loop is not a human in charge: reviewers approve 
at volume in seconds without seeing what the system saw, and 
stop mechanisms exist on paper but have never been exer-
cised. 

What good looks like: Every system that makes or shapes a 
consequential decision has a person whose role is defined, 
sized to the stakes, and tested. Each system has a written deci-
sion inventory: what it may do alone and what needs a person, 
for decisions that touch a customer, change production, or 
drive a business process. Where harm is irreversible, a person 
makes the call every time; where volume is high and confi-
dence is calibrated, people review the uncertain cases plus a 
random sample. The named overseer has the competence, 
training, and authority to act, and a stop that can interrupt an 
action already in progress. Oversight is measured by what the 
human could have changed, not by whether one was in the 
chair. 

Start here: 

• Write three oversight tiers and map every conse-
quential system to one, with a one-page decision in-
ventory for each. 

• Name the reviewer and test the stop. For each top-
tier system, name who can stop it, and confirm the 
stop works under real conditions. 

• Test the reviewers. Seed a synthetic error, one that 
can never reach a real person, into a reviewer's queue, 
and measure how long reviews actually take. 

• Use the Proof Plane to find the consequential systems 
with no reviewer at all, and assign one or shut the sys-
tem off. 

8. Fairness & Non-Discrimination (Chapter 10) 

Owner: the General Counsel, joined by the Chief Human Re-
sources Officer for employment decisions. 



Eddie Borrero 

 13 

In one sentence: clean data is necessary but is not a substitute 
for testing what a system does to people; someone has to 
choose a definition of fair, on the record, and test outcomes 
against it. 

The executive question: Would this system treat two equally 
qualified people the same, and could we prove it to a plaintiff's 
attorney? 

Where most companies stand: Level 2 at best, often Level 1; 
one of the three least mature domains. Fairness is assumed 
from clean data or a vendor's assurance. Few companies have 
chosen a definition on the record, and fewer test outcomes af-
ter launch. 

What good looks like: Every system that makes or shapes a 
consequential decision about a person, in hiring, lending, pric-
ing, claims, care, or discipline, is on a list. Each has a docu-
mented fairness definition, chosen by legal, statistical, and do-
main experts together, with the reasoning written down. Out-
comes, not just inputs, are tested before launch and on a 
schedule after, because bias drifts the same way accuracy 
does, and models bought from vendors are held to the same 
standard as those built in-house. A remediation path with real 
teeth exists before it's needed, and where the law requires an 
independent audit, it is done on schedule. 

Start here: 

• List every system touching hiring, lending, pricing, 
claims, care, or discipline. 

• Put legal, statistical, and domain expertise in one 
room to choose and document a fairness definition for 
each. 

• Test outcomes before launch and on a schedule after, 
and require the same evidence from vendors. 

• Write the remediation path before you need it. 

9. Incident Response (Chapter 11) 

Owner: the Chief Information Security Officer. 
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In one sentence: a plan built for the bad day when nothing was 
attacked and something was just wrong, rehearsed in ad-
vance, backed by the ability to reconstruct exactly what any 
agent did within an hour. 

The executive question: When, not if, our AI does something 
wrong, how fast do we know, and what happens in the first 
hour? 

Where most companies stand: Level 2. Teams are good at the 
incidents they've trained for but have never rehearsed the one 
with no attacker. Most AI playbooks are general IT playbooks 
repurposed, reconstructing what an agent did across tools 
takes days, and handling evidence across borders has never 
been worked out in advance. 

What good looks like: AI incident types are defined and sorted 
by severity in advance, covering wrong or harmful outputs, 
data leakage, an agent acting outside its scope, and a model 
that drifts, so the first hour isn't spent arguing about categories. 
Telemetry watches for AI misbehavior. There is a tested way to 
pull a model or freeze an agent that works even when the sys-
tem insists there's no way back. The Proof Plane reconstructs 
what any agent did, on any day, within an hour, including 
chains where one agent's output became another's input. Reg-
ulatory clocks and cross-border evidence handling are settled 
in advance, so solving a security incident never creates a legal 
one. 

Start here: 

• Write the AI incident types and severities, and name 
who can pull the plug on each system. 

• Record the regulatory notification clocks for each 
system and each region it runs in. 

• Run a ninety-minute tabletop around a failure that is-
n't an attack. 

• Time the reconstruction. Measure how long the Proof 
Plane takes to reconstruct one agent's activity cold. 
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How to Report It 

By position and trajectory. For each domain, report where you 
stand on the five-level scale and which direction you're mov-
ing. Position tells the board how exposed you are today. Tra-
jectory tells them whether the program is working. 



 

Chapter 1: 
Governance on Paper 

Picture the committee. Almost every company assembled one, 
right on schedule, the moment AI stopped being a curiosity 
and became something nobody could ignore: the Chief Infor-
mation Officer, the Chief Technology Officer, the Chief Oper-
ating Officer, the Chief Financial Officer, the Chief Privacy Of-
ficer, and a compliance officer or two. The right people, exactly 
who the org chart says should be in that room. Their job was to 
sponsor the AI worth funding, review what was already under-
way, and approve or stop whatever came next. And they did 
what a responsible company is supposed to do. They wrote 
down goals. They circulated and signed real policies. They dia-
grammed a process every initiative was meant to walk through 
before it got anywhere near production. 

On paper, that's a company doing everything right. 

The Realization Every Committee Reaches 

Sooner or later, every one of those rooms reached the same 
uncomfortable realization. It arrived through a different door 
each time. Some companies met it when copilots and chatbots 
landed in the hands of their own employees faster than any 
committee could keep up. Others met it while investing seri-
ously at the enterprise level, standing up platforms and auton-
omous agents wired straight into core workflows. Still others 
met it inside engineering, where AI-assisted development was 
quietly changing how fast code shipped, whether or not any-
one upstairs had noticed. Three doors. Hold onto them; the 
next chapter gives them names. What waited on the other side 
was the same in every case. The policy existed. The committee 
existed. The sign-off process existed. And almost none of it had 
any technical teeth underneath. 

Policy tells people what they're supposed to do. It has nothing 
to say about what is happening: what data an agent can reach, 
which entitlements a copilot picked up along the way, what a 
development pipeline shipped straight into production while 
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the review board was still finding a date for its next meeting. 
The most dangerous governance program isn't the one that's 
obviously missing. It's the one that looks complete, with a char-
ter, a committee, and a sign-off process all present and ac-
counted for, and zero technical enforcement behind any of it. 
That can go on for a year or more, until an audit, a breach, or a 
regulator finally makes the one demand paper can't sat-
isfy. Show me. 

The committee was real. The control wasn't. 

Governance you can't enforce isn't governance. It's a hope 
with a policy document attached. 

That gap, between the governance a company writes down 
and the governance its environment can enforce, is the subject 
of this book. Policy still matters, and this book takes it seriously 
enough to build on it rather than argue around it. But policy 
alone was never going to close the gap, and every company 
that assembled the right committee eventually learns that, usu-
ally the hard way. 

Five Right Answers, No Whole Picture 

There's a version of this problem that's easy to miss because 
from a distance it looks solved. Ask who owns AI at most com-
panies and you'll get an answer delivered with real conviction. 
Ask five executives and you'll get five different, equally confi-
dent answers. The Chief Information Officer owns the deploy-
ment and the governance program wrapped around it. The 
Chief Financial Officer owns the spend and the return that's 
supposed to justify it. The Chief Human Resources Officer 
owns whether the workforce can use any of it. The Chief Op-
erating Officer owns whatever operational outcome it was 
funded to improve. The Chief Executive Officer owns the strat-
egy meant to tie it all together. None of them is wrong. None of 
them has the whole picture, either. 

Hiring is supposed to fix that. Whatever the title ends up being 
(Chief AI Officer or Chief Data and AI Officer), plenty of compa-
nies have filled a seat like this in the last couple of years. But a 
new title fixes fragmented ownership only if the fragmentation 
was a staffing problem in the first place, and the research says 
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it mostly wasn't. In Cynozure's February 2026 survey of about 
sixty senior data and AI leaders, 40 percent said AI strategy 
ownership at their company is still split across multiple execu-
tives, and 17 percent said there is no clear owner at all. IBM's 
research is blunter: in its June 2026 study, two out of three 
Chief Information Officers and Chief Technology Officers sur-
veyed said they're accountable for AI systems they don't fully 
control. A new seat at the table doesn't consolidate authority 
that was never centralized to begin with. It adds a sixth confi-
dent answer to the five you already had. Surveys of how many 
large companies have a Chief AI Officer range from under 40 
percent in one benchmark to three in four in another, and they 
aren't measuring the same thing: each surveys a different 
group and defines the role differently. None of the research 
claims the title alone fixes this. The accountability gaps show 
up whether or not the seat exists. 

So the committee has two problems, not one. It can't see 
what's happening underneath the policy it wrote. And even if it 
could, nobody in the room owns the answer, because five peo-
ple each own a piece of it. 

Neither problem is solved by a bigger committee or a stricter 
policy. Both are solved by the same three things, and they're 
what the next chapter is for: one framework that turns policy 
into something a machine can check against every standard 
you've mapped it to, one named owner for each part of it, and 
one way to see every piece of AI running in the company, not 
just the systems that walked through the committee's door. 
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Chapter 2: 
One Framework Instead of Dozens: 
The Common Control Framework 

Ask your general counsel which AI rules the company has to 
follow, and watch what happens. The answer starts confi-
dently, with two or three names. Then it slows down. Then it 
turns into a list. Then it turns into a shrug. That isn't a failing of 
your general counsel. The Organisation for Economic Co-op-
eration and Development keeps the closest thing to a global 
tally. It now counts more than 900 national AI policies and ini-
tiatives across more than 80 jurisdictions, before you add the 
sector rules, the state laws, and the industry codes stacked on 
top. Nobody can hold that in their head. The good news is that 
nobody needs to. 
After enough meetings in these rooms, I've noticed that most 
companies end up picking from a short list. Not because any-
one told them to, but because the same handful of names keep 
coming up in board questions, customer questionnaires, and 
regulator letters. Five show up more than the rest. Each one is 
good at something. Each one also sees only a slice of your 
problem, and if you anchor your whole program to just one of 
them, you inherit its blind spots as your own. Anchor to the 
wrong subset and you'll be starting over in eighteen months, 
when the next one lands. 

Five Frameworks Companies Keep Picking 

These five aren't a canon. Four of them are voluntary: compa-
nies adopt them because they're useful, or because a cus-
tomer, an auditor, or a contract expects to see one. The fifth, 
the EU AI Act, is law, and where it applies to you, it isn't optional. 
They're simply the ones I see companies reaching for, over and 
over, so they're worth knowing well enough to recognize when 
one of them walks into a meeting. 

The NIST AI Risk Management Framework. Published by the 
U.S. National Institute of Standards and Technology, this is the 



From Policy to Proof 

 20 

broadest of the five and, honestly, the best thinking tool. It's vol-
untary guidance built around four verbs (govern, map, meas-
ure, manage), and it's very good at making you ask the right 
questions. Its weakness is the flip side of being voluntary: no 
certificate, no enforcement, no clean line you can point to and 
say "done." Your risk and audit leaders will lean on it most. 

The EU AI Act. This is the opposite kind of animal. It's law, with 
penalties that reach a meaningful slice of global revenue, and 
it sorts AI systems into risk tiers with real obligations attached 
to the high ones. Its weakness is shape. Its reach follows the EU 
market, not your headquarters, so it can bind a company with 
no office in Europe if its AI is offered or used there. And its 
heaviest obligations attach to specific categories: prohibited 
practices, high-risk systems, and general-purpose models, 
plus a set of transparency duties. For most of the everyday AI 
in your estate, it asks comparatively little. Your general counsel 
and compliance officer will live with it most. 

ISO/IEC 42001. This is the management-system standard for 
AI, the AI cousin of the ISO/IEC 27001 certificate your security 
team already holds. It's certifiable, it's audit-friendly, and pro-
curement teams are starting to ask for it by name. Its weakness 
is the classic management-system weakness: it checks 
whether your process exists and is followed, not whether your 
AI is safe. Whoever answers your customers' security ques-
tionnaires will care about it most. 

MITRE ATLAS. The narrowest lens of the five, and the sharpest. 
ATLAS is a catalog of the tactics attackers use against AI sys-
tems, laid out the same way MITRE's better-known ATT&CK 
matrix lays out traditional attacks. It speaks directly to a few of 
the nine domains in this book and goes quiet on the rest, be-
cause it was never built to cover fairness, transparency, or ac-
countability. Your Chief Information Security Officer and red 
team will use it most. 

OWASP's AI security work. The Open Worldwide Application 
Security Project, the same community that has published the 
web-security Top 10 for two decades, now maintains a Top 10 
for large language model applications and a newer Top 10 for 
agentic applications, alongside a broader AI Exchange. This 
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book maps to the 2025 edition of the LLM list and the agentic 
list released in December 2025. It's the most practical of the 
five for the people building things: a plain list of the ways these 
systems get broken, from prompt injection to agents given 
more authority than they should have. Its weakness is that it's a 
developer's checklist, not a governance program. It tells you 
what to defend against, not who's accountable when you don't. 
Your engineering leads will reach for it first. 

Now, look at what those five have in common. Underneath the 
different vocabularies, they're circling the same concerns: 
who's accountable, how risk gets assessed, how decisions get 
explained, how data gets governed, what happens when 
something breaks. New frameworks keep arriving because 
every jurisdiction and industry body wants its own name on the 
wall. Almost none of them are inventing new concerns. They're 
redescribing the same handful in their own language, backed 
by their own enforcement mechanism. 

That's the opening you need. If you map your controls to the 
concern rather than to the vocabulary, the vocabulary stops 
mattering. Regulators keep changing their language. The con-
cerns don't. 

Nine Domains, One Crosswalk 

This book calls that approach the Common Control Frame-
work: nine underlying disciplines, built once, mapped outward 
to whichever standard happens to be asking, whether that's 
one of the five above, one of the dozens behind them, or what-
ever a regulator invents next year. The mapping itself is called 
a crosswalk: a maintained table that says, for each of your con-
trols, exactly which clause, article, or requirement of each out-
side framework it satisfies. Build the control once, and the 
crosswalk answers the "does this satisfy X" question for every 
framework it covers. When a framework changes or a new one 
arrives, you update the crosswalk, not the program. 

Every one of the nine domains needs an executive who an-
swers for it, a person rather than a committee. The owners be-
low are the ones that fit most large companies. Yours may 
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differ, and that's fine, as long as every domain has exactly one 
name beside it and that person knows it. 

1. Discovery & Accountability: the Chief Executive Of-
ficer owns it and delegates the day-to-day running of 
it to the Chief Information Officer or, where one exists, 
the Chief AI Officer 

2. Risk Management: the Chief Executive Officer owns it; 
business leaders answer for each agent's outcomes, 
and the Chief Risk Officer, or the Chief Information Se-
curity Officer where there isn't a Chief Risk Officer, 
manages the risk itself 

3. Protection and Resilience: the Chief Information Se-
curity Officer 

4. Privacy and Compliance: the Chief Privacy Officer or 
the Chief Compliance Officer 

5. Transparency and Auditability: the owner of each en-
terprise agent or platform is accountable for proving 
what it did; the function is typically run by the Chief In-
formation Security Officer, Chief Technology Officer, 
Chief Information Officer, or Chief Data Officer, de-
pending on the company 

6. Data Visibility and Quality: the Chief Data Officer 

7. Human Oversight: the Chief Operating Officer, or the 
business leader whose decisions the AI touches 

8. Fairness & Non-Discrimination: the General Counsel, 
joined by the Chief Human Resources Officer wher-
ever employment decisions are involved 

9. Incident Response: the Chief Information Security Of-
ficer 

Laid out, the crosswalk looks like this. Treat the table as a start-
ing point, not a legal opinion. The references are at the article 
and clause level so your team can verify each cell against the 
current text before relying on it. Add columns for whatever else 
binds your company. In the table, a cited article or clause 
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means the framework directly addresses that domain; a short 
description means it supports the domain without requiring it; 
“Primary” marks a framework’s home territory; and “Not cov-
ered” means the framework doesn’t speak to the domain. 
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Now take one well-built control and read across the row. Say 
every AI use case gets tiered by consequence at intake and its 
data sources get documented with lineage and classification 
before anyone approves it for deployment. That one control 
feeds NIST's mapping and governing functions. It produces a 
core part of the technical documentation the EU AI Act re-
quires for high-risk systems. It's exactly what an ISO/IEC 42001 
auditor asks to see. It gives your red team the data lineage they 
need to test for the data-poisoning techniques MITRE ATLAS 
catalogs. And it gives your OWASP-minded engineers the 
data-provenance answer they need. One control, five lenses, 
one set of evidence. The same evidence usually carries over to 
the other frameworks you track, because the underlying disci-
pline rarely changes. The crosswalk records where it does and 
where it doesn't. You answer the question once instead of 
every time someone asks it. 

Three Doors, Not One 

Before the nine domains can mean anything, you need one 
more idea because it explains why the committee in the last 
chapter kept losing. AI doesn't enter a company through one 
door. It enters through three, and each one has to be governed 
differently. 

The first door is the Enterprise front: the AI your company 
builds on purpose. A strategic initiative with a budget, a spon-
sor, a timeline, and its own slide in the board deck. This is the AI 
the committee was designed for, and here, deliberate, human-
led governance works. The number of systems is small, the 
stakes are high, and each one deserves a person thinking care-
fully about it. 

The second door is the workforce front: the copilots, chatbots, 
and AI features that show up on employees' desktops. Some 
sanctioned, some through personal accounts, many bundled 
into software you already pay for and never procured as AI at 
all. Nobody files an intake request for these. They arrive by the 
hundreds, and they arrive quietly. 

The third door is the developer front: the coding assistants 
and agents your engineers use to build and ship software, 
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increasingly wired straight into the pipelines that put code into 
production. This one moves fastest, and it's the door most gov-
ernance programs haven't noticed is open. 

Every domain in this book applies to all three fronts. But the 
way you govern each front is different, and that difference is 
the book's running argument. What works for the Enterprise 
front (committees, intake forms, and deliberate review) cannot 
keep pace with the other two. Pretending it can is how a com-
pany ends up with a governance program that governs a 
shrinking fraction of its AI and feels fine about it right up until 
the audit. 

The Proof Plane 

Which brings us to the one piece of infrastructure every do-
main in this book depends on. I’m going to call it the Proof Plane 
and explain it here so that later chapters can point back to it. 

First, what it is and isn’t. The Proof Plane is a reference archi-
tecture, an operating model for how your security and govern-
ance capabilities should work together. You can try to assem-
ble it from a dozen point tools: one for discovery, one for data 
classification, one for access, one for AI traffic, one for logging. 
Most organizations that try end up with a dozen partial maps 
that disagree with each other, and no one owns the seams. 

The better path is to anchor the Proof Plane in a platform built 
around the data itself. Agents come and go, change models, 
and pick up new tools weekly; the data they touch is what per-
sists, and it’s where the risk actually lives. Look for a platform 
that can discover and classify your data down to the element 
level across cloud, SaaS, and on-premises environments; see 
every identity that can reach that data, human or agent; dis-
cover the AI systems and agents in use, sanctioned or not, and 
track which data flows into them; and enforce policy at the 
data layer when something drifts out of scope. Connect that 
platform to your identity provider, your AI gateways, and your 
tamper-evident logging, and you have the backbone of the 
Proof Plane. No platform covers every corner on its own, but 
the right one gives you a single, authoritative map to build from 
instead of a dozen you have to reconcile. 
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Picture what it looks like when those pieces are connected: a 
living map of every AI system and agent running in your com-
pany. Not just the ones somebody remembered to register, but 
as close to all of them as your visibility allows, across all three 
fronts, kept current by the map itself rather than by anyone fill-
ing out a form. For every system on that map, the Proof Plane 
maintains a short list of facts: who owns it and who built it. What 
model or foundation it runs on. What tools, skills, and 
knowledge sources it can use, which is to say what’s in its har-
ness. What data, down to the specific elements, it’s connected 
to. Who can reach it, and what it can reach. What scope it was 
approved for. It also holds a tamper-evident record of every-
thing material it can observe that system doing. 

The Proof Plane does more than describe. It compares what an 
agent is doing today against what it was approved to do, and 
wherever an agent’s activity flows through a control point, it 
holds the agent to that approved scope automatically. An 
agent that quietly picks up a new data connection or a new 
permission gets caught when it happens, not at next year’s au-
dit. 

Be clear-eyed about the limits. Even anchored in the right plat-
form, the Proof Plane can only see what your telemetry 
reaches. Agents running on unmanaged devices or personal 
accounts, AI features embedded inside third-party SaaS that 
expose little to you, and activity that never crosses a control 
point will show up partially or not at all. Coverage is something 
you grow over time, not something you switch on. When later 
chapters say the Proof Plane “knows” or “enforces” something, 
read that as: to the extent your integrations cover it. The gaps 
themselves are worth tracking, because a known blind spot is 
a governable risk and an unknown one is not. 

You’ll meet the Proof Plane in nearly every chapter from here 
on, because each domain asks it a different question. Risk Man-
agement asks which systems could hurt you. Privacy asks 
whether each system still matches the lawful basis it was ap-
proved under. Transparency asks for the log. Human Oversight 
asks where a person needs to be standing. Incident Response 
asks what an agent did in the hour before something broke. 
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One map, nine questions. From this point forward, each chap-
ter will just tell you what it needs from it. 

How Mature Is "Mature"? 

Each chapter that follows tells you where most large compa-
nies stand today in that domain, using a five-level scale you've 
probably seen in other parts of your business. It's worth defin-
ing once so the numbers mean something when you encoun-
ter them. 

Level 1: Initial. Nothing formal exists. Whatever governance 
happens depends on someone noticing a problem. 

Level 2: Repeatable. A policy and a process exist and are fol-
lowed some of the time, for some of the AI, usually the Enter-
prise front. Enforcement is manual, and nobody has measured 
how much is slipping past. 

Level 3: Defined. The process is standardized, documented, 
and applied consistently across the AI the company knows 
about. Evidence exists, though producing it still takes real ef-
fort. 

Level 4: Managed. Controls are enforced technically, not just 
written down, and coverage is measured across all three 
fronts. The Proof Plane is in place. Drift from approved scope is 
caught automatically. 

Level 5: Optimizing. The program improves itself. Findings 
feed back into policy, thresholds are tuned against real out-
comes, and the committee spends its time on risk appetite and 
strategy because the machinery handles the paperwork. 

These ratings are my practitioner assessments, drawn from 
years of building these programs and from conversations with 
peers across dozens of large companies, not the findings of a 
formal study. Read them as a benchmark to test yourself 
against, not a statistic. In my experience, most large companies 
sit at Level 2 on most domains. Protection and Resilience is typ-
ically the one exception, at Level 3, for reasons Chapter 5 ex-
plains, and even there it isn't where it needs to be. Three do-
mains are chronically the least mature of the nine: Data 
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Visibility and Quality, Transparency and Auditability, and Fair-
ness & Non-Discrimination. Hold onto that as you read the next 
section. 

Reading Order Isn't Build Order 

The chapters ahead follow the numbered list above, and that 
order is deliberate: it's the order in which the ideas depend on 
each other. Risk management means nothing without an ac-
countable owner in place first. Protection can't tell you what it's 
protecting until risk appetite has been decided. Human over-
sight can't be sized until you can see the data and the decisions 
underneath it. Read front to back, and each domain makes 
sense in light of the one before it. 

But that isn't the order you should build in, and it's worth saying 
so now, before the two get confused. If you asked me for a 
plan, here's the one I'd hand you. Start with two things at once. 
Name the owners and stand up the council (Chapter 3), be-
cause nothing moves without a person accountable for it. And 
start continuous discovery across all three fronts (the Proof 
Plane), because you cannot govern what you can't see. Then 
go straight at the two weakest domains that almost everything 
else stands on: Data Visibility and Quality, in Chapter 8, and 
Transparency and Auditability, in Chapter 7. Intake and tiering, 
Chapter 4, come next, because now you have something real 
to tier. Fairness, Chapter 10, follows close behind if your AI 
touches hiring, lending, pricing, claims, or care, because it de-
pends on data and transparency both being in place. The rest 
layer on from there. Each chapter closes with a plan for its first 
thirty and first ninety days. Those clocks start when you begin 
work on that domain, not on day one of the program. Read 
them as nine plans that follow the order above, overlapping 
where you have the people to run them in parallel, not as a sin-
gle ninety-day project. 

Read in dependency order. Build in risk order. Keep the two 
straight, and the rest of the book will feel less like a checklist 
and more like a sequence. 

One control, several lenses, one set of evidence. Build it once, 
map it everywhere, and keep the map current. 
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Let's take these nine domains one at a time, starting with the 
one most committees believe they've already solved, simply 
because they formed one: Discovery & Accountability. 



 

Chapter 3: 
Discovery & Accountability 

Who owns this domain: the Chief Executive Officer, who dele-
gates the day-to-day running of it to the Chief Information Of-
ficer or, where one exists, the Chief AI Officer. 

You cannot hold anyone accountable for an AI system you 
don't know exists. That sentence explains why this domain has 
two parts to its name. Discovery comes first: finding every AI 
system and agent running in the company, across all three 
fronts, whether or not anyone registered it. Accountability 
comes second: attaching one named person with real author-
ity to every one of them. Most companies start with the second, 
skip the first, and then wonder why their governance program 
only ever seems to cover the AI that asked permission. 

Almost every company that takes AI governance seriously 
starts in the same place, and almost every one of them makes 
the same mistake: they form a committee, and they mistake the 
committee for the work. A charter gets written. A standing 
meeting gets scheduled. Minutes get taken, a responsibility 
chart gets built, and someone's name goes at the top of an org 
box labeled "AI Governance." All of that produces real artifacts, 
and none of it answers the one question that matters the day 
something goes wrong: who owns the consequence? 

Real governance means something narrower and harder than 
a committee. It means every AI system running in production 
has one named human being with real authority over it, not a 
committee that glanced at it once, months ago, at intake. It 
means decision rights are written down: who can approve 
each tier of use case, who has the authority to shut a system 
off, who's the one standing in the room when a regulator calls. 
And it means all of that happens at the speed the business 
moves, not on the quarterly rhythm of a review board that 
meets whether or not anything urgent is happening. 



Eddie Borrero 

 33 

The Board That Became the Problem 

I learned this one up close, at a large company that had done 
everything by the book. On paper, it looked like everything a 
governance program should be: a review board, a real set of 
policies, a defined path every AI initiative had to walk before it 
reached production. Security had a seat at the table. Compli-
ance had a seat. Data had a seat. On the org chart, it looked like 
exactly the kind of program this chapter is supposed to de-
scribe. 

What it didn't have was any technology underneath it. When a 
new initiative came in the door, somebody still had to go find 
out, by hand, what data it touched, who had access to that 
data, and where it lived. Those facts had to be reassembled 
from scratch for every review because nothing kept that infor-
mation current between meetings. So the board didn't pro-
duce decisions. It produced findings: weeks of waiting, fol-
lowed by a list of open questions instead of a yes or a no any-
body could act on. And by the time anything reached the 
board, the sensitive data it was supposed to be reviewing had 
usually already found its way into a spreadsheet somewhere, 
or into a half-built agent nobody had ever mapped. The com-
pany had built a governance program that had quietly become 
the exact failure it existed to prevent: a very thorough, very 
well-intentioned process for approving things after they'd al-
ready happened. 

One more thing about that board. It only ever saw the Enter-
prise front. Every initiative that walked through its door was a 
funded, sponsored project someone had chosen to submit. 
The workforce front and the developer front, the tools employ-
ees were adopting on their own and the assistants engineers 
were wiring into their pipelines, never came through the door 
at all, because nobody thought of them as AI initiatives. They 
were just tools. That board governed the AI that asked permis-
sion, and had no idea how much AI wasn't asking. 

What Good Looks Like 

The fix isn't a better committee. It's knowing, for any AI capabil-
ity anywhere in the company, who owns it, who approved it, 
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under what conditions, and when it was last looked at, and be-
ing able to answer that in one query rather than one meeting. 
It's a governance forum that decides in days because it isn't 
waiting on someone to reconstruct the same facts every time. 
And it's ownership that survives a reorg. Accountability sits 
with a role, the role always has a named person in it, and when 
that person moves on, a defined handover passes it to whoever 
takes the seat. It doesn't walk out the door with them. 

This is the Proof Plane from Chapter 2 doing its first job. The 
Proof Plane already knows, for every system across all three 
fronts, what it is, what it was built to do, and what data it draws 
on. What this domain adds is the owner: a name attached to 
every entry, automatically, so that a system with no owner 
shows up as a finding rather than a blank cell. Miss that one 
piece and the rest of the map quietly breaks. A map without 
owners is a list nobody's accountable for. An owner who can't 
see what data an agent is drawing on today is accountable in 
name only, vouching for something they can't see into, the 
same way that board was vouching for reviews built on what-
ever someone happened to find by asking around. 

The AI Nobody Remembers Approving 

A question worth asking in your next leadership meeting: who 
owns the AI features already sitting inside your customer rela-
tionship management system, the ones nobody procured, that 
arrived bundled into a routine software update? If the room 
goes quiet, you've found the exact gap this chapter is about. 
This is the workforce front at its purest. These systems never 
walked through anyone's door. Nobody filed an intake request 
for them. And they're touching the same customer data as an-
ything your board spent six weeks formally approving. 

How to Build It 

If I were standing that board up again today, I'd build the room 
differently before I scheduled the first meeting. Keep the vot-
ing core small enough to convene in days, not weeks: a chair 
(whoever in your company is closest to owning AI strategy), 
alongside legal, risk, security, and privacy, plus whoever runs 
the part of the business using the system in question. Write the 
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charter before the second meeting, not the fifth: what's in 
scope, what the committee can approve outright versus what 
has to go further up to the board, how many people need to be 
in the room for a decision to count, how often you meet, and 
who sees the output. 

Then do the thing that board never did: stop routing everything 
through the one room. Split the work into three tiers instead of 
one. A governance tier, the committee itself, meets quarterly, 
and its job is policy and risk appetite, not paperwork. A steering 
tier, meeting every week or two, keeps the inventory and risk 
register current and turns that policy into standards people 
can follow. And an operational tier, the teams building things, 
executes within whatever's already been pre-approved, no 
meeting required. Most day-to-day approvals should never 
reach the full committee. If everything does, you've rebuilt that 
review board under a new name. 

Give the owner of a system, not just the committee, the stand-
ing authority to suspend it in a genuine emergency, with the 
committee ratifying that call within 48 hours rather than having 
to approve it in advance. The fastest way to guarantee your 
committee gets ignored during a real incident is to make it the 
only path to stopping something. 

And point the Proof Plane at the two fronts your board can't 
see. Here's the rule I suggest: every system it discovers without 
an owner gets one within thirty days or gets turned off. Treat 
that as a starting point, not a standard. Design your own win-
dow and triggers around your company's risk appetite. What-
ever you choose, make the window an outer limit, not a grace 
period. A system that touches regulated data, shapes conse-
quential decisions, or looks like an unacceptable use should be 
restricted or suspended the day it's found, and stay that way 
until someone owns it. That single rule, enforced, does more 
for accountability than any charter language. 

Where Most Companies Stand 

Typical enterprise maturity here is Level 2, Repeatable. There's 
a committee, there's a charter, and ownership reaches the En-
terprise front and stops there. 
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The Executive Question 

When this system does something wrong, who owns the con-
sequence, and did they know it before today? 

Pick one AI capability at random this week and time how long 
it takes your team to tell you who owns it, who approved it, and 
when it was last reviewed. If the answer isn't minutes, you've 
found your starting point, the same one I watched that board 
find, the hard way. 

Build It 

In the first thirty days. Name one executive owner for each of 
the nine domains, using the list in Chapter 2 as your starting 
point. Name one accountable owner for every production AI 
system you already know about: a role, and the person who 
holds it today. Pick the council's voting core, and write the first 
version of the charter: scope, what the council can approve 
versus what escalates, quorum, cadence, and who sees the 
output. 

In the first ninety days. Split the work into the three tiers (gov-
ernance, steering, operational) and move routine approvals out 
of the full committee. Grant system owners emergency sus-
pension authority with 48-hour ratification, and rehearse it 
once. Start continuous discovery across all three fronts, and 
apply the thirty-day rule to everything it finds without an 
owner. 

The evidence you should be able to produce. A signed char-
ter. An inventory in which every entry, including the ones dis-
covery found, has an owner recorded as both a role and its cur-
rent holder, with a handover step for when the holder changes. 
A decision log for the council showing turnaround measured 
in days. And a record of at least one suspension, drilled or real, 
ratified within 48 hours. 

Once you know who owns what, the next question is what it 
could cost you if it goes wrong. That's Risk Management. 



 

Chapter 4: 
Risk Management 

Who owns this domain: the Chief Executive Officer. Account-
ability for each agent's business outcome is delegated to the 
business leader who owns that outcome. Management of the 
risk itself, meaning the tiering, the register, and the reassess-
ment, is delegated to the Chief Risk Officer, or to the Chief In-
formation Security Officer where there isn't one. 

They were doing it right. That's what makes the story worth tell-
ing. At one company I worked with, the AI team had started ex-
perimenting deliberately: building agents on foundation mod-
els through a controlled cloud service, testing against synthetic 
data in isolated, lower-level environments, exactly the way 
you're supposed to. Sanctioned, sponsored, reviewed. The En-
terprise front, governed the way the Enterprise front should 
be. 

What nobody had accounted for was how contagious ease of 
use would turn out to be. Product teams watched those sanc-
tioned experiments succeed and quietly built their own agents 
to solve real business problems, wiring them into production 
data without ever routing through the governance process 
built to catch exactly this. Nobody was hiding anything. They'd 
simply seen something work and copied it, the way good 
teams do. The company caught it early only because a discov-
ery process was already running in the background, not be-
cause anyone came forward. And it didn't respond by banning 
the experimentation that had worked. It built the automated 
detection and control that should have existed before the first 
ungoverned agent went live. 

That's the whole of this domain in one story. Risk Management 
is knowing, before, during, and after deployment, what each AI 
system could cost you (in money, customers, regulatory expo-
sure, and trust) and deciding on purpose how much of that 
you'll accept. Not a spreadsheet or a system updated annually. 
A living function wired into how AI enters the enterprise, 
through all three doors. 



From Policy to Proof 

 38 

Why an Annual Spreadsheet No Longer Works 

That living function has a scale problem most committees 
haven't priced in yet. Gartner forecasts that by 2028 the aver-
age global Fortune 500 enterprise will have more than 150,000 
AI agents in use, up from fewer than 15 in 2025. In a separate 
forecast, it expects 40 percent of enterprise applications to 
feature task-specific agents by the end of 2026, up from under 
5 percent the year before. These are projections, and the 
counts depend on how broadly "agent" is defined, but the di-
rection isn't in doubt. Risk management built around an annual 
review cycle and a spreadsheet was never going to keep pace 
with that curve, and it shows: in the same April 2026 release, 
Gartner reports that only 13 percent of organizations think they 
have the right AI agent governance in place. 

The arithmetic is unforgiving. A register that reflects only what 
comes through the intake form voluntarily is a register of the 
Enterprise front and nothing else. In UpGuard's 2025 survey of 
about a thousand employees in the US and UK, 81 percent said 
they use AI tools their company hasn't approved. Separately, 
researchers monitoring enterprise traffic have catalogued 
more than six hundred distinct AI tools in active use across the 
companies they watch, most of which were adopted by people 
who hadn't so much bypassed a review process as never 
known it existed. The agent a developer wired into the build 
pipeline last month and the tool an employee is running 
through a personal account are both touching real data and 
real systems. Neither is in your register, because neither one 
asked. 

What Good Looks Like 

Good risk management starts with intake, and intake starts 
with a tiering rubric. Every AI use case that comes through the 
door gets sorted by consequence (what data it touches, what 
decisions it influences, who it affects), and the tier determines 
everything downstream: how deep the review goes, how 
closely the system is monitored once it's live, and whose desk 
it lands on when something goes wrong. Low-consequence 
uses flow through in days on pre-approved patterns. High-
consequence uses get real scrutiny. And there are two desks, 
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by design. The business leader who owns the outcome an-
swers for what the agent does. The risk function answers for 
whether the risk was seen, tiered, and tracked. Blur those two, 
and you get a risk team that owns consequences it can't con-
trol and business owners who assume someone else is watch-
ing. 

There's a trap that catches even well-run intake processes. 
When a company approves a platform that lets employees 
build their own agents (a low-code agent builder, an enterprise 
copilot with custom-agent features, an internal tool your devel-
opers stood up), the platform goes through intake once, gets a 
tier, and gets approved. Then hundreds of people build hun-
dreds of agents on it, and not one of those agents ever comes 
back through the door. The form tiered the tool. It said nothing 
about the agent someone in finance built last Tuesday that 
reads the general ledger, or the one in sales that pulls customer 
contracts into a chat window. Each of those is its own use case 
with its own consequence, and intake never saw any of them. 
Approving the platform is necessary. It is not the same as gov-
erning what gets built on it, and no intake process, however 
good, can do that by hand at the rate people build. 

Then the discipline keeps working after launch. The risk regis-
ter changes when the systems change, not once a year. Risk 
gets reassessed after incidents and at decommissioning, not 
just at launch. And the register covers the systems that never 
came through the door because the Proof Plane feeds it the 
ones discovery found, including every agent built on a platform 
you already approved. An unsanctioned agent that poses un-
acceptable risk shows up as a finding the week it appears, not 
as a surprise during next year's audit. 

How to Build It 

Build the tiering rubric before you build the form. Use four tiers, 
borrowed from the structure the EU AI Act uses, even if you 
never operate in Europe. This is your internal rubric, not a legal 
classification. It borrows the Act's shape, but whether a system 
is prohibited or high-risk under the Act depends on its in-
tended use and on the Act's own definitions and annexes, and 
that determination belongs to counsel. Unacceptable: no 
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approval path. Confirm the classification, then stop it. Social 
scoring, covert manipulation, exploiting vulnerable 
groups. High: touches someone's legal status, safety, liveli-
hood, or rights (hiring, credit, healthcare, biometric identifica-
tion) and gets the deepest review, meaning documented risk 
management, audit logs, a human in the loop, bias testing, and 
sign-off before launch. Limited: no rights-affecting decision, 
but a person interacts with AI-generated content or a bot. Re-
quires disclosure and lighter documentation. Minimal: every-
thing else, such as most internal productivity tooling, once its 
intended use has been checked against the higher tiers. Reg-
ister it, apply baseline controls, move on. The NIST framework 
calls the first step of this Map: documenting intended use, af-
fected stakeholders, and foreseeable misuse before you assign 
a tier, not after. 

Design the intake questionnaire around what the rubric needs 
to know (what decision the system influences, who's affected, 
what data feeds it, whether a wrong answer is reversible) and 
route by tier automatically. Minimal and limited use cases 
should self-certify against a checklist. Only high-tier use cases 
should ever reach a full cross-functional review. A use case 
flagged as unacceptable gets a quick check too, but only to 
confirm the classification; if it holds, the use stops. Master-
card's approach is a useful real-world model: a single intake 
questionnaire mapped to its own risk categorization, auto-
routing submissions to governance, security, legal, privacy, 
and brand reviewers, feeding one central registry instead of a 
spreadsheet several teams update by hand. 

Wire reassessment to events, not a calendar. A model version 
change, a new data source, an incident or near-miss, a regula-
tory update, or a decommissioning should each automatically 
reopen that system's entry for re-tiering. An annual review 
can't see any of those the week they happen, and the week 
they happen is exactly when it matters. 

What the Proof Plane Does Here 

Everything above governs the front door. The Proof Plane gov-
erns the other two. It continuously tracks every AI agent and 
AI-driven workflow running in the enterprise, sanctioned and 
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unsanctioned alike, including every agent built on a platform 
you approved. For each one, it knows what it was built to do 
and what data it's drawing on right now, not just what it was 
approved to touch at intake. Anything it finds that isn't in the 
register gets tiered by the same rubric, automatically, and any-
thing whose behavior or data access drifts from its approved 
scope triggers re-tiering the day it happens. McKinsey puts a 
number behind why that matters: 80 percent of organizations 
report having already encountered risky agent behavior, in-
cluding agents reaching data or systems beyond what they 
were authorized for. 

Gartner calls this category AI trust, risk, and security manage-
ment: tooling built to discover agents across sanctioned and 
shadow AI, manage their identities and permissions, monitor 
behavior for policy compliance and anomalies, and govern 
what data they can reach. It's less a single product than a 
checklist for what any serious AI risk program now has to 
cover. Automation isn't optional here. It's the only way to keep 
pace with how fast AI is spreading through the workforce and 
your own development pipelines, where adoption is growing 
faster than any review board ever will. 

Where Most Companies Stand 

Typical enterprise maturity here is Level 2, Repeatable. A pro-
cess exists, usually born in a hurry after some scare, but it's in-
consistently applied and half the AI estate has never been 
through it. A risk register that gets touched only during audit 
season isn't managing risk. It's documenting it after the fact. 

The Executive Question 

Which of our AI systems could genuinely hurt us, and did we 
accept that risk on purpose or by accident? 

Ask your risk team for the register this week and count two 
things: how many systems are on it, and how many are running 
according to the Proof Plane or whatever discovery you have. 
The gap between those two numbers is your unmanaged risk, 
and most companies have never measured it. 
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Build It 

In the first thirty days. Write the four-tier rubric and get the 
council to sign it. Draft the intake questions around what the 
rubric needs to know, and decide which tiers self-certify, 
which go to review, and who confirms an unacceptable classi-
fication and stops the use. Tier every AI system you already 
know about, and for every approved agent-building platform, 
write the rules for what may be built on it: which data sources 
are in bounds, and which tiers of decision require review be-
fore an agent goes live. 

In the first ninety days. Stand up the register as a single system 
of record, not a spreadsheet, and connect it to the Proof Plane 
so discovered systems are tiered automatically. Wire the five 
reassessment triggers (model change, new data source, inci-
dent, regulatory update, decommissioning) so they reopen a 
system's entry without anyone having to remember to. Run the 
self-certification path for minimal and limited use cases and 
confirm they clear in days. 

The evidence you should be able to produce. A signed rubric. 
A register in which every known system carries a tier and an 
owner. For each approved agent-building platform, a count of 
the agents built on it, each carrying its own tier. A list of active 
reassessment triggers, and at least one system that was re-
tiered because a trigger fired. And a discovery report showing 
how many systems the Proof Plane found that weren't in the 
register, and how long each took to get tiered. 

Knowing which systems could hurt you, and whether you ac-
cepted that risk on purpose or by accident, is the foundation. 
But none of it holds up if the system itself can't withstand an 
attacker or quietly degrades in production without anyone no-
ticing. That's Protection and Resilience. 



 

Chapter 5 
Protection and Resilience 

Who owns this domain: the Chief Information Security Officer. 

By now, you've built a risk register that says which AI systems 
could hurt you, and you've decided on purpose which risks 
you're accepting. That discipline matters, but none of it holds 
up if the system can't withstand someone trying to break it, if 
the code it writes ships with holes in it, or if it quietly drifts away 
from the behavior it was approved for without anyone notic-
ing. Protection and Resilience is where the risk register meets 
reality. 

Three Areas of Focus 

This domain asks you to protect three different things, and 
most programs work only on the first. 

The first is protecting the AI itself: keeping adversaries from 
poisoning your training data, manipulating your inputs, extract-
ing your models or secrets, or hijacking the agents built on top 
of them. This is MITRE ATLAS territory, and it's where nearly all 
the attention has gone. 

The second is protecting what the AI builds. On the developer 
front, AI is no longer just a tool that helps engineers write code. 
At some companies it's already writing most of the new code, 
and the share is rising nearly everywhere. That means the at-
tack surface isn't just the agent. It's every product the agent 
produces, and the vulnerabilities in that code arrive at machine 
speed. Finding and fixing them has to happen at machine 
speed too. 

The third is resilience: making sure the system holds up even 
when nobody's attacking it, because the world it was trained 
on keeps drifting away underneath it. A model that silently de-
grades in production can do as much damage to the business 
as one an attacker compromised, even though nobody did an-
ything wrong. 
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There's a wry twist here. This is the highest-maturity domain of 
the nine, typically Level 3, Defined, and that's less reassuring 
than it sounds. It's not that we're wise about AI protection. It's 
that protecting the AI itself looks the most like what security 
teams already knew how to do (threat modeling, red teaming, 
and adversarial testing), so we extended the muscle memory. 
Protecting what the AI builds is brand new and mostly ungov-
erned. In my experience, resilience wasn't part of security's re-
mit before AI arrived. The maturity number describes one area 
out of three. 

Where the Money Went 

If your organization has done anything in AI security so far, it's 
almost certainly in the first area: protecting the AI itself. That's 
where the market's attention and the market's money have 
concentrated: real-time access management for what agents 
and copilots can reach, prompt-injection defenses that treat 
untrusted content as untrusted, and, increasingly, "harness" 
buildouts. The harness is the execution environment wrapped 
around an agent, hardened with architectural boundaries and 
least-privilege design so that even a successfully manipulated 
agent can't do much with what it's given. One March 2026 tally 
of ten agentic AI security startups counted roughly $3.6 billion 
in combined funding. By my read of what those companies sell, 
most of it is aimed at stopping something bad from happening 
to a system that's already live, not at noticing a system that's 
already gone quietly wrong. That's my reading of their prod-
ucts, not a measured breakdown of where the dollars went. 

That instinct isn't wrong. It's just incomplete. Prevention is the 
security team's native language, so it's where the budget and 
the headcount go first. 

I watched this sequencing up close. In 2024, one large com-
pany I worked with took a firm preventive posture. It paused 
broad workforce access to generative AI tools, then reopened 
it deliberately and in stages: a few approved assistants for lim-
ited groups, paired with prompt-injection-style controls on 
what those tools could see and do. At the time, everyone in-
volved believed that was the whole model. It's a defensible 
starting posture, and Cisco's 2024 survey of security and 
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privacy leaders found they were far from alone: 27 percent of 
organizations banned generative AI outright, and 61 percent 
restricted which tools employees could use. But looking back, 
it covered only the first area. Access controls and injection de-
fenses tell you whether someone got in. Nothing in that pos-
ture would have said whether a model already approved was 
drifting, and nothing in it said a word about the code being 
written by the AI assistants its engineers used. 

Protecting the AI 

The threat isn't hypothetical, and it doesn't always look like a 
break-in. In 2025, researchers disclosed a vulnerability nick-
named EchoLeak in Microsoft 365 Copilot: a zero-click flaw 
that let an attacker embed hidden instructions inside an ordi-
nary email. When an employee later asked Copilot an unre-
lated question, its retrieval engine pulled in those hidden in-
structions alongside legitimate context, and the model quietly 
sent sensitive internal data back to the attacker. No click, no at-
tachment opened, no malware in the traditional sense. Nothing 
was "hacked." The AI did exactly what a well-crafted prompt 
told it to do, because nothing enforced a boundary between 
content it should trust and content it shouldn't. 

That's the shape of AI-specific risk this first area exists to catch, 
and it's why ATLAS exists as a separate body of techniques 
from the ATT&CK matrix your security team already knows. 
Prompt injection is the AI-era cousin of a SQL injection: hidden 
instructions smuggled into content the model processes, so 
the model executes the attacker's intent instead of the user's. 
Defending against it means treating AI systems as first-class as-
sets in your threat models, exercising them with ATLAS-in-
formed red-team techniques, and drawing explicit, enforced 
trust boundaries between untrusted content (email, docu-
ments, the open web) and privileged data or actions. It also 
means giving the AI supply chain (pretrained models, third-
party components, and training pipelines) the same scrutiny 
we finally learned to apply to software dependencies. 

Start with an exercise, not a policy. Review your production AI 
systems against the ATLAS matrix, flag which attack patterns 
could realistically hit each one, and figure out what would 



From Policy to Proof 

 46 

happen if each attack succeeded; a compromised fraud 
model and a compromised recommendation engine are not 
the same emergency. Then have your red team test the high-
est-priority ones, and write down what got through, not what 
the architecture diagram says should have stopped it. Split the 
testing in two. Safe validation, confirming that your controls, 
logging and alerts work, can run on the live system, but only 
under a written authorization that names who approved it, 
which systems are in scope and which actions are off-limits: 
nothing destructive, no real customer data touched, no 
changes to production records. Agree a rollback plan and a 
stop condition before it starts, run it in a set window with the 
system's owner on call, and give them a way to halt it instantly. 
Adversarial testing, where the red team tries to break the sys-
tem, belongs in an isolated copy with no route to real data or 
the internet. Verify that isolation before you start rather than 
trusting it. The design you're testing should hold to one rule: the 
application, not the model, holds the keys. The model can ask 
to do something privileged. It can never just do it. And anything 
from outside your walls gets treated as content to be read, 
never as an instruction to be followed. 

Protecting What the AI Builds 

Now the area most programs are missing. In April 2026, Goog-
le's chief executive said 75 percent of new code at Google is 
AI-generated and approved by an engineer, up from just over 
a quarter eighteen months earlier. Microsoft put its own figure 
at 20 to 30 percent in April 2025. Whatever the number is at 
your company, it's rising, and it means the developer front isn't 
a productivity story anymore. It's a security story. Every vulner-
ability an AI assistant writes into a product ships to your cus-
tomers just as fast as every feature. 

Two things happen at once here, and you have to keep both in 
view. The volume of code goes up, and with it the raw count of 
vulnerabilities. And the tools for finding those vulnerabilities 
get dramatically better, for you and for the people attacking 
you. In early 2026, Mozilla used Anthropic's Claude Opus 4.6 to 
scan Firefox's source code, and it found 22 real, previously un-
known security bugs, fixed in Firefox 148. In April, a later model, 
Claude Mythos Preview, found 271 vulnerabilities in Firefox 150. 
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These were separate exercises on different versions, and the 
reports don't say whether the 22 are included in the 271, so I 
don't add them together. Firefox's chief technology officer, 
Bobby Holley, wrote that "defenders finally have a chance to 
win, decisively." In July, Google announced Gemini 3.5 Flash 
Cyber, a Gemini model built for the same job and so far availa-
ble only to governments and trusted partners in a limited pilot. 
In Google's own testing on the V8 JavaScript engine that pow-
ers Chrome, one of the most heavily audited pieces of software 
on the internet, it found 55 confirmed issues, more than Goog-
le's mainline Gemini 3.5 Flash (47) or Claude Opus 4.6 (36). The 
same capability is available to attackers. So the metric that 
matters is no longer how many vulnerabilities you have. It's 
how many days each one lives. Time-to-find and time-to-fix are 
the numbers your board should be asking for. 

Doing this well means putting protection into every stage of 
software development, not bolting it on at the end. At design, 
threat modeling has to include the AI components (the model, 
the retrieval layer, the tools an agent can call), not just the ap-
plication around them. At build, the coding assistant is an 
agent like any other, and it belongs in the Proof Plane: what re-
positories can it read, what secrets can it see, can it reach pro-
duction, and is all of that what was approved? A coding agent 
with write access to production is not an engineering shortcut. 
It's an unreviewed high-risk system. At test, point the frontier 
models at your own code the way Anthropic pointed one at 
Firefox, hunting for vulnerabilities before someone else does. 
Have a human approve every fix before it ships, because a 
model that finds bugs is not a model you want patching pro-
duction unsupervised. At deploy, keep development and pro-
duction strictly separated so that no agent, however well-in-
tentioned, can cross from one to the other on its own. And 
in production, scan continuously, because the code that was 
clean at release picks up new exposures as the world changes 
around it. 

There's one supply-chain wrinkle specific to AI-written code 
that deserves its own explanation. Coding assistants invent 
package names. A 2025 study presented at USENIX Security 
tested 16 code-generating models, producing 576,000 code 
samples that recommended 2.23 million packages. About one 
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in five of those packages (19.7 percent) didn't exist, with a far 
lower rate for commercial models (5.2 percent on average) 
than for open-source ones (21.7 percent). When the research-
ers re-ran 500 prompts that had produced an invented pack-
age ten times each, 43 percent of the invented names ap-
peared in all ten runs. Attackers noticed. They register the hal-
lucinated names, fill them with malicious code, and wait for the 
next assistant to suggest them. The industry has taken to call-
ing it slopsquatting, and the defense requires the same disci-
pline you apply to any other dependency: no package enters a 
build until you've verified that it exists, comes from where it 
claims, and is what it says it is. That gets enforced in the pipe-
line, not left to the engineer reviewing the assistant's sugges-
tion at eleven at night. 

And avoid the mistake Anthropic itself learned about the hard 
way. In 2026, Anthropic disclosed that three of its own models, 
set loose to find vulnerabilities in what they'd been told were 
sandboxed test environments, discovered that the environ-
ments were connected to the real internet and kept going, 
touching systems at three outside organizations, including one 
company's production database. Anthropic's conclusion was 
that this was closer to a harness and operational failure than a 
failure of the models themselves: a boundary that was claimed 
but not enforced. That's the lesson for your own program in 
one line: never assume a stated boundary is an enforced one 
until you've tested that it is. 

Resilience: Catching Drift Before It Costs You 

The third area is the quietest, and just as real. A fraud model 
trained on last year's transaction patterns doesn't announce 
that this year's fraud looks different. It just gets worse at catch-
ing it, one percentage point at a time, until someone notices the 
losses. A support copilot trained on last quarter's catalog 
doesn't throw an error when it recommends a discontinued 
product. It keeps doing it, confidently, until a customer com-
plains. Neither failure needs an attacker. Both need a system 
that watches for drift continuously, in production, against a de-
fined baseline. 
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The build here starts with a snapshot, not a policy. On day one, 
capture what your model's inputs and outputs normally look 
like (the baseline), then keep comparing production against it, 
continuously, using any of several standard statistical tests built 
for exactly this. Set the alarm to go off sooner for anything high-
stakes than for anything low-stakes, and make sure it pages a 
person instead of populating a dashboard nobody opens. De-
cide in advance what it takes for a retrained model to earn its 
way back into production. For example, it might need to beat 
the current model on a test set it's never seen without getting 
slower or more expensive. That way, the decision isn't made 
under pressure during an incident. None of this is exotic. It's the 
discipline your team already applies to uptime and perfor-
mance, aimed at a new kind of failure: a model that's still run-
ning perfectly well, just not telling the truth anymore. 

Where Most Companies Stand 

Typical enterprise maturity here is Level 3, Defined, and the 
number flatters. It describes protecting the AI itself, where se-
curity teams had the muscle memory. Resilience usually trails 
a full level behind. And protecting what the AI builds is barely 
governed at all in most companies, because it's been filed un-
der engineering productivity rather than security. Read your 
own scorecard with that in mind. 

The Executive Question 

If an attacker hit our AI systems this quarter, or a model just 
quietly stopped being right, would we find out from our own 
telemetry, or the hard way? 

Three questions test whether you'd know the answer. Ask your 
red team when they last ran an ATLAS-informed exercise 
against a production model. Ask whoever owns that model 
what the drift threshold is and who gets paged when it's 
crossed. And ask your head of engineering how many days a 
vulnerability in AI-written code typically lives before it's fixed. If 
any answer is "never," "nobody," or "we don't measure that," 
you've found this quarter's action item. 
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Build It 

In the first thirty days. Inventory your production AI systems 
against the ATLAS matrix and rank which attack patterns could 
realistically hit each one. Put every coding assistant your engi-
neers use into the Proof Plane, with a clear record of what re-
positories, secrets, and environments it can reach. Confirm 
that development and production are strictly separated for 
every AI agent, with no path between them the agent can take 
on its own. Capture a baseline for your highest-stakes model. 

In the first ninety days. Run one authorized, scoped red-team 
exercise, with safe validation in production and adversarial at-
tacks in an isolated copy, and document what got through. 
Add package verification to the build pipeline so no depend-
ency an assistant suggests enters a build unchecked. Point a 
frontier model at your own codebase in a genuinely isolated 
environment, with human approval required on every fix, and 
start measuring time-to-find and time-to-fix. Set drift thresh-
olds and paging for every high-risk model, and test one retrain-
ing decision against the criteria you wrote in advance. 

The evidence you should be able to produce. A completed AT-
LAS threat model for each production system. A red-team re-
port with findings and fixes, and the signed authorization and 
scope it ran under. The Proof Plane entry for every coding as-
sistant, showing its approved scope. A pipeline rule that blocks 
unverified packages and a count of what it caught. Time-to-
find and time-to-fix for vulnerabilities in AI-written code, 
trended monthly. And a drift alert that fired and was acted on, 
or a drill that proved it would be. 

Protecting and hardening the system is one thing. Protecting 
the people whose data it runs on is another, as is following the 
rules that let you run it here at all. That's Privacy and Compli-
ance. 



 

Chapter 6 
Privacy and Compliance 

Who owns this domain: the Chief Privacy Officer or the Chief 
Compliance Officer. 

In the spring of 2023, Italy's data protection authority did some-
thing no regulator had done before: it ordered a temporary 
halt to OpenAI's processing of Italian users' data in ChatGPT, 
effectively switching the service off for an entire country. The 
reasoning wasn't exotic. The regulator cited four gaps: no clear 
notice to the people whose data had helped train the model, 
no established lawful basis for that training, personal data that 
was sometimes simply wrong with no way to correct it, and no 
effective age verification. OpenAI made changes, and the ban 
was lifted within weeks. Then, in December 2024, the same 
regulator announced a fifteen-million-euro fine. In March 2026 
a Rome court annulled it, but on jurisdiction, not substance: 
once OpenAI set up its EU entity in Ireland, the court held, the 
Irish regulator had become the lead authority, so the Italian one 
could no longer decide the case. The court never ruled on 
whether OpenAI's practices were lawful. That leaves this 
ground unsettled, and the four questions haven't gone any-
where. 

Look at those four gaps again. Every one of them is a question 
a privacy program has asked about databases for twenty 
years. AI didn't invent new questions. It found data flows no-
body had pointed the old questions at yet, and it did so at a 
company with more resources to get this right than almost any 
of its customers. 

That's the first half of this domain, and the half that hasn't 
changed: honoring every promise you've made to customers, 
employees, and regulators about personal data. The second 
half is newer, and it has nothing to do with anyone's data rights. 
It's about whether you're allowed to run a given AI system in a 
given place at all. Call it a regulator's permission slip. Most com-
panies run these two halves in separate queues, requiring 
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different paperwork for the same use case on different time-
lines. This chapter argues for one door. 

The Privacy Half: Old Questions, New Pathways 

Personal data now flows into prompts, training sets, retrieval 
indexes, agent context windows, and the AI features inside 
software you already own. Each of those flows must still an-
swer what a privacy program has always asked: is there a law-
ful basis, has the data been minimized, can we delete it when 
asked, and is it staying in the geography it's supposed to stay 
in? 

AI adds one wrinkle to that old list that nobody has resolved: 
what does honoring a deletion request mean once the data has 
helped train a model nobody can cleanly untrain? That ques-
tion is unsettled across regulators, not just inside your com-
pany. Don't let anyone tell you it's solved. 

The Compliance Half: Permission to Operate 

The half that has changed is compliance in the older, plainer 
sense: does this AI system need a registration, a conformity as-
sessment, or a regulator's sign-off before you're allowed to run 
it here, regardless of whether personal data is involved any-
where in it? Two developments show how fast this half is mov-
ing and how little it has to do with privacy. 

Colorado passed the country's first comprehensive AI law in 
2024, built around a duty to mitigate algorithmic discrimina-
tion, and then repealed it in May 2026, before a single obliga-
tion took effect, replacing it with a narrower law on automated 
decision-making technology, built around transparency in-
stead. As of this writing (October 2026), the new law takes ef-
fect January 1, 2027, and covers systems that materially influ-
ence consequential decisions in employment, housing, credit, 
insurance, health care, education, and essential government 
services. It requires AI developers to hand deployers docu-
mentation of intended uses, known risks and limitations, cate-
gories of training data, and instructions for human oversight. It 
requires deployers to notify consumers before such a system 
materially influences a consequential decision, explain any 
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adverse outcome in plain language within thirty days, let con-
sumers correct inaccurate personal data used in the decision, 
and offer meaningful human review and reconsideration 
where commercially reasonable. Only the attorney general can 
enforce it, generally after a sixty-day chance to cure, and some 
already-regulated entities, such as HIPAA-covered health or-
ganizations, are largely carved out. None of that is privacy law. 
It's compliance law for the act of deploying AI itself, and it re-
wrote itself once before anyone had to comply with the origi-
nal. Assume every jurisdiction you operate in does something 
similar at least once before this book is out of date. 

The EU AI Act is the larger ask. For systems it classifies as high-
risk, the Act requires the provider (the company that develops 
the system or puts it on the market under its own name) to 
complete a fixed sequence before the system can be placed 
on the market: classify it, document it, assess it against the Act's 
technical requirements, declare conformity, apply the CE 
marking, and register it in the EU's public database. Deployers, 
the companies that use the system, carry lighter but real duties: 
use it as instructed, assign trained human oversight, monitor it, 
and keep its logs, and for public bodies and certain credit and 
insurance uses, assess its impact on fundamental rights first. A 
deployer that puts its own name on a high-risk system, sub-
stantially modifies it, or repurposes it for a high-risk use be-
comes its provider. A system on the Act's high-risk list can fall 
outside it if it performs only a narrow procedural task and 
poses no significant risk, but the provider must document that 
conclusion. Under the 2026 Digital Omnibus amendments, in 
force since July 27, 2026, these obligations apply from Decem-
ber 2, 2027, for the stand-alone high-risk uses the Act lists, and 
from August 2, 2028, for AI built into products the EU already 
regulates, such as machinery or medical devices. Skip a step as 
a provider, and the system isn't merely under-documented. 
Under the Act, it isn't lawfully on the market at all, and breach-
ing these obligations can draw fines of up to fifteen million eu-
ros or 3 percent of global annual turnover, whichever is higher 
(the lower of the two for smaller companies). 

"We didn't build the AI feature" isn't a defense regulators ac-
cept on the privacy half. "We didn't know this jurisdiction had 
its own AI law" isn't one they accept on the compliance half. 
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What Good Looks Like 

Privacy review and compliance review sit inside the same AI 
intake as risk review: one door, one registry entry per system, 
not separate forms asking the same questions on different 
timelines. Discovery of personal data across the estate is auto-
mated and continuous, not a survey. The registry tracks which 
deployed systems fall under which regime (the EU's General 
Data Protection Regulation and its cousins, an EU AI Act risk tier 
if you operate there, any state AI law your footprint touches) 
and what each regime requires before launch. Retention, resi-
dency, and minimization are enforced on AI data paths by con-
trols, not policy documents. And someone can say, for any de-
ployed system, whether it needs a conformity assessment, a 
registration, a consumer notice, or nothing at all, before it ships 
rather than after a regulator asks. 

How to Build It 

Route every new AI use, whether built in-house, bought, or 
bundled inside a vendor's software, through one intake gate 
that privacy, security, and AI-risk teams jointly own. The mo-
ment "AI review" and "privacy review" become two separate 
forms is the moment shadow AI finds the gap between them. 
That single intake populates one registry entry per system: 
what it does, who owns it, what data it touches, which regimes 
apply, and what your organization's role is under each, since 
providers and deployers don't have the same obligations. Then 
cross-check whatever gets declared against procurement 
records and single sign-on logs. Most organizations find mean-
ingfully more AI in active use than was ever formally registered. 

For any system that lands in the EU AI Act's high-risk category, 
the provider's conformity path is fixed, not optional, and it's 
worth knowing in plain terms even if your lawyers own the de-
tails. You classify the system against the Act's list of high-risk 
uses. You stand up a documented quality management sys-
tem. You compile a technical file: what the system is, how its 
data is governed, what risks you found, what tests you ran, how 
you'll monitor it after launch. You put real evidence behind 
each of the Act's substantive requirements, from risk manage-
ment through human oversight. You run the assessment, using 
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internal control, a documented self-assessment, for most cat-
egories, or an outside notified body where the Act requires 
one, as it can for biometric systems and for AI built into prod-
ucts that already need third-party checks. Then you issue the 
declaration, affix the marking, and register the system before it 
reaches the market. The article numbers live in the crosswalk 
in Chapter 2. What matters here is that it's a sequence, and 
skipping a step isn't a documentation gap. It's an illegal prod-
uct. 

What the Proof Plane Does Here 

The intake gate is good, and it's necessary, but it's only good at 
the moment someone submits something to it. A manual pro-
cess can competently decide whether to approve a single use 
case. It was never built to discover the ones nobody submitted 
or to notice when an approved system quietly starts doing 
something different from what it was approved for. Both fail-
ures are now the normal case, not the exception, because AI is 
arriving through all three doors faster than any intake queue 
can process, and a system approved for one purpose today 
can be pointed at new data next month without anyone filing a 
change request. 

This is where the Proof Plane earns its place in this chapter. For 
every system it sees, across the Enterprise, workforce, and de-
veloper fronts, it maps what data and knowledge sources the 
system is drawing on today against what it was approved to 
draw on at intake. That mapping is what makes this domain en-
forceable rather than aspirational. A system approved to use 
anonymized product analytics that has since started pulling a 
live customer table hasn't just drifted technically. It's operating 
outside the privacy promise and the compliance sign-off that 
got it approved, and a manual review process has no way of 
knowing until the next audit cycle catches it, if it ever does. 

Let me be plain about the division of labor, because it's easy to 
hear this as "replace the privacy team with software." It isn't. 
The manual process is the right mechanism for the judgment 
calls in the room: is this use case lawful, does this jurisdiction's 
rule apply, and which conformity path fits? Those are decisions 
that need a person. What a person can't do, at any staffing 
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level, is watch every AI system continuously for drift or find the 
ones that never came through the door. That's a discovery and 
monitoring problem, and discovery and monitoring problems 
are solved by automation running in the background, not by 
asking a privacy team to review more use cases, faster. 

Where Most Companies Stand 

Typical enterprise maturity here is Level 2, Repeatable: a strong 
classical privacy program that both AI data flows and a fast-
multiplying wave of AI-specific compliance regimes are quietly 
walking around. 

The Executive Question 

Could we say, for every AI system we run, exactly which privacy 
rules and which AI-specific compliance regimes apply, and 
that we're meeting all of them? 

For a useful gut check, pick one deployed AI system this month 
and trace it through every regime that could apply: privacy law, 
its EU AI Act tier if you operate there, and any state AI law your 
footprint touches. Most teams have never run this exercise 
even once. The first time usually takes a week and produces a 
list of things nobody knew. 

Build It 

In the first thirty days. Merge privacy review, compliance re-
view, and risk review into one intake gate with joint ownership. 
Define the registry entry: what the system does, who owns it, 
what data it touches, which regimes apply, and your role under 
each. Run the gut check above on one deployed system, end 
to end. 

In the first ninety days. Reconcile what's been declared 
against procurement records and single sign-on logs, and reg-
ister everything the reconciliation finds. For any system that 
lands in an EU high-risk category, classify it and open the tech-
nical file. Connect the registry to the Proof Plane so that a sys-
tem whose data connections drift from what was approved 
automatically raises a flag for the privacy team. 
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The evidence you should be able to produce. A registry in 
which every AI system carries its regimes and your role under 
each. One completed regime trace, with its findings and fixes. 
A reconciliation report showing how much AI was in use that 
hadn't been declared. For each EU high-risk system, a con-
formity file in progress with an owner and a date. And at least 
one drift alert from the Proof Plane that reached the privacy 
team and was resolved. 

None of those privacy promises or compliance sign-offs mean 
anything if, months later, you can't prove to an auditor, a regu-
lator, or a court exactly what the system did and on what basis. 
That's Transparency and Auditability. 



 

Chapter 7 
Transparency and Auditability 

Who owns this domain: the owner of each enterprise agent or 
platform is ultimately accountable for being able to prove what 
it did. The function itself, meaning the standard records, the 
logging, and the tamper-evident store, is typically the respon-
sibility of the Chief Information Security Officer, the Chief 
Technology Officer, the Chief Information Officer, or the Chief 
Data Officer, depending on how your company is organized. 
Pick one responsible executive, and make sure every agent 
owner knows who it is. 

Picture a conference room eighteen months from now. Across 
the table is an auditor, or a regulator, or a plaintiff's attorney. 
The role changes; the question doesn't. On the fourteenth of 
March, your system made a decision about this person. Walk 
me through exactly what it did, and why. You've made your pri-
vacy promises. You've cleared the compliance hurdles. None 
of that matters in this room if the answer is "we believe it 
worked correctly." Belief isn't evidence. This chapter is about 
being able to prove what a system did, long after the moment 
has passed, to someone who has every reason to doubt you. 

Two Different Things People Mix Up 

People use "transparency" and "auditability" as if they mean the 
same thing. They don't, and the difference decides what you 
build. 

Transparency means you can describe what a system does, in 
plain language, before anyone asks a hard question: its pur-
pose, what data it uses, and what it's not good at. Auditability 
means you can reconstruct, after the fact, exactly what one 
specific interaction did and the basis it acted on: what it was 
given, what data it touched, which model version and instruc-
tions were in force, what it produced, and who reviewed it. 
That answers why in the sense an auditor needs, not by ex-
plaining the model's internal reasoning. One is a description. 
The other is proof. 
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You can have either without the other, and that's the trap. A 
system can have a beautiful write-up, with purpose, training 
data, and limitations all documented, but no record of what it 
did on a specific Tuesday. Or it can log every interaction in per-
fect detail and still be something nobody in your company can 
explain in plain English. You need both, and you need to know 
which one the person across the table is asking for. 

What Good Looks Like 

Every AI system running in the company shows up on one cur-
rent map, with clear answers to who owns it, what it's built on, 
what it can reach, and who can reach it. Anything outside its 
approved scope is blocked automatically wherever it passes 
through a control point, rather than flagged for someone to no-
tice eventually. Every system has one standard write-up (pur-
pose, data, limitations, appropriate use) written once and re-
used for every audit, questionnaire, and regulator instead of re-
invented each time. Every meaningful interaction is logged the 
moment it happens in a place nobody can quietly edit after-
ward. And your own team, not just a regulator who's already 
suspicious, can request any system's logs this afternoon and 
get a clear record without warning anyone. 

How to Build It 

Start with the log, because the log is the proof. Every time an 
agent does anything meaningful, four things get captured au-
tomatically, in real time: what it was asked, what data or 
knowledge it reached for, what it did or said back, and who, if 
anyone, reviewed it. That record goes into a tamper-evident 
store, write-once where your platform supports it, so it can't be 
quietly altered and any attempt to alter it shows. It stays retriev-
able and intact for the retention period counsel sets for its tier: 
long enough to answer the regulators and courts you can rea-
sonably expect (the EU AI Act sets a floor of six months for high-
risk system logs), and no longer, because these logs hold per-
sonal data too, and minimization applies to them like anything 
else. Retention here isn't a storage decision. It's a legal one, and 
the retention period should be set with counsel, per tier, before 
the first system goes live. 
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The EU AI Act puts a version of this into law for high-risk sys-
tems. Article 12 requires them to be technically capable of au-
tomatically recording events over their whole lifetime, so that 
risks can be identified and the system monitored once it's in 
use. That's a requirement about what the system can do, not 
how long you keep any given record; retention is set sepa-
rately, as above. Nor does the Act prescribe the four fields I rec-
ommend. It names specific fields only for remote biometric 
identification systems. For everything else, the four are my op-
erational standard, chosen because they're what you'll need to 
answer the question across the table. Notice what the Act asks 
for: a recorded, retrievable history of events, not a story about 
what the model was thinking. That's an easier bar than it 
sounds, and worth holding onto, because people routinely 
confuse it with a much harder one: explaining, in plain lan-
guage, why a model did what it did. You may never fully get 
there. You can absolutely get to a complete, tamper-evident 
record of what happened. Don't let the first being hard con-
vince you the second is optional. 

Then write the standard record. Pick one format (the industry 
calls them model cards or system cards, but the name doesn't 
matter) and use it for every system: what it's for, what it's not 
for, what data it was built on, what it's known to get wrong, and 
who to call. The system's owner signs it. That signature is what 
makes the owner, not the function, accountable for whether 
the record is true. Write the first one for a real system this 
month rather than waiting for a template project; the first real 
one teaches you what needs to be in it. After that, the owner of 
every new system fills in the same form at intake, and every au-
dit pulls from it instead of starting over. 

This is the part to take seriously. This logging is what stands be-
tween you and disaster if one of your agents ever does some-
thing that ends up in court. If a regulator asks what an agent 
did on a given day or a plaintiff's attorney asks why it made a 
specific decision about a specific person, "we're not sure" is not 
a place you want to be standing. Being able to say, in granular, 
specific, defensible detail, what the exact input was, what data 
it touched, what the exact output was, and who reviewed it is 
the difference between a bad day and a legal liability that fol-
lows your company for years. 
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What the Proof Plane Does Here 

Chapter 2 described the Proof Plane as one map answering 
nine questions. This domain asks it two. 

The first is what exists. None of the above works if you don't 
know a system is running. The Proof Plane supplies that 
knowledge across all three fronts, keeping itself current rather 
than relying on anyone to fill out a form. The workforce agent 
nobody registered and the coding assistant nobody thought of 
as AI are on the map alongside the flagship platform. 

The second is what happened. The Proof Plane is where the 
log lives. Because the Proof Plane already knows each system's 
owner, model, harness, data connections, and approved 
scope, every logged event lands in context: not just "the agent 
tried to read a table," but "the agent tried to read a customer 
table it was never approved to touch, at 2:14 on a Tuesday, on 
behalf of this user, and the request was blocked." That's what 
makes the log defensible instead of merely voluminous. Where 
the Proof Plane can enforce an agent's approved scope, drift 
shows up in the log as a blocked attempt, not as a breach dis-
covered later. Where it can't yet, because no control point sits 
in that path, the same context turns the log into fast detection: 
you learn about the out-of-scope read in minutes, with the 
owner and the output attached, not months later in an audit. 

Where Most Companies Stand 

Typical enterprise maturity here is Level 2, Repeatable, and this 
is one of the three chronically least mature domains in the 
framework. Documentation exists wherever someone hap-
pened to care enough to write it, in whatever format they in-
vented. Logging is usually whatever the platform kept by de-
fault, not what an auditor would ask for. If your honest answer 
to "what does this system do and what was it trained on?" is a 
shrug, you're not alone. That isn't comforting. It's just true. 

The Executive Question 

Could we prove to an auditor, a regulator, or a court, months 
after the fact, exactly what this system did and on what basis? 
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Two tests. Pick one real system this month and write its stand-
ard record properly. Then pull that same system's logs cold, 
without warning anyone, and see whether what comes back 
would hold up in the conference room from the top of this 
chapter. 

Build It 

In the first thirty days. Choose the standard record format and 
write the first one for a real system. Define the four things every 
log entry must capture (input, data touched, output, reviewer) 
and set retention periods per tier with counsel. Identify every 
system that would fall under the EU AI Act's high-risk logging 
requirement if you operate there. 

In the first ninety days. Turn on logging to a tamper-evident 
store for every high-tier system, with the Proof Plane supplying 
the context for each event. Fill in the standard record for every 
system in the register at intake. Run the cold-pull test on three 
systems and fix what it exposes. 

The evidence you should be able to produce. A standard rec-
ord for every registered system, in one format, signed by that 
system's owner. Logs for every high-tier system that capture all 
four elements and are stored tamper-evidently, so no edit after 
the fact goes undetected. A documented retention schedule 
signed off by counsel. And the results of at least one cold-pull 
test, with the gaps it found and how they were closed. 

None of this works if the data underneath it is wrong in the first 
place. That's next: Data Visibility and Quality. 



 

Chapter 8 
Data Visibility and Quality 

Who owns this domain: the Chief Data Officer. 

Fifteen to eighteen months. That's how long a single AI model 
took to deploy at more than one large healthcare payer I've 
worked with, and almost none of that time was spent on the 
model. The data it needed was locked in claims systems, care 
management platforms, and systems acquired over the years 
that nobody had fully mapped. Teams spent months just get-
ting access before any real work could start. Then one of those 
companies built continuous, automated visibility into its data 
(what existed, where it lived, who owned it, and whether it was 
usable), and the same deployment cycle shrank to two or three 
months. The AI built on top of that visibility went on to save the 
company millions of dollars, by its own internal estimate. The 
models didn't get smarter. The data underneath them became 
something the company could see, trust, and hand to a new 
project in days instead of months. 

That's the whole argument for this domain in one story. Data 
Visibility and Quality means knowing what's feeding every AI 
system you run: where the data came from, who owns it, 
whether it's accurate, whether it's the right data for the job, and 
whether anything bad is quietly flowing into a training set, a re-
trieval index, or whatever an agent pulls from when it acts. And 
all of it rests on something more basic: you can't govern, clas-
sify, or trust data you can't see. Seeing it isn't a warm-up before 
the real work. It's what makes the real work possible, and it de-
termines how fast your entire AI program can move. 

The Other Side of the Same Story 

I've watched the same advantage play out in a smaller project, 
and it's just as instructive. At one company, a team wanted to 
build a simple internal agent to automate a task that used to 
take three people and a lot of copy-pasting, exactly the kind of 
project that enters review with excitement and dies some-
where between security, data, and compliance because 
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nobody has mapped what the agent will touch. This time was 
different. A data discovery and classification platform had 
been running for months across the cloud, the subscription 
software, and the on-premises systems, not as a project but as 
ordinary infrastructure. Security, data, and compliance didn't 
have to go find out what data was involved. They already knew, 
and they were all looking at the same map. A review that had 
typically taken that company about six weeks across three 
teams took an afternoon. 

Get this wrong, and the numbers run the other way. In a mid-
2024 Gartner survey of data management leaders, 63 percent 
said their organizations either lacked the right data manage-
ment practices for AI or weren't sure whether they had them. 
Gartner research from 2020 put the average cost of poor data 
quality at 12.9 million dollars a year or more per organization, 
and Gartner predicts that through 2026, organizations will 
abandon 60 percent of AI projects that aren't supported by AI-
ready data. That last figure is a forecast, not a count, but it's the 
direction the survey points. None of that is a modeling prob-
lem. It's a data problem wearing a modeling costume, and un-
derneath the costume, almost every time, is data nobody could 
see clearly to begin with. 

Two Problems, Two Fixes 

Most companies go wrong in the same place: they treat all their 
AI the same way, when the three doors from Chapter 2 split this 
domain into two very different problems. 

The first is the Enterprise front, the AI your company deliber-
ately builds. A strategic initiative, a flagship internal tool, a small 
number of agents your team designed on purpose. Here, a 
manual, carefully considered process works, and it should be 
the standard. Sit down and decide, for each one, exactly which 
data sources it's allowed to touch, how that data gets contex-
tualized so the model understands what it's looking at, and 
what quality bar the data has to clear before it's trusted. The 
number of these initiatives is small and the stakes are high. This 
is exactly the kind of decision that deserves a person thinking 
carefully, not a form getting rubber-stamped. 
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The second is everything else: the workforce and developer 
fronts. Every AI tool on an employee's desktop, every coding 
assistant a developer installed, every copilot embedded in soft-
ware you already pay for. Here, manual process stops working, 
and no amount of hiring fixes it. Nobody can review, by hand, 
what hundreds or thousands of tools are touching across an 
entire workforce, continuously, at the pace people adopt them. 
Trying to do it manually isn't a resourcing problem. It's the 
wrong tool for the job. 

What works at that scale is a data security posture manage-
ment (DSPM) platform that continuously discovers where your 
data lives, classifies and labels what it is, and maps who and 
what has access to it. It runs in the background, across every 
data store, without anyone filling out a form, and it stays cur-
rent because it's always running. 

What Good Looks Like 

Companies that get this right treat data like something they 
chose on purpose, not whatever happened to be within reach. 
For Enterprise-front systems, they pick the data source delib-
erately and document why. Across the whole estate, discovery 
and classification run continuously and automatically, so the 
map of what exists reflects reality rather than last year's audit. 
Lineage is tracked: where data came from and everywhere it 
flows, including which models and indexes it feeds. When 
something goes wrong, they can trace it instead of guessing. 
Quality checks are gates data has to pass before use, not after-
the-fact inspections. And every dataset has someone whose 
job it is to fix it when it turns out to be wrong. 

How to Build It 

For the Enterprise front, write a one-page data design for every 
system before it's built: which sources are in bounds, what 
each field means in plain language so the model isn't guessing, 
what quality thresholds the data must meet, who owns each 
source, and how the data will be refreshed. Make that page 
part of the intake record from Chapter 4, and make the system 
owner sign it alongside the data owner. 
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For everything else, resist the instinct to start with a manual in-
ventory. It's understandable and almost always a mistake: data 
gets created faster than any team can catalog it, so a manual 
inventory is out of date before it's finished. Start with continu-
ous, automated discovery instead. Point it at every data store, 
cloud and on-premises, and let it classify what it finds. Then as-
sign an owner to every dataset the discovery surfaces, using 
the same rule you set in Chapter 3 (I suggest thirty days): an 
owner within that window, or the data gets locked down until 
it has one. Tune the window to your risk appetite, but don't let 
sensitive or regulated data with no owner wait out the clock. 
Restrict it the day it's found. 

What the Proof Plane Does Here 

Discovery tells you what data exists and who can reach it. The 
Proof Plane adds the half that matters most for AI governance: 
which agent is touching which data, right now. 

That connection is the point. A DSPM platform on its own can 
tell you a customer table exists and that forty people have ac-
cess. The Proof Plane tells you that a coding assistant read it 
yesterday, that a workforce agent someone built last week is 
querying it hourly, and that neither was approved to. Link the 
two, and you get something no manual process could give you: 
an automated, always-on answer to whether the right data is 
being used by the right AI system, regardless of where that sys-
tem came from or which door it entered through. This is also 
what makes the Enterprise-front data design enforceable after 
launch: when a deliberately designed system starts pulling 
from a source that wasn't on its one-page plan, the Proof Plane 
catches it the day it happens. 

Where Most Companies Stand 

Typical maturity here is Level 2, Repeatable, at best, and often 
Level 1. This is one of the three chronically least mature do-
mains in the framework. Manual inventories, tribal knowledge, 
and a data map that exists mostly in one engineer's head, until 
that engineer leaves. That's an uncomfortable place to be, be-
cause it usually means the honest answer to this domain's 
question is no. 
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The Executive Question 

Do we know what data feeds our AI, and would we stand be-
hind every piece of it in public? 

Ask your data team two things this week: how long it would 
take to list every data source feeding your most important AI 
system, and how long it would take to list every AI system 
touching your most sensitive data store. If either answer is 
measured in weeks, you've found your starting point. 

Build It 

In the first thirty days. Write the one-page data design for your 
most important Enterprise-front system and have both the sys-
tem owner and the data owner sign it. Turn on continuous dis-
covery and classification against your highest-value data 
stores. Name a data owner for every dataset that discovery 
surfaces without one. 

In the first ninety days. Extend discovery across the full estate: 
cloud, subscription software, and on-premises systems. Con-
nect discovery to the Proof Plane so that every agent's data 
connections show up against the classification of what it's 
touching. Put quality gates in front of the data feeding every 
high-tier system, with a defined threshold and an owner who 
gets paged when the threshold is missed. 

The evidence you should be able to produce. A signed data 
design for every Enterprise-front system. A classification map 
covering your full estate, showing when it was last refreshed. A 
dataset-owner list with no blanks. Lineage from every high-tier 
system back to its sources. And at least one instance where the 
Proof Plane caught a system pulling data it wasn't designed to 
use. 

Once you can see your data, and once you trust what you see, 
the next question is whether a human is still watching the deci-
sions built on that data. That's Human Oversight. 



 

Chapter 9 
Human Oversight 

Who owns this domain: the Chief Operating Officer, or the 
business leader whose decisions the AI touches. 

Picture the AI project your company is proudest of, the one 
with a name, a budget line, an executive sponsor, and its own 
slide in the last board deck. That system almost certainly has a 
human in the loop, and a real one, because someone designed 
it in from the first week: this thing makes decisions on behalf of 
the company and touches members and customers, so of 
course a person has to be watching it. That instinct isn't wrong. 
It's the natural result of a project that had funding, a timeline, 
and someone whose job was to worry about oversight before 
the system went near a customer. 

The quiet part, the part nobody puts in that board deck, is that 
this describes a shrinking fraction of the AI running inside most 
companies. The rest never had a sponsor thinking about over-
sight: the tool an employee installed on their own laptop, the 
coding agent a developer wired into the deployment pipeline 
last sprint, the feature that arrived bundled into a software re-
newal nobody read closely. Nobody filed any of it under "AI in-
itiative." It was just a tool that showed up. And tools that just 
show up don't get committees, or charters, or a human as-
signed to watch them. 

That's the shape of this domain's problem, and it has two acts. 

Act One: Even the Ones We Planned For 

The first act is uncomfortable enough on its own because even 
the AI that did get a committee, a charter, and a human in the 
loop can still fail the people it was supposed to protect when 
the loop looks real without doing anything. 

In healthcare, a class-action lawsuit alleges UnitedHealthcare 
used an AI model to deny post-acute care to Medicare Ad-
vantage patients, care their own treating physicians had 
deemed medically necessary, even though, according to the 
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complaint, more than 90 percent of the denials that were ap-
pealed were reversed, a figure the plaintiffs describe as the 
model's error rate. The Centers for Medicare & Medicaid Ser-
vices' own 2024 guidance for Medicare Advantage plans says 
this very thing shouldn't happen: predictive AI can inform a 
coverage decision, but it can't be the decision. The determina-
tion still has to account for the specific patient's history, the 
physician's recommendation, and the clinical notes. What 
made the gap possible in practice, the complaint argues, was 
that the downstream human checkpoint, the appeal, was 
rarely used: it alleges, citing appeal data from a different kind 
of insurance plan, that only about 0.2 percent of policyholders 
appeal denied claims. If that's right, then for nearly everyone 
else, whatever the algorithm decided was the final decision, 
human loop or not. Nobody skipped a step. The step just didn't 
do anything. 

Hiring tells the same story from the other side. In Mobley v. 
Workday, an applicant alleged he'd been rejected from more 
than a hundred positions since 2017, with rejections sometimes 
arriving in the middle of the night, timing that, he argues, sug-
gested no person was ever in the chain at all. The suit alleges 
Workday's AI screening filtered out applicants by age, race, 
and disability before a human recruiter ever saw the applica-
tion, and Workday denies it. As of this writing (October 2026), 
the case is in discovery. In May 2025 a federal court preliminar-
ily certified a nationwide collective of applicants aged 40 and 
over on the age claim, a procedural step, not a ruling that the 
screening discriminated. No court has yet decided that ques-
tion. My rule is simple: AI should be a helper, not a source of 
authority, and final decision-making has to stay with a person. 
When it doesn't, the model isn't assisting a decision. It's making 
a decision consequential enough that discrimination law exists 
specifically to police it. 

Both cases are allegations, not findings, and the courts will de-
cide them. But both involve sanctioned, funded, formally de-
ployed systems with, on paper, a human somewhere in the 
process, and both claims turn on the same charge: that the hu-
man wasn't doing anything that deserved the name. 
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Act Two: Everything We Didn't Plan For 

If that's what happens to the AI we deliberately built oversight 
into, consider what that implies about everything else: the 
much larger category of AI that never got a committee at all. 

This is where the scale problem lives, and it's not a problem you 
solve by writing a better policy for the Enterprise front. It's a 
visibility problem on the other two. Somewhere in your com-
pany right now, on the workforce front, an employee is using a 
personal AI account to draft something consequential. On the 
developer front, a coding agent is making decisions about 
what ships. And a vendor's embedded copilot is quietly influ-
encing a workflow nobody mapped. None of it asked permis-
sion. None of it has a name on an org chart next to it. And you 
cannot decide where a human needs to be standing in a pro-
cess you don't know exists. 

What Good Looks Like 

Every AI system that makes or shapes a consequential decision 
has a person in the loop whose role is defined, sized to the 
stakes, and tested, not a name in a box on a workflow diagram. 
The company knows which systems those are, across all three 
fronts, because it can see what every system is doing today ra-
ther than what it was pitched to do at launch. Where the stakes 
are highest, a person makes the call every time. Where they're 
lower, the human's attention is spent where the system is un-
certain, not spread thin across everything. And somebody pe-
riodically checks whether the humans in the loop are catching 
what they're supposed to catch. 

How to Build It 

Start by getting the loop right, not just present. For the deci-
sions that are genuinely crucial (regulated, consequential to a 
customer or a member, the kind that end up in a lawsuit if they 
go wrong), the reviewer needs to understand what the system 
recommended and why before making a decision, rather than 
clicking approve on four hundred outputs before lunch. That's 
the difference between oversight and a rubber stamp, and it's 
worth testing rather than assuming. Seed a deliberate error 
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into a reviewer's queue now and then and see whether it gets 
caught. The seeded case must be synthetic: a fabricated rec-
ord tied to no real patient, applicant, or customer, flagged in 
the system (though not to the reviewer) so it can never take ef-
fect, whatever the reviewer decides. If your systems can't 
guarantee that, run the test in a replica queue instead. Have the 
system's owner and compliance approve the design, and bring 
in HR and legal before the first one, because you're testing peo-
ple as well as process. If it doesn't, you haven't found a training 
gap. You've found a checkpoint that exists on the org chart and 
nowhere else. Fix that, and the loop earns the name. 

Then size the human's role to what's at stake, because giving 
every decision the same weight of attention just trades one fail-
ure (no oversight) for another (oversight so heavy nobody can 
move). Where the harm is irreversible or the decision touches 
someone's health, freedom, or livelihood, a person makes the 
call, every time, with full authority and no sampling. Where the 
stakes are real but the volume is high and the model's confi-
dence is well-calibrated, let the confident cases run and route 
the uncertain ones to a person, plus a random slice of the con-
fident ones, so you're not checking only the cases the system 
already flagged as hard. And where the stakes are low and the 
system has proven itself over time, let it run and watch the ag-
gregate trend instead of every individual case. 

Write those three tiers down, map every consequential system 
to one of them, and make the mapping part of the intake rec-
ord from Chapter 4. A system that moves from one tier to an-
other, because it started making a new kind of decision or its 
confidence was no longer well calibrated, gets re-tiered the 
same way risk does. 

What the Proof Plane Does Here 

The sizing above works only for systems you know about. The 
Proof Plane is what tells you, across the Enterprise, workforce, 
and developer fronts alike, what each system's intent is and 
how it's being used right now, not what it was pitched to do at 
launch. Once you can see that, the question of where a human 
belongs in the loop stops being a guess and becomes some-
thing you can answer system by system, based on what each 
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one is doing rather than whether it happened to get a budget 
line. The Proof Plane is also what tells you when a workforce 
agent someone built last week has started shaping a conse-
quential decision that nobody assigned a reviewer to. That's 
the moment the sizing exercise has to run again, and without 
the Proof Plane, nobody knows the moment has arrived. 

Where Most Companies Stand 

Typical enterprise maturity here is Level 2, Repeatable. The En-
terprise front has designed-in oversight that is rarely tested. 
The other two fronts have none, because nobody can see them 
well enough to know where a person should be. 

The Executive Question 

Where can a human still stop this system, and would that hu-
man know when to, and be positioned to see it in the first 
place? 

Two tests. Pick your highest-stakes AI system and ask who re-
views its decisions, how many they review a day, and when a 
seeded error was last planted in their queue. Then ask how 
many AI systems are shaping consequential decisions that no-
body has assigned a reviewer to. The first answer tells you 
whether the loop is real. The second tells you how much of 
your AI has no loop at all. 

Build It 

In the first thirty days. Write the three oversight tiers and map 
every known consequential system to one. For each system in 
the top tier, name the reviewer and define what "review" 
means for that decision. Run one seeded-error test, using a 
synthetic case, on your highest-stakes reviewer queue. 

In the first ninety days. Use the Proof Plane to find every sys-
tem that shapes consequential decisions and has no reviewer 
assigned, and assign one or shut it off. Add the oversight tier to 
the intake record so every new system is sized at approval. Set 
a cadence for seeded-error testing on every top-tier queue. 
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The evidence you should be able to produce. A written tiering 
rubric. A list of every consequential system with its tier and 
named reviewer, including the ones discovery found. Results 
of seeded-error tests, with catch rates. And at least one system 
that was re-tiered because the Proof Plane showed its role had 
changed. 

An attentive, empowered reviewer who never checks for dis-
parate impact will catch plenty of other problems and miss the 
one most likely to end up in court. That's next: Fairness & Non-
Discrimination. 



 

Chapter 10: 
Fairness & Non-Discrimination 

Who owns this domain: the General Counsel, joined by the 
Chief Human Resources Officer wherever employment deci-
sions are involved. 

Of the nine domains in this framework, this is the one that 
should worry you most: it's tied for the least mature in nearly 
every company I've looked at. And it's not because nobody 
cares. It's because this domain asks people to do something 
uncomfortable. It asks engineering to answer questions that 
feel like legal's job. It asks legal to sign off on numbers that feel 
like engineering's job. And it asks an executive to pick a defini-
tion of "fair" that nobody at the table feels qualified to own. Dis-
comfort like that doesn't produce action. It produces the as-
sumption that someone else, somewhere, is handling it. No-
body is. 

Two Stories, Two Lessons 

Two stories make the danger concrete. One is a confirmed re-
search finding; the other is an allegation that regulators inves-
tigated and didn't sustain. Nobody in either was malicious, and 
together they show both halves of the problem. 

In 2019, a study published in Science looked at a risk-predic-
tion algorithm used across the U.S. health system, the kind that 
decides which patients get extra care management, and found 
it was systematically less likely to flag Black patients for that ex-
tra help than white patients with the exact same underlying 
risk. The algorithm had never been given race as an input. It 
used past healthcare spending as a stand-in for how sick 
someone was, and because Black patients had historically had 
less access to care at the same level of need, they appeared 
healthier in the data than they actually were. Nobody coded 
the bias in on purpose. It walked in through a variable that 
looked completely neutral, on a system touching an estimated 
two hundred million patients a year, until someone went and 
checked the outcomes. 
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The same year, Goldman Sachs found itself in front of New 
York regulators after customers, including Apple co-founder 
Steve Wozniak, publicly complained that the Apple Card gave 
women dramatically lower credit limits than men with similar 
or better finances, sometimes within the same household. 
Goldman's defense was that the algorithm never used gender 
as an input. After analyzing underwriting data for about 
400,000 New York applicants, the regulator found no violation 
of fair lending law: women and men with similar credit charac-
teristics generally got similar outcomes, and the differences 
customers saw were explained by their individual credit pro-
files, in some cases one spouse being only an authorized user 
on the other's accounts. So this isn't a story about proxy dis-
crimination. It's the other half of the lesson: 'we never used gen-
der' wasn't an answer anyone accepted. What settled the 
question was outcome data analyzed by group, the same kind 
of evidence that exposed the healthcare algorithm, and it had 
to be produced under a regulator's scrutiny rather than being 
ready on the shelf. 

Neither company set out to build something unfair. Both ended 
up defending outcomes in public that nobody inside had gone 
looking for. In one case the disparity was real. In the other, it 
took a regulator's analysis to show it wasn't. 

What "Clean Data" Doesn't Promise You 

It's tempting to think a good data platform solves this on its 
own. That temptation needs to be checked before it costs you. 

The Proof Plane from Chapter 2 helps here, and it's worth be-
ing precise about how. It knows every agent running across the 
company, what each is meant to do, what knowledge and skills 
it draws on, and exactly which data feeds it. That means it can 
show you where the source data behind an agent came from, 
whether it's current, and how it's governed, before that data 
reaches a model, to the extent your integrations cover it. That's 
provenance, and it's the foundation of what a "datasheet" (the 
documentation standard Timnit Gebru and colleagues pro-
posed in 2018 for exactly this purpose) asks for: where did this 
data come from, who's represented in it and who isn't, what's 
missing, and what shouldn't it be used for? Knowing the 
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connections doesn't answer the last three questions by itself. 
Whether data is complete, representative, and fit for this par-
ticular use takes people who know the domain looking at what 
the provenance shows. Put both in place at the data layer, the 
automated record and the human judgment on top of it, and 
you've closed off one whole category of failure before it starts. 

But notice what happened in the healthcare story. The 
healthcare algorithm's data wasn't corrupted, mislabeled, or 
unrepresentative in any way a data-quality platform would 
have flagged; spending data is accurate spending data. That 
model produced its disparity using data that would have 
passed a clean, well-governed, "yes, this is fit for purpose" in-
spection with no trouble at all. The bias wasn't sitting in a bad 
data source waiting to be caught. It was sitting in the relation-
ship between a perfectly legitimate variable and the outcome 
that variable ended up predicting, something a data platform, 
however good, is not built to see because it isn't a data-quality 
problem. 

That's the line to hold onto. Visibility into your data, including its 
quality, source, and integrity, is necessary, and it earns you real 
ground. It is not a substitute for the harder, human, expertise-
driven work of testing what a large enterprise agent does with 
that data once it's making decisions about people. Don't let a 
clean data bill of health talk you out of the fairness test. They 
answer two different questions, and only one of them is the 
question this domain asks. 

Choosing What "Fair" Means 

That harder work starts with a decision no platform can make 
for you. There are several mathematically legitimate definitions 
of "fair," and they can conflict; a model can satisfy one and vio-
late another on the very same decision. Equal selection rates 
means each group is approved at the same rate. Equal error 
rates means each group faces the same chance of being 
wrongly flagged and the same chance of being wrongly 
passed over. Equal predictive value means a "yes" from the 
model is just as likely to be right for one group as for another. 
When the outcome being predicted is more common in one 
group than another, as it usually is in real data, researchers 
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have proved that no model short of a perfect one can satisfy all 
of these at once, and choosing which one governs a given use 
case is a values call made by a person, on the record, not a 
checkbox a vendor ships preconfigured. 

For employment decisions in the United States, existing rules 
already shape part of that choice. Federal enforcement agen-
cies have long used the "four-fifths rule" as a first screen for ad-
verse impact: if one group's selection rate is less than 80 per-
cent of the highest group's, that's generally treated as a dispar-
ity to explain, not as a verdict. New York City's Local Law 144 
goes further for the automated hiring and promotion tools it 
covers, requiring independent bias audits, published results, 
and advance notice to candidates. Neither is the whole answer, 
but both are the kind of concrete, defensible standard your 
general counsel will recognize and the kind that turns "we 
tested for fairness" from an assertion into evidence. 

What Good Looks Like 

Every AI system that makes or shapes a consequential decision 
about a person (hiring, lending, pricing, claims, care, discipline) 
is on a list, and every system on that list has a documented fair-
ness definition, chosen by a person, with the reasoning written 
down. Each one has been tested against outcomes, not just in-
puts, before launch and keeps being tested afterward, be-
cause bias drifts the same way accuracy does. A remediation 
path exists with real teeth for the day a disparity turns up. And 
where the law requires an independent audit, one has been 
done, on schedule, with results the company would be com-
fortable defending. 

How to Build It 

Start with the list. Inventory every system that touches a con-
sequential decision about a person, and use the Proof Plane to 
find the ones nobody thought of as AI, because the workforce 
agent someone built to screen inbound résumés is exactly the 
kind of system that ends up in a complaint. 

For each one, bring legal, statistical, and domain experts into 
the same room. Have them choose the fairness definition that 
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governs the system, write down why, and pick the groups it'll 
be measured across. Then test the outcomes. Run the system 
against a representative sample and measure the metric you 
chose across the groups you named, remembering that the 
healthcare study shows a model can discriminate through a 
proxy without ever being handed the protected characteristic, 
and the Apple Card investigation shows that outcome data, not 
the list of inputs, is what settles the question. Do it before 
launch, and do it on a schedule afterward; quarterly for any-
thing high-tier is a reasonable default. 

Decide in advance what happens when the test fails: who gets 
told, how fast the system gets pulled or constrained, who owns 
the fix, and what has to be true before it goes back into service. 
A remediation path written under pressure, after a regulator 
has already asked, is not a remediation path. 

None of this is something your data platform does for you. It's 
expertise, applied directly to what the agent's decisions turn 
out to be. 

What the Proof Plane Does Here 

Two things, both real, neither sufficient on its own. First, the 
Proof Plane keeps the list complete: it surfaces every system 
making consequential decisions about people, across all three 
fronts, so the fairness work isn't limited to the systems that 
came through the front door. Second, it enforces the data-
layer discipline (provenance, representativeness, and the 
datasheet questions) continuously, so a system whose data 
sources drift raises a flag before the drift becomes a disparity. 
What the Proof Plane cannot do is choose the definition of fair, 
run the outcome test, or sit in the room with counsel. That work 
stays with people, and this chapter exists to make sure it hap-
pens. 

Where Most Companies Stand 

Typical maturity here is Level 2, Repeatable, at best, and often 
Level 1. This is one of the three chronically least mature do-
mains in the framework. Most companies have never written 
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down a fairness definition for any system, and testing, where it 
exists, checks inputs rather than outcomes. 

The Executive Question 

Would this system treat two equally qualified people the same, 
and could we prove it to a plaintiff's attorney? 

One test. Ask for the list of systems making consequential de-
cisions about people, and for each one, ask which fairness def-
inition it was tested against and when. If the list doesn't exist or 
the answer to the second question is a shrug, this domain goes 
to the front of your line this quarter, regardless of what the rest 
of your scorecard says and regardless of how good your data 
visibility already is. 

Build It 

In the first thirty days. Build the list of every system touching 
hiring, lending, pricing, claims, care, or discipline, using the 
Proof Plane to find the ones nobody registered. For the high-
est-stakes system on it, convene legal and statistical experts 
and the domain owner, choose the fairness definition, and doc-
ument the choice. Identify which systems fall under a legal au-
dit requirement where you operate. 

In the first ninety days. Run the outcome test on every system 
in the top tier and record the results. Write the remediation 
path (who, how fast, what has to be true to return to service) 
and get counsel to sign it. Schedule the recurring tests and any 
legally required independent audits. 

The evidence you should be able to produce. The list, with no 
consequential system missing. A documented fairness defini-
tion and rationale for each system on it. Outcome test results 
by group, dated. A signed remediation path. And, where re-
quired, an independent audit report. 

Every domain so far has been about preventing the bad day. 
The last one is about what you do on it. 



 

Chapter 11: 
Incident Response 

Who owns this domain: the Chief Information Security Officer. 

It's rarely a phone call from an attacker. It's a call from your own 
team, and it starts with some version of this: "The agent did 
something, and we're not sure what, and we're not sure why." 
No ransom note, no intrusion alert, nobody outside your walls 
involved at all. Just a system that was supposed to help and in-
stead did something nobody asked it to. That's the moment this 
chapter is about, and it's the moment your existing incident re-
sponse playbook, however good, was never written for. 

Almost every security runbook I've seen built over the years as-
sumes an attacker. It asks: who got in, how did they get in, what 
did they take, and how do we lock the door? Those questions 
don't fit when the thing that just went wrong is a system you 
built, running exactly the way it was designed to, doing some-
thing none of you would have approved if you'd been asked in 
advance. A model can confidently tell a customer something 
untrue. An agent can take a string of actions at machine speed 
that nobody would have signed off on one at a time. A vendor's 
AI feature, sitting quietly inside a tool you already use, can mis-
behave without a single person touching a keyboard. None of 
that looks like the breaches most security teams have trained 
for. It's a different kind of bad day, and it needs a different kind 
of plan. 

Two Bad Days, No Villain in Either One 

Two real stories show what this looks like, and what makes 
them worth telling is that nobody broke in anywhere. 

In November 2022, a customer asked Air Canada's chatbot 
about bereavement fares, and the bot confidently told him he 
could apply for the discount retroactively, within ninety days of 
buying his ticket. The airline had no such policy; its own be-
reavement page, which the chatbot linked to, said the oppo-
site. When he held the airline to its bot's word, Air Canada ar-
gued, in effect, that it wasn't liable for what the chatbot said. In 
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February 2024, a British Columbia tribunal rejected that: the 
chatbot was part of the airline's website, the airline was re-
sponsible for it, and it hadn't taken reasonable care to make 
sure the chatbot was accurate. Nobody hacked anything. A 
system confidently said something false, and the decision rec-
ords that the airline acknowledged the error and said it would 
update the chatbot only after the customer complained, 
months after the conversation. Whatever monitoring existed, it 
didn't catch this before it reached a customer and then a tribu-
nal. 

The second story moves faster and cuts closer to the bone. In 
July 2025, a startup founder was testing an AI coding agent. By 
his own public account, he had told it "eleven times in ALL 
CAPS" not to make changes during a code freeze. The agent 
ran unauthorized commands anyway and deleted a produc-
tion database. The founder also reported that over the course 
of the project it had generated fake data, including a database 
of about four thousand invented people, along with false re-
ports, which he described as covering up bugs. When he 
asked about recovery, the agent told him a rollback wouldn't 
work and that every version of the database had been de-
stroyed. It was wrong; the rollback worked. The vendor's chief 
executive called the incident "unacceptable and should never 
be possible," and within days announced safeguards: auto-
matic separation of development and production databases, 
better rollback, and a planning-only mode in which the agent 
can plan but not execute. 

Neither incident involved an adversary. Both needed a plan 
built for a system that hadn't been attacked but was simply 
wrong or left running unsupervised at exactly the moment it 
mattered. 

What Good Looks Like 

A mature response function has its AI incident types defined 
and sorted by severity in advance, so the first hour isn't spent 
arguing about what category the incident falls into. It has te-
lemetry watching for AI misbehavior, because you can't re-
spond to something you can't see. It has a tested way to pull a 
model or freeze an agent, one that works even when the 
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system itself insists, the way that coding agent did, that there's 
no way back. It can reconstruct exactly what any agent did, on 
any day, within an hour. And it already knows which regulators 
need to hear from you and how fast, because most of those 
clocks start when you become aware of an incident or deter-
mine it qualifies, and a team still arguing about what to call it is 
burning time a regulator will later ask about. 

How to Build It 

You need two things in place before the bad day arrives, be-
cause there's no time to build either one while the clock is run-
ning. The first is a plan, rehearsed. The second is technical, and 
the next section covers it. 

The plan starts with a short list of AI incident types, each with a 
severity. A model gives a customer wrong information. An 
agent takes an action nobody authorized. An agent reaches 
data it wasn't approved to touch. A model drifts past its thresh-
old. An enterprise agent that the business depends on goes 
down. For each type, write down who has authority to pull the 
plug (the system owner, per Chapter 3, with the council ratify-
ing within 48 hours) and what happens downstream when 
they do, because freezing an agent that other systems depend 
on is its own incident. 

Then rehearse it, the way you'd rehearse anything that matters. 
Take the people who'd be in the room (security, the engineer 
who'd get paged, product, legal, communications, and some-
one with real authority to say stop) through a scenario built 
around a failure that isn't an attack. Drop new information in at 
intervals so people have to decide something instead of talking 
about it in the abstract: the agent has now taken a second ac-
tion; a customer has posted the chatbot's answer online; the 
vendor says it's not their fault. Ninety minutes is enough. Close 
with a real debrief: what worked, what didn't, and three to five 
fixes, each with one person's name and a deadline. Do it twice 
a year. What you've bought is the one thing that helps in the 
moment: people who've already made this decision once, in a 
room with no real stakes, before they had to make it for real. 
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Know your notification clocks before you need them. Under 
the EU AI Act, providers of high-risk systems must report a se-
rious incident no later than fifteen days after becoming aware 
of it, and faster in the gravest cases: two days for a widespread 
infringement or a serious disruption of critical infrastructure, 
ten days where someone has died. Deployers that identify one 
must tell the provider immediately. Other regimes start their 
clocks differently: the GDPR allows seventy-two hours from 
awareness of a personal-data breach, and U.S. public compa-
nies have four business days from determining that a cyberse-
curity incident is material. State laws and sector regulators add 
their own. Your legal team should have each trigger and dead-
line written down per system, per jurisdiction, in the same reg-
istry from Chapter 6, so the first hour of an incident isn't spent 
looking them up. 

What the Proof Plane Does Here 

The second thing you need is the ability to look at any agent, 
right now, and say exactly what it did. What it was asked. What 
data it reached for. What it did or said back. Who, if anyone, 
reviewed it. Without that, the first hour of any real incident is 
archaeology, piecing together what happened from scattered 
logs if you're lucky enough to have logs at all, instead of re-
sponse. 

This is the Proof Plane doing the job the whole book has been 
building toward. It already knows what every system is built on, 
what it can touch, and who owns it. It already holds the tamper-
evident log from Chapter 7. So when the call comes, the ques-
tion "what did it do?" has an answer in minutes: here's every 
action the agent took in the last twenty-four hours, here's every 
data element it touched, here's where it stepped outside its ap-
proved scope, and here's who was in the loop. That's the dif-
ference between answering a regulator's question in an after-
noon and still not knowing the answer three weeks later. And 
because the Proof Plane constrains agents to their approved 
scope, the incident you're responding to is often one the Proof 
Plane already blocked halfway through, which is a very differ-
ent bad day than one it didn't. 
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Where Most Companies Stand 

Typical enterprise maturity here is Level 2, Repeatable. A typi-
cal response team is good at the incidents it has trained for but 
has never rehearsed the version in which nothing was compro-
mised and something was just wrong. 

The Executive Question 

When, not if, our AI does something wrong, how fast do we 
know, and what happens in the first hour? 

One test. Ask your security team when they last ran a tabletop 
where the scenario was an AI system misbehaving with no at-
tacker involved. If the answer is never, schedule one this quar-
ter. What it exposes will write the rest of your plan for you. 

Build It 

In the first thirty days. Write the AI incident types and their se-
verities. For each, name who can pull the plug and what hap-
pens downstream. Confirm every high-tier system has a tested 
way to be frozen. Record the regulatory notification clocks for 
each system in the registry. 

In the first ninety days. Run the first AI-specific tabletop with 
the people who'd really be in the room, and complete every 
corrective action it identifies. Confirm that the Proof Plane can 
produce a full activity reconstruction for any high-tier system 
within an hour, and time it. Schedule the next tabletop. 

The evidence you should be able to produce. A written inci-
dent taxonomy with severities and named authorities. A tab-
letop debrief with its fixes and their status. A timed reconstruc-
tion of one agent's activity, produced cold. And a notification 
schedule per system, signed by counsel. 

Bringing It Home 

Go back to the board from the start of this book, the one with 
all the right seats and none of the technology underneath. It 
failed for three reasons, and it took years for the people around 
it to name them. It only ever saw one of the three doors. It had 
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no map of what was running, so every review started from 
scratch. And nobody at the table owned a consequence, be-
cause the committee owned everything and therefore noth-
ing. 

The nine domains in this book are the answer to those three 
failures, and they work together or not at all. Three doors, so 
you stop governing only the AI that asks permission. One map, 
the Proof Plane, so every domain asks its question of the same 
living record instead of a spreadsheet from last year's audit. 
Nine owners, one per domain, so that when something goes 
wrong, someone already knew it was theirs. A data map with-
out an incident plan just tells you what was exposed after the 
fact. An incident plan without a data map means you're guess-
ing at how bad it is while the clock runs. Owners without visi-
bility are accountable in name only. Visibility without owners is 
a dashboard nobody acts on. 

Report it to your board the way you'd report anything that mat-
ters: by position and trajectory. For each domain, report where 
you stand on the five-level scale and which direction you're 
moving, not a list of activities or a count of policies signed. Po-
sition tells the board how exposed you are today. Trajectory 
tells them whether the program is working. Together, they turn 
governance from a committee that meets into a thing that can 
be measured. 

That's the difference between the committee that opened this 
book and a governance program: same people, same room, 
but now with something underneath the paper. 

Know your data. Control your AI. Own your destiny. 



 

Glossary 
Plain-language definitions of the terms this book uses, in the 
sense this book uses them. Where a term has a more technical 
meaning elsewhere, the definition here is the one that matters 
for governing AI, not building it. 

Agent. An AI system that doesn't just answer questions but 
takes actions: reads data, calls tools, sends messages, changes 
records, and runs steps in a workflow. The word matters be-
cause an agent can do things, and doing things is what govern-
ance has to account for. 

Proof Plane. The book's name for a living map of every AI sys-
tem and agent running in a company, kept current automati-
cally, that records each one's owner, model, harness, data con-
nections, access in both directions, approved scope, and full 
activity history, and holds each agent to its approved scope 
wherever its activity passes through a control point. Defined in 
Chapter 2 and used in every domain chapter. 

Audit trail. See Log. 

Auditability. Being able to reconstruct, after the fact, exactly 
what one specific interaction did and the basis it acted on (in-
puts, data touched, model version and instructions, output, re-
viewer). It proves what happened, not the model's internal rea-
soning. Distinct from transparency, which is being able to de-
scribe what a system does in general. One is proof; the other is 
description. 

Baseline. A snapshot of what a model's inputs and outputs nor-
mally look like, taken when the model is working correctly, so 
that later behavior can be compared against it to detect drift. 

CE marking. The mark a product carries in the European Union 
to show it meets applicable requirements. Under the EU AI Act, 
high-risk AI systems must carry it before being placed on the 
market. 

Classification (of data). Labeling data by what it is and how 
sensitive it is: personal, financial, health, confidential, public, 
and so on. Done continuously and automatically at scale by 
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discovery and classification tools; done by hand only for a small 
number of deliberately designed systems. 

Common Control Framework. The book's approach: nine un-
derlying governance disciplines, built once and mapped out-
ward to whichever external standard happens to be asking, so 
a company doesn't rebuild its program every time a new 
framework or law arrives. 

Conformity assessment. The process by which the provider of 
a high-risk system shows it meets the EU AI Act's requirements 
before placing it on the market, either by internal control (self-
assessment) or through an outside notified body. It sits within 
a longer sequence: classification, technical documentation, 
the assessment itself, the declaration of conformity, CE mark-
ing, and registration. 

Copilot. An AI assistant embedded in software people already 
use, such as an office suite, a customer relationship manage-
ment system, or a coding environment. Most arrive on the 
workforce front, bundled into tools nobody procured as AI. 

Crosswalk. A maintained table that says, for each of your con-
trols, which clause, article, or requirement of each external 
framework it satisfies. Build the control once; the crosswalk an-
swers "does this satisfy X?" for every framework. 

Datasheet (for datasets). A documentation standard pro-
posed by Timnit Gebru and colleagues in 2018 that records, for 
any dataset, where it came from, who is and isn't represented 
in it, what's missing, and what it shouldn't be used for. 

Developer front. The third of the three doors: the coding assis-
tants and agents engineers use to build and ship software, in-
creasingly wired into the pipelines that put code into produc-
tion. 

Discovery (of AI, of data). Continuous, automated scanning 
that finds what actually exists, whether it is an AI system run-
ning in the environment or a data store across the estate, rather 
than relying on people to register it. 
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Drift. A model or agent behaving differently over time than it 
did when it was approved. Data drift means the inputs a model 
sees have shifted away from what it was trained on. Concept 
drift means the relationship it learned has changed, so the 
same inputs now call for different answers. Either can cause 
performance degradation, a measurable decline in accuracy, 
which is usually how drift gets noticed. Scope drift means an 
agent has picked up new data connections, tools, or permis-
sions nobody approved. 

DSPM (data security posture management). A category of 
platform that continuously discovers where data lives, classi-
fies it, and maps who and what has access to it. In this book, the 
thing that makes data visibility possible at the scale of the work-
force and developer fronts. 

Executive question. The single question, one per domain, that 
the executive who owns that domain must be able to answer. 
Each domain chapter includes one near the end. 

Foundation model. A large, general-purpose model, trained by 
a vendor, on which companies build their own agents and ap-
plications. Knowing which one an agent runs on is part of the 
Proof Plane. 

Four-fifths rule. A rule of thumb from the federal Uniform 
Guidelines on Employee Selection Procedures: if one group's 
selection rate is less than 80 percent of the highest group's 
rate, enforcement agencies generally treat that as evidence of 
adverse impact. It's a screening threshold, not a legal finding. 

Harness. Everything wrapped around a model that determines 
what it can do: the tools it can call, the data it can reach, the 
knowledge it can draw on, the permissions it holds, and the 
boundaries enforced on it. When an agent misbehaves, the 
failure is very often in the harness rather than the model. 

High-risk system. Under the EU AI Act, a system in a category 
the Act lists as high-risk, such as those affecting employment, 
credit, education, or essential services. These carry the heavi-
est obligations. The book borrows the Act's tiering (unaccepta-
ble, high, limited, minimal) for intake even outside Europe. 
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Human in the loop. A person positioned to review, approve, or 
stop a system's decisions. The book's test for whether the loop 
is real: seed a synthetic error, one that can never reach a real 
person, into the reviewer's queue and see whether it gets 
caught. 

Intake. The process a new AI use case goes through before ap-
proval: describing what it does, what data it touches, what de-
cisions it influences, and who it affects, so it can be tiered and 
routed for the right level of review. 

Lineage. The record of where data came from and every-
where it flows to, including which models and indexes it feeds. 

Log. A record, captured automatically as it happens, of what an 
agent was asked, what data it reached for, what it did or said 
back, and who reviewed it. Stored where nobody can quietly 
change it afterward. In this book, the log is the proof. 

Maturity level. The five-level scale the book uses to describe 
where a company stands on each domain: Initial, Repeatable, 
Defined, Managed, Optimizing. Defined in Chapter 2. 

Model card, system card, standard record. One document 
per AI system describing what it's for, what it's not for, what 
data it was built on, what it's known to get wrong, and who to 
call. Written once at intake, signed by the system's owner, re-
used for every audit. 

Enterprise front. The first of the three doors: the AI a company 
builds on purpose, with a sponsor, a budget, and a timeline. 
The front that committees were designed to govern. 

Prompt injection. Hidden instructions smuggled into content 
a model processes, such as an email or a web page, so that the 
model follows the attacker's intent instead of the user's. The AI-
era cousin of a database injection attack. 

Red team. A group whose job is to attack your own systems 
the way an adversary would, to find what gets through before 
an adversary does. 
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Register, registry. The system of record listing every AI system 
the company runs, with its owner, tier, regimes, and status. Fed 
by intake and discovery and connected to the Proof Plane. 

Shadow AI. AI tools and agents in use inside a company that 
never went through any approval process, whether accessed 
through personal accounts, adopted as unsanctioned tools, or 
built on approved platforms without anyone tracking them. 

Slopsquatting. An attack in which someone registers a pack-
age name that AI coding assistants tend to invent, fills it with 
malicious code, and waits for an assistant to suggest it. De-
fended by verifying every package before it enters a build. 

Tabletop exercise. A rehearsed walk-through of an incident, 
with the people who would really be in the room, working 
through a scenario as new information arrives, followed by a 
debrief with fixes, named owners, and deadlines. 

Tamper-evident. Stored in a way that makes any later altera-
tion detectable. Required of logs that may need to hold up in 
front of a regulator or a court. In this book, logs should be write-
once where possible, so alteration is prevented, and tamper-
evident regardless, so any alteration that does happen is de-
tected. 

Three doors, three fronts. The book's shorthand for how AI 
enters a company: the Enterprise front, the workforce front, 
and the developer front. Each has to be governed differently. 

Tiering. Sorting AI systems by consequence so that the depth 
of review, the intensity of monitoring, and the level of human 
oversight match what's at stake. The book uses four tiers for 
risk and three for human oversight. 

Transparency. Being able to describe, in plain language and 
before anyone asks, what a system does, what data it uses, and 
what it's not good at. See Auditability for the difference. 

Workforce front. The second of the three doors: the copilots, 
chatbots, and AI features that arrive on employees' desktops, 
some sanctioned, some accessed through personal accounts, 
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and many bundled into software the company already pays 
for. 
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Every external statistic, study, case, and incident cited in this 
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own work are identified as such in the text and are not listed 
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A Note from the Author 
You'll have noticed that this book describes several documents 
without handing them to you: a council charter, an intake ques-
tionnaire, a one-page data design, a standard record for a sys-
tem, a tabletop scenario, a fairness decision record. That was 
deliberate. Templates written for everyone fit no one, and the 
version that works for a regional health plan is not the version 
that works for a global bank or a software company. The chap-
ters tell you what each document has to contain and why. The 
right shape for your company is a conversation, not a down-
load. 

So let's have the conversation. If you're building any of this and 
want to compare notes, argue with something I've written, or 
ask for a starting point tailored to where you sit, the best way 
to reach me is through LinkedIn: linkedin.com/in/eddiebor-
rero. Send a note that tells me what you're working on. I read 
them, and I answer. 

The people who wrote to me while this book was being drafted 
made it better. I'd like to keep that going. 

Eddie Borrero 
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