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Over more than a decade working across marketing automation, data
orchestration and enterprise customer architecture, | have learned that
compliance failures are rarely dramatic. They are almost always structural,
such as an unmonitored data process that overwrites a consent field with
historical values, resulting in a customer getting an email they had
specifically opted out of receiving.

When you operate at that level, you stop asking whether
a platform is compliant and start asking whether the
ecosystem is coherent.

A simple example illustrates how this occurs in practice. A customer
unsubscribes via a preference centre that writes to a CRM. A scheduled
batch process later overwrites that field with an older value held in a
secondary location. A downstream channel execution platform receives
the updated record and email eligibility is re-enabled. An email campaign
executes against the latest consent state, not the correct consent state.

My work has consistently sat at the intersection of architecture rather than
within a single platform. It involves understanding how customer data
behaves as it moves across systems, how identity is resolved between
schemas, and how fransformation logic alters meaning long before a
campaign is deployed.

In a recent multi-brand engagement, | was asked to conduct what was
initially framed as a compliance and platform review. What it became, in
practice, was a forensic excavation of legacy data processes and
integration behaviour. We mapped end-to-end preference flows across
systems that had evolved incrementally over years. We reviewed batch
jobs, middleware transformations, API triggers, suppression scripts and
reconciliation processes. We reconstructed lineage that no single team
could fully describe.

What we uncovered were not reckless practices or negligent teams. We
uncovered historical logic embedded in middleware that marketing
stakeholders did not know existed. We found default behaviours that
infroduced risk at record creation. We identified preference
transformations that altered semantic meaning between systems. We
surfaced defects that had been present for years but had never been
detected because no one had traced the full path from consent capture to
final send decision.
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That experience reinforced something | have observed
repeatedly across complex enterprises: compliance does not
fail at the campaign layer. It fails in the architecture.

As organisations scale, systems are layered incrementally. A commerce platform becomes
the primary customer store. A loyalty database is intfroduced. A marketing automation
platform is integrated. Middleware applies transformation logic. Batch processes coexist
with APls. Each addition solves a legitimate problem. Collectively, they create an
environment in which the meaning of customer data can shift between systems without
anyone intending it fo.

The risk is not always visible. Campaigns continue to deploy. Dashboards report
performance. Preference centres operate. Yet when an organisation is asked to
demonstrate exactly how a consent state travels from capture through to final send
decision, the answer is often fragmented.

In regulated environments, that fragmentation is increasingly indefensible. Regulatory
enforcement for data breaches, which may include process and consent non-compliance,
is increasing in both frequency and scale.

2025 Fines totalling approximately €1.2b were issued by
under GDPR European supervisory authorities with the potential for
further follow up compensatory claims'.

Australia | has been strengthened with maximum penalties for serious
the Privacy or repeated data breaches now exceeding AUD $50m or a
Act 1998 percentage of annual turnover2

It is not sufficient to say that a platform suppresses opted-out customers. The organisation
must be able to show how that suppression state is derived, how conflicts are resolved,
how latency is managed and how enforcement is monitored across systems.

This is fundamentally an architectural question.
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DEFINING COMPLIANCE IN
STRU RAL T

In complex enterprise environments, compliance is not a single
field or toggle. It is the interaction of three distinct layers:
consent, suppression and orchestration.

Consent represents the customer’s declared position. It is the explicit record of what
communications they have agreed to receive and under what conditions. Consent may exist at
brand level, channel level or, in certain industries, as legally mandated exclusions. Consent
must be auditable and time stamped.

More importantly,

it must retain semantic integrity as it moves across systems. If the interpretation of that
consent changes through tfransformation or default behaviour, the organisation’s
compliance posture is weakened.

Suppression is the enforcement layer. It determines whether communication may be sent
at a given moment, considering consent status, bounce behaviour, domain restrictions,
jurisdictional rules or internal controls. Suppression logic often grows in complexity over time,
particularly where upstream data cannot be relied upon. In those cases, suppression becomes
a compensating control for structural uncertainty.

Orchestration governs the cadence and interaction of communications across channels.
It is often framed as a customer experience capability, but it also has compliance implications.
Poorly governed orchestration increases complaint rates and raises the likelihood of scrutiny.
Orchestration depends on trusted inputs from both consent and suppression.

Wher arly defined and
cor y are conflated or f

C
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THE SCALING PATTERN: COMPLEXITY
ITHOUT UNIFIED C ERNANCE

Through structured discovery across multi-brand environments,
certain patterns recur consistently.

Distributed Consent Ownership

Consent is mastered in different systems depending on brand or business unit. A CRM may
hold channel-level preferences, while a loyalty database stores program participation.
Engagement platforms may maintain their own subscription states. The integration layer
applies tfransformation logic to reconcile these models.

Transformation Risk

Transformation rules are not always fully documented. Boolean values may be inverted
between systems. Yes and no may be represented differently across schemas. In some
cases, default opt-in behaviour is applied when new records are created in downstream
platforms, intfroducing exposure before reconciliation processes have run.

Data Latency and Overwrite Risk

Bidirectional synchronisation patterns are common, particularly where both upstream and
downstream systems can update preference states. Without explicit conflict resolution
rules and logic that accounts for data transfer latency, these patterns introduce overwrite
risk. An unsubscribe applied in one system can be reinstated by a subsequent batch feed
from another.
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Identity Fragmentation

|dentity strategy further complicates enforcement. Where one brand uses email as a key
and another uses a loyalty identifier or mobile number, duplicate records can arise.
Suppression scripts may manage these duplicates operationally, but the root cause
remains unresolved. In that context, enforcement is dependent on layered controls rather
than structural coherence.

Monitoring Gaps

Monitoring is often uneven. Modern API integrations may include alerting and
observability. Legacy batch processes frequently do not. Volume anomalies or missing files
can go undetected until customer impact occurs.

None of these conditions are inherently reckless. They are the natural by-product of
incremental growth. However, when combined, they create an environment in which
consent integrity cannot be assumed.
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THE OPERATIONAL AND
REPUTATIONAL IMPLIC

Architectural ambiguity has a tangible cost.

When preference discrepancies arise, campaigns are paused. Marketing operations teams
manually revalidate suppression logic. Engineering resources are redirected to analyse
integration behaviour. Legal feams are consulted to assess exposure. Reconciliation scripts
are formalised to repair inconsistencies after the fact.

These activities consume significant human hours. They also create internal friction
between teams who are operating with different views of the data.

Externally, the impact is more direct. Customers are highly sensitive fo misuse or perceived
misuse of personal data and do not differentiate between latency in a synchronisation job
and a failure of governance. Research from Cisco indicates that consumers will not
purchase from organisations they do not trust to protect their data®, while a PWC study
showed 93% of consumers will lose trust in a brand they feel has mishandled their data“.

In this context, compliance is not simply about avoiding fines. It is
| about maintaining operational efficiency and protecting brand trust.

DATA INTEGRITY AS THE
FOUNDATIONAL REQUIF

At its core, compliance maturity depends on preserving data integrity
across systems.

For each consent-related field, there must be clarity on where it is mastered. Conflict
resolution rules must be defined explicitly. Transformation logic must be documented and
testable. Propagation times for preference updates must be understood and, where
necessary, reduced. Monitoring must extend across legacy and modern integrations alike.
These are not marketing configuration decisions. They are architectural disciplines.

Without this clarity, suppression logic becomes increasingly complex in an attempt to
mitigate uncertainty. Orchestration becomes constrained by lack of confidence in
upstream data. Innovation slows because teams do not trust the foundations on which they
are building.

Poor data quality is not only a compliance risk but an operational cost.
Gartner estimates that organisations lose an average of USD $12.9m
per year due to poor data quality®.
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COMPLIANCE AS
AN E ) OF

There is a tendency to treat compliance as a constraint on marketing
ambition. In practice, structural compliance enables scale.

When consent lineage is traceable and suppression rules are deterministic, organisations
can orchestrate cross-channel journeys with greater confidence. Deliverability improves
because contactability states are accurate. Manual reconciliation decreases. Platform
changes can be introduced without destabilising enforcement logic.

In this sense, compliance maturity reduces long-term technology debt. It allows
organisations to evolve their marketing stack without repeatedly reworking foundational
controls.

For executive leaders, the critical shift is to view consent not as a feature of an
engagement platform, but as enterprise data with regulatory significance. It warrants the
same architectural rigour applied to financial or security information.

Every organisation operating multi-system marketing architecture should be
able to answer five questions:

'/ Can any preference field be traced from capture to send decision?

'/ Is there a single authoritative source for each consent state?

'/ How are conflicts between systems resolved?

'/ What is the maximum latency for enforcing an opt-out across all channels?

'/ Who owns the semantic definition of consent at an enterprise level?

If these questions cannot be answered clearly,
compliance rests on assumption.
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Closing perspective

Over the course of my career, the most meaningful improvements | have seen in customer
engagement environments have not come from adding new tools or accelerating
campaign velocity. They have come from understanding how data behaves across systems.

Global enforcement actions on data privacy and processes have shown that organisations
are not only penalised for single failure points but for the inability to demonstrate control
across systems. Compliance is not a regulatory burden but a measure or architectural
maturity.

Trust is not protected at the edge of a campaign.
It is protected in the architecture.

Refs:

https:/www.dlapiper.com/en/insights/publications/2026/01/dla-piper-
gdpr-fines-and-data-breach-survey-january-2026

https:/www.oaic.gov.au/privacy/privacy-legislation/the-privacy-act

https://www.cisco.com/c/dam/en_us/about/doing_business/trust-
center/docs/cisco-consumer-privacy-report-2024.pdf
https:/www.pwc.com/us/en/services/consulting/business-

transformation/library/2025-customer-experience-survey.html

https://www.gartner.com/en/data-analytics/topics/data-quality
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