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User Trade

Exposure

Account Exposure

client_id client_secret audience

client_name jwt



https://rfs-prod-authentication-auth-domain.auth.eu-west-
1.amazoncognito.com

https://rfs-dev-authentication-auth-domain.auth.eu-west-
1.amazoncognito.com

/oauth2/token



https://rfs-customer-1.flowdesk.com

 curl --request POST \
  --url 'https://rfs-prod-authentication-auth-domain.auth.eu-
west-1.amazoncognito.com/oauth2/token' \
  --header 'content-type: application/x-www-form-urlencoded' \
  --data grant_type=client_credentials \
  --data client_id=<CLIENT_ID> \
  --data client_secret=<CLIENT_SECRET> \
  --data audience=https://rfs-customer-1.flowdesk.com



{
    "access_token": "<your_access_token>",
    "expires_in": 86400,
    "token_type": "Bearer"
}

{
    "error": "access_denied"
}



wss://ws.trading.flowdesk.co

wss://ws.trading.dev.flowdesk.co



 

 

 

 

http://localhost:3001/docs/Spot%20Rest%20API/Account%20Data/exposure
http://localhost:3001/docs/Spot%20Rest%20API/Account%20Data/rfs-trades-history
http://localhost:3001/docs/Spot%20Rest%20API/Account%20Data/otc-trades
http://localhost:3001/docs/Spot%20Rest%20API/Account%20Data/otc-settlements


/api/v1/query/clients/<client_name>/exposure

curl --location 
'https://api.rfs.flowdesk.co/api/v1/query/clients/<client_name>/e
\
--header 'accept: application/json, text/plain, */*' \
--header 'authorization: Bearer XXXX' \
--header 'content-type: application/json' \
--data ''



{
    "data": {
        "customer_infra_name": "<client_name>",
        "locked": "2",
        "available": "999998",
        "limit": "1000000"
    }
}

{
    "exp": "token expired"
}



client_name

/api/v1/query/clients/<client_name>/rfs-trades

https://rfs-portal.europe-west2.dev.flowdesk.co/docs/authentication


spot

public

private

private

100 500

curl --location 
'https://api.rfs.flowdesk.co/api/v1/query/clients/<client_name>/r
trades?currency1=BTC&currency2=USDT' \
--header 'accept: application/json, text/plain, */*' \
--header 'authorization: Bearer XXXX' \
--header 'content-type: application/json' \
--data ''



{
    "client_id": "{client_id}",
    "data": [
        {
            "id": "0196198b-fa76-7e70-8321-30d5acf398b3",
            "price": "77326.9",
            "size": "0.2",
            "side": "buy",
            "timestamp": 1744728706089195638,
            "marketKey": {
                "exchange": "internal",
                "exchange_type": "spot",
                "currency1": "BTC",
                "currency2": "USDT"
            },
            "tradeType": "maker",
            "orderId": "0196198b-fa76-7e70-8321-30b67740f72e",
            "status": "SETTLED",
            "matches": [
                {
                    "id": "0196198b-fa76-7e70-8321-
30cfcdc96896",
                    "price": "77326.9",
                    "size": "0.2",
                    "order_id": "9c31a349-f60a-465b-a8f6-
ec6b5b74dab2",
                    "provider": "flowdesk"
                }
            ]
        }
    ]
}



{
    "client_id": "{client_id}",
    "data": [

{
"currency1": "BTC",
"currency2": "USDT",
"price": "115955.26",
"size": "0.1",
"side": "buy",
"timestamp": 1758041876802887357

},
{

"currency1": "XRP",
"currency2": "USDC",
"price": "2.66",
"size": "25",
"side": "buy",
"timestamp": 1758027757464091310

},
{

"currency1": "BTC",
"currency2": "USDT",
"price": "115870.91",
"size": "0.1",
"side": "buy",
"timestamp": 1758041280061009384

},
{

"currency1": "BTC",
"currency2": "USDT",
"price": "115384.61",
"size": "0.1",
"side": "buy",
"timestamp": 1758027757578955000

}
]

}
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{
    "exp": "token expired"
}



currency1

currency2
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side buy sell

timestamp



client_name

/api/v1/query/clients/<client_name>/otc-trades

https://rfs-portal.europe-west2.dev.flowdesk.co/docs/authentication


curl --location 
'https://api.rfs.flowdesk.co/api/v1/query/clients/<client_name>/o
trades' \
--header 'accept: application/json, text/plain, */*' \
--header 'authorization: Bearer XXXX' \
--header 'content-type: application/json'

{
    "otcTrades": [
        {
            "side": "buy",
            "price": 77326.9,
            "size": 0.2,
            "customerName": "client_name",
            "currency1": "BTC",
            "currency2": "USDT",
            "status": "filled",
            "bookedAt": "2025-01-24T14:25:06.089195638Z"
        }
    ]
}

{
    "exp": "token expired"
}



side: sell
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REJECTED



client_name

2025-01-

01T00:00:00Z

2025-01-

31T23:59:59Z

/api/v1/query/clients/<client_name>/otc-settlements

https://rfs-portal.europe-west2.dev.flowdesk.co/docs/authentication


curl --location 
'https://api.rfs.flowdesk.co/api/v1/query/clients/<client_name>/o
settlements?startDate=2025-01-01T00:00:00Z&endDate=2025-01-
31T23:59:59Z' \
--header 'accept: application/json, text/plain, */*' \
--header 'authorization: Bearer XXXX' \
--header 'content-type: application/json'



{
    "data": [
        {
            "id": "ff1cbd61-f949-4f7b-9eb1-53df018ad9ca",
            "customerName": "client_name",
            "status": "CLOSED",
            "trades": [
                "39ca97e8-a674-4ad1-8605-b37a610f4d9f"
            ],
            "transfers": [
                {
                    "externalReferenceId": "ref-001",
                    "executionDate": "2025-01-24T14:25:06Z",
                    "amount": "15465.38",
                    "currency": "USDT",
                    "direction": "OUTGOING",
                    "transferType": "ONCHAIN"
                },
                {
                    "externalReferenceId": "ref-002",
                    "executionDate": "2025-01-24T14:25:06Z",
                    "amount": "0.2",
                    "currency": "BTC",
                    "direction": "INCOMING",
                    "transferType": "ONCHAIN"
                }
            ],
            "createdAt": "2025-01-24T14:25:06.089195638Z",
            "updatedAt": "2025-01-24T14:30:12.123456789Z"
        }
    ]
}

{
    "exp": "token expired"
}
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/api/v1/rfs/clients/<client_name>/rfs-orders



sell buy

limit market

fok ioc

spot



curl -X POST --location 
'https://api.rfs.flowdesk.co/api/v1/rfs/clients/<client_name>/rfs
orders' \
--header 'Content-Type: application/json' \
 --header 'Authorization: Bearer <token_here>' \
--data '{
    "side": "sell",
    "price": "0.4",
    "size": "50",
    "order_type": "limit",
    "time_in_force": "fok",
    "market": {
        "base": "XRP",
        "quote": "USDT",
        "type": "spot"
    }
}'



curl -X POST --location 
'https://api.rfs.flowdesk.co/api/v1/rfs/clients/<client_name>/rfs
orders' \
--header 'Content-Type: application/json' \
 --header 'Authorization: Bearer <token_here>' \
--data '{
    "side": "buy",
    "size": "50",
    "order_type": "market",
    "market": {
        "base": "XRP",
        "quote": "USDT",
        "type": "spot"
    }
}'

{
  "message": {
    "id": "01924d61-8f11-7e22-a742-0635a20676f4",
    "side": "sell",
    "price": "0.5248800000",
    "avg_price": "0.5248800000",
    "size": "50",
    "order_type": "limit",
    "filled_size": "0"
  },
  "code": 201
}



{
  "message": {
    "id": "01924d61-8f11-7e22-a742-0635a20676f4",
    "side": "buy",
    "avg_price": "0.5248800000",
    "size": "50",
    "order_type": "market",
    "filled_size": "50"
  },
  "code": 201
}

{
    "message": "Order not fully executed",
    "code": 400
}

{
    "message": "Order not executed",
    "code": 400
}



{
    "message": "Exposure limit reached",
    "code": 422
}

{
  "message": {
    "time_in_force": [
      {
        "code": "Wrong time_in_force param",
        "message": "Only FOK or IOC are allowed",
        "params": {
          "value": "post_only"
        }
      }
    ]
  },
  "code": 400
}



wss://ws.trading.flowdesk.co

wss://ws.trading.dev.flowdesk.co



 

 

http://localhost:3001/docs/Websocket%20API/User%20Data/orderbook
http://localhost:3001/docs/Websocket%20API/User%20Data/trade




orderbook trades

spot

rfs

{
  "event": "subscribe",
  "data": {
    "channels": [
      {
        "currency1": "<currency1>",
        "currency2": "<currency2>",
        "marketData": "<market_data>",
        "exchangeType": "<exchange_type>",
        "service": "rfs",
        "clientName": "<client_name>"
      }
    ]
  }
}



wscat -c 'wss://ws.trading.flowdesk.co/?jwt=XXXXXXX' -x 
'{"event":"subscribe","data":{"channels":[{"currency1":"
<currency1>","currency2":"<currency2>","marketData":"
<market_data>","exchangeType":"
<exchange_type>","service":"rfs","clientName":"
<client_name>"}]}}' -w 60

{
  "event": "subscribe-ack",
  "data": [
    {
      "requestedChannel": {
        "currency1": "XRP",
        "currency2": "USDT",
        "marketData": "orderbook",
        "exchangeType": "spot",
        "service": "rfs",
        "clientName": "test-name"
      },
      "resolvedChannels": [
        {
          "currency1": "XRP",
          "currency2": "USDT",
          "marketData": "orderbook",
          "exchangeType": "spot",
          "service": "rfs",
          "clientName": "test-name"
        }
      ]
    }
  ]
}



{
  "error": "bad request, could not identify user channels"
}



{
  "event": "snapshot",
  "channel": {
    "currency1": "XRP",
    "currency2": "USDT",
    "marketData": "orderbook",
    "exchangeType": "spot",
    "service": "rfs",
    "clientName": "test-name"
  },
  "data": {
    "asks": [
      [
        "0.64075",
        "8316"
      ],
      [
        "0.64086",
        "27754"
      ]
    ],
    "bids": [
      [
        "0.53667",
        "144165"
      ],
      [
        "0.53658",
        "126887"
      ]
    ]
  }
}



{
  "event": "update",
  "channel": {
    "currency1": "XRP",
    "currency2": "USDT",
    "marketData": "orderbook",
    "exchangeType": "spot",
    "service": "rfs",
    "clientName": "test-name"
  },
  "data": {
    "asks": [
      [
        "0.67705",
        "5417"
      ]
    ],
    "bids": []
  }
}



{
  "event": "subscribe",
  "data": {
    "channels": [
      {
        "currency1": "<currency1>",
        "currency2": "<currency2>",
        "marketData": "<market_data>",
        "channelType": "<channel_type>",
        "exchangeType": "<exchange_type>",
        "service": "rfs",
        "clientName": "<client_name>"
      }
    ]
  }
}



orderbook trades

public

private

private

spot

rfs

wscat -c 'wss://ws.trading.flowdesk.co/?jwt=XXXXXXX' -x 
'{"event":"subscribe","data":{"channels":[{"currency1":"
<currency1>","currency2":"<currency2>","marketData":"
<market_data>","exchangeType":"
<exchange_type>","service":"rfs","clientName":"
<client_name>"}]}}' -w 60



{
  "event": "subscribe-ack",
  "data": [
    {
      "requestedChannel": {
        "currency1": "XRP",
        "currency2": "USDT",
        "marketData": "trades",
        "exchangeType": "public",
        "exchangeType": "spot",
        "service": "rfs",
        "clientName": "test-name"
      },
      "resolvedChannels": [
        {
          "currency1": "XRP",
          "currency2": "USDT",
          "marketData": "trades",
          "exchangeType": "public",
          "exchangeType": "spot",
          "service": "rfs",
          "clientName": "test-name"
        }
      ]
    }
  ]
}

{
  "error": "bad request, could not identify user channels"
}



{
  "event": "update",
  "channel": {
    "service": "rfs",
    "clientName": "test-name",
    "marketData": "trades",
    "channelType": "private",
    "exchangeType": "spot",
    "currency1": "XRP",
    "currency2": "USDT"
  },
  "data": {
    "createdAt": "2024-10-02T14:58:44.000Z",
    "executedAt": "2024-10-02T14:58:44.000Z",
    "internalID": "toto",
    "price": "100",
    "side": "buy",
    "size": "5",
    "source": "flowdesk",
    "type": "taker"
  }
}



{
  "event": "update",
  "channel": {
    "service": "rfs",
    "clientName": "test-name",
    "marketData": "trades",
    "channelType": "public",
    "exchangeType": "spot",
    "currency1": "XRP",
    "currency2": "USDT"
  },
  "data": {
    "createdAt": "2024-10-02T14:58:44.000Z",
    "price": "120",
    "side": "buy",
    "size": "3",
  }
}


