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CrediSync is committed to protecting the confidentiality, integrity, and availability of the information entrusted to our platform. This Information Security Overview describes the administrative, technical, and organizational safeguards implemented to protect data across the CrediSync platform.

Company and Platform
CrediSync is a secure, cloud-based platform designed to help clinicians manage their professional credentials and help healthcare organizations streamline credentialing and onboarding workflows.
The CrediSync platform enables clinicians to maintain a secure digital credential profile while allowing authorized healthcare organizations to verify and review credentials efficiently.
CrediSync is delivered as a Software-as-a-Service (SaaS) platform, accessible through secure web applications and mobile applications.

Security Governance and Risk Management
CrediSync maintains a structured information security program designed to safeguard user data and ensure operational resilience.
Our security governance framework includes:
• Ongoing risk management processes to identify and mitigate potential vulnerabilities
• Security and privacy policies governing access, data handling, and system usage
• Continuous monitoring of platform activity and security events
• Periodic internal reviews of security posture and controls
Security practices are aligned with widely recognized industry standards for cloud-based healthcare technology platforms.

Infrastructure and Hosting Security
CrediSync’s platform infrastructure is hosted within secure cloud environments provided by industry-leading cloud providers.
Key infrastructure protections include:
• Segmented cloud environments designed to isolate application components
• Physical data center security managed by certified cloud providers
• Network firewalls and traffic filtering to prevent unauthorized access
• Distributed infrastructure designed for high availability and resilience
• Continuous monitoring of infrastructure health and system performance
CrediSync does not host production systems within corporate office environments.

Access Management
Access to systems and data within the CrediSync platform is strictly controlled through role-based access mechanisms.
Security controls include:
• Role-based access permissions
• Multi-factor authentication where applicable
• Strong password requirements and credential policies
• Continuous monitoring of administrative access
• Immediate revocation of system access upon termination of employment or engagement
These controls ensure that only authorized individuals can access sensitive systems or information.

Data Protection
CrediSync implements multiple layers of protection to safeguard user data.
These protections include:
• Encryption of data in transit using industry-standard TLS protocols
• Encryption of data at rest using secure encryption standards
• Logical access controls that isolate user records
• Continuous monitoring for unauthorized access attempts
Data is stored securely within encrypted databases and protected storage services.

Application Security
CrediSync follows secure software development practices designed to minimize vulnerabilities.
Application security controls include:
• Secure coding standards and peer review processes
• Segregated development, testing, and production environments
• Automated vulnerability scanning and dependency monitoring
• Continuous deployment and patch management procedures
• Logging and monitoring of application events
Customer data is never used in development or testing environments.

Data Storage and Backup
CrediSync maintains backup and recovery procedures designed to ensure data availability and continuity.
These procedures include:
• Automated daily backups of critical systems
• Encrypted storage of backup data
• Redundant infrastructure for disaster recovery scenarios
• Regular verification of backup integrity and recovery capabilities
These safeguards support system resilience and business continuity.

Data Sharing and Integrations
CrediSync supports integrations with trusted healthcare data sources and verification partners to streamline credential verification processes.
These integrations occur through:
• Secure API connections
• Authenticated and authorized data exchanges
• Encrypted communication channels
CrediSync does not sell personal data or share user information with third parties outside of authorized platform operations.

Privacy Commitment
CrediSync is designed with privacy as a core principle. The platform implements policies and controls to protect personal information and professional credential data.
Data is processed solely for legitimate operational purposes related to credential management and verification.

Incident Response
CrediSync maintains procedures for responding to potential security incidents.
These procedures include:
• Monitoring for unusual or suspicious system activity
• Incident investigation and containment processes
• Notification procedures when appropriate
• Continuous improvement of security safeguards based on incident learnings

Continuous Improvement
Security is an ongoing priority at CrediSync. Our platform and operational practices are continually evaluated and improved to adapt to emerging threats and evolving security standards.

Contact Information
For questions related to CrediSync’s security practices, please contact:
CrediSync, LLC
8530 N Wickham Rd
Suite 112
Melbourne, FL 32940
Email: info@credisync.com

