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Introduction

In disaster epidemiology, time is the most critical resource, but it must not be bought at
the expense of patient privacy. This document outlines how EpiLyra protects highly
vulnerable populations (Ethical Framework) while exponentially increasing the capacity
of public health responses without requiring massive increases in human personnel
(Scalability Strategy).

PART 1: ETHICAL IMPERATIVES & DATA SOVEREIGNTY

EpiLyra operates in environments where the subject population is extremely vulnerable,
and digital data collection poses severe risks of exploitation or privacy breaches.

1. Local Pll Lockdown
EpiLyra enforces strict data sovereignty. All Personally Identifiable Information (PII) is
locked down at the local device level.

2. Zero Centralization of Sensitive Data

To protect against data breaches and ensure confidentiality, there is no centralization
or cloud storage of Pll. The data transmitted to the Al Clarity Engine and the
Epidemiologist Dashboard contains only anonymized syndromic data, timestamps, and
generalized geospatial coordinates.

3. Humanitarian Compliance
EpiLyra’s data handling protocols are designed in strict accordance with the Inter-
Agency Standing Committee (IASC) Operational Guidance on Data Responsibility in



Humanitarian Action, ensuring that digital surveillance does not inadvertently harm
the populations it aims to protect.

PART 2: SCALABILITY & ANTIFRAGILE STRATEGY

Traditional epidemiology scales linearly: more data requires more human
epidemiologists and more laboratories. In a crisis, these resources are unavailable.
EpiLyra introduces Antifragile Surveillance, allowing the public health response to
scale exponentially.

1. Scaling the Field Worker (Zero-Friction Intake)
Community Health Workers (CHWSs) are easily depleted in disaster zones. EpilLyra
scales data collection by removing friction:

o Adaptive Syndromic Branching: Replaces long, static forms with rapid, context-
aware decision trees.

e Multimodal Input: Allows CHWs to use voice notes and images, drastically
reducing the time required per patient and allowing a single worker to process
significantly more data safely.

2. Scaling the Epidemiologist (Al Standardization)

Hours of manual data cleaning and alighment are eliminated. By utilizing a Large
Language Model (LLM) trained on the WHO’s ICD-11 classifications, EpilLyra instantly
standardizes messy field data. This allows a single epidemiologist to oversee a massive
volume of incoming data that would normally require a whole team of data entry clerks
and analysts.

3. Automated Geospatial Alerting

As the volume of data grows, human monitoring becomes impossible. EpilLyra’s Spatial
Anomaly Trigger scales the surveillance effort by continuously monitoring baseline
changes across the entire geospatial radius. It automatically detects variations and
pushes alarms to decision-makers, ensuring that the system's speed and accuracy
actually improve as more data flows through it.



