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Data Processor Agreement ISOPlanner B.V.  
Version 4.0, October 2026 

 
 
Parties 

Name:  
Address:  
Chamber of Commerce number:  
Represented by:  
(hereinafter: "Controller"); 
 
ISOPlanner B.V.,  located at Princenhofpark 20, 3972NG Driebergen-Rijsenburg, The 
Netherlands 
and registered with the Chamber of Commerce under 87175932 and represented by Mr. van 
Duuren (hereinafter "Processor");   
 

  
considering that:  

• Controller and Processor have entered into an agreement on _________ (hereinafter ''the 
Agreement''), for the purpose of providing a SaaS platform designed to help Controller 
streamline their journey toward ISO certification. 

• Controller designates the purposes and means for the processing and to which the conditions 
specified herein apply; 

• the specific personal data that will be processed and the security measures taken are 
described in Attachment A, and the subprocessors engaged by Processor are listed in 
Appendix B.  

• Processor is willing to do so and is also willing to comply with the obligations regarding 
security and other aspects of the General Data Protection Regulation (hereinafter "GDPR"), 
insofar as this is within its control. 

 
and agree on the following:  
 
Article 1.  Purposes of  processing.  
1.1 Processor undertakes to process personal data on behalf of Controller under and in 

connection with the Main Agreement between the Parties dated _________ and under the 
terms of this Data Processor Agreement, including Attachment A, which specifies the 
categories of data, data subjects, and the security measures implemented.  
Processing will only take place within the scope of this Agreement for the purpose of providing 
a Software as a Service (SaaS) solution that enables organizations to plan and manage the 
implementation of ISO standards (hereinafter “the Service”). 

1.2 Processor shall not process the personal data referred to in Article 1.1 for any purpose other 
than as determined by Controller.  

1.3 This Data Processor Agreement does not apply to personal data that Processor processes as a 
controller in its own right, including contact details of Controller’s representatives used for 
contracting, invoicing, support, service communication and customer relationship 
management. Processor processes such data in accordance with its own privacy statement.  

 
Article 2.  Obligations of  Processor  
2.1         With respect to the processing mentioned in Article 1, Processor shall ensure compliance with 



 
 
  

page 2 from 7 

the conditions imposed under the GDPR on the processing of personal data by Processor.  
2.2 Processor shall inform Controller, upon its request and within a reasonable time, of the 

measures taken by it regarding its obligations under this Data Processor Agreement.  
2.3 The obligations of the Processor arising from this Data Processor Agreement also apply to 

those parties that process personal data under the authority of Processor.  
2.4 Processor shall provide reasonable assistance to Controller in ensuring compliance with the 

obligations of Controller under Articles 32 to 36 GDPR, including in respect of security of 
processing, notification of personal data breaches and data protection impact assessments, 
taking into account the nature of the processing and the information available to Processor. 
Processor may charge a reasonable fee for assistance that goes beyond the provision of 
information already available to it. 

 
Article 3 . Transfer of  personal data  
3.1 Processor may process personal data in countries within the European Union. Controller 

additionally authorizes Processor to process personal data in countries outside the European 
Union, provided that it has been determined by the European Commission that this country 
ensures an adequate level of protection or an EC Model Contract has been concluded by 
Processor with the relevant third party outside the European Union.   

3.2 Processor shall not process personal data in countries outside the European Union that have 
not been determined by the European Commission to ensure an adequate level of protection 
or with which an EC Model Contract has been concluded, without the prior written consent o f 
Controller. Processor may attach further conditions to this consent.  

3.3 Appendix B states, for each subprocessor, the location of the processing and, where personal 
data is processed outside the European Economic Area, the transfer mechanism relied upon 
under Chapter V GDPR. 

 
 Article 4.  Div ision of  responsibility   
4.1 Processor is solely responsible for the processing of the personal data under this Data 

Processor Agreement, in accordance with the instructions of Controller and under the express 
(ultimate) responsibility of Controller. For all other processing of personal data, including in 
any case but not limited to the collection of the personal data by Controller, processing for 
purposes not notified by Controller to Processor, processing by third parties and/or for other 
purposes, Processor is not responsible. Responsibility for these processing operations rests 
solely with Controller.  

4.2         With respect to Processor's liability, the limitation of liability shall apply to this Data Processor 
Agreement as contained in Processor's general terms of service. However, nothing in this 
Agreement limits or excludes Processor’s liability under Article 82 GDPR for damages resulting 
from a culpable breach of this Data Processor Agreement or applicable data-protection law. 

 
Article 5.  Engaging third parties or subcontractors  
5.1. Controller hereby authorizes Processor to engage the subprocessors listed in Appendix B in 

the processing of personal data under this Data Processor Agreement. Appendix B states, for 
each subprocessor, the service provided and the location of the processing, and is maintained 
by Processor at https://isoplanner.app/gdpr.  

5.2. Processor shall notify Controller of any intended addition or replacement of a subprocessor at 
least thirty (30) days in advance, by email to the contact address designated by Controller.   

5.3. Controller may object to such addition or replacement on reasonable data protection or 
information security grounds within the notice period referred to in Article 5.2. If Controller 
objects, the Parties shall consult in good faith in order to reach a solution. If no solution is 
reached within thirty (30) days of the objection, Controller may terminate the part of the 
Service affected by the change, without penalty and with a pro rata refund of any fees paid in 
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advance for that part. 
5.4. Processor shall impose on each subprocessor, by written agreement, data protection 

obligations that are no less protective than those set out in this Data Processor Agreement, 
and shall remain fully liable to Controller for the performance of each subprocessor’s 
obligations. 

5.5. Where Controller connects a third-party service of its own choosing to the Service, including 
through an API or an MCP connection, that third party is engaged by Controller and is not a 
subprocessor of Processor. Processor is not responsible for the processing carried out by such 
a third party. This provision does not apply to the AI functionality that Processor offers as part 
of the Service, which is listed in Appendix B. 

 
Article 6.  Security  
6.1 Processor shall implement appropriate technical and organizational measures with respect to 

the personal data processing against loss or against any form of unlawful processing (such as 
unauthorized access, impairment, modification or disclosure of the personal data).  

6.2  Processor shall ensure that the security meets a level that is appropriate to the risk and in 
accordance with the state of the art, taking into account the sensitivity of the personal data 
and the costs associated with implementing security measures.  

 
Article 7.  Duty to report  
7.1.        In the event of  a security breach and/or a personal data breach (which is defined as: a breach 

of security leading to the accidental or unlawful destruction, loss, alteration, unauthorised 
disclosure of, or access to, personal data transmitted, stored or otherwise processed), 
Processor shall inform Controller without undue delay and in any event within twenty -four 
(24) hours after Processor becomes aware of the breach, as a result of which Controller will 
assess whether or not to inform the supervisory authorities and/or data subjects. The 
information provided shall be complete, correct and accurate. Where and in so far as it is not 
possible to provide all information at the same time, the information may be provided in 
phases without further undue delay.  

7.2. Processor shall ensure compliance with any (statutory) reporting obligations. If required by 
law and/or regulations, Processor shall cooperate in informing the relevant authorities and 
any data subjects.  

7.3. The duty to report includes, at a minimum, reporting the fact that a leak has occurred, as well 
as: 

• the date the leak occurred (if no exact date is known: the period during which the leak 
occurred); 

• what is the (alleged) cause of the leak; 

• the date and time when the leak became known to Processor or any third party or 
subcontractor engaged by it; 

• the number of individuals whose data was leaked (if an exact number is not known: the 
minimum and maximum number of individuals whose data was leaked);  

• a description of the group of individuals whose data were leaked, including the type or 
types of personal data leaked; 

• whether the data has been encrypted, hashed or otherwise made unintelligible or 
inaccessible to unauthorized persons; 

• What measures are planned and/or have already been taken to plug the leak and to 
mitigate its effects; 

• contact information for following up on the report.  
 
Article 8.  Rights of  data subjects.  
8.1.        In the event that a data subject makes a request to Processor to exercise his/her legal rights, 
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Processor shall forward the request to Controller without undue delay and in any event within 
24 hours after receipt, and notify the data subject. Controller will then continue to handle the 
request independently. If it turns out that Controller requires assistance from Processor to 
fulfill a data subject's request, Processor may charge a reasonable fee for this.  

 
Article 9.  Duty of  conf identiality  
9.1. All personal data that Processor receives from Controller and/or collects itself in the context of 

this Data Processor Agreement is subject to a duty of confidentiality towards third parties.  
9.2. This obligation of confidentiality does not apply to the extent that Controller has given express 

consent to provide the information to third parties or if the provision of the information to 
third parties is logically necessary given the nature of the assignment provided under the 
performance of this Data Processor Agreement, or if there is a legal obligation to provide the 
information to a third party. 

9.3. Processor shall ensure that persons authorised to process personal data are subject to an 
appropriate duty of confidentiality. 

 
Article 10.  Audit  
10.1. Controller shall have the right to verify Processor’s compliance with this Data Processor 

Agreement. Processor shall cooperate and shall make available the documentation reasonably 
necessary to demonstrate such compliance. 

10.2. Processor shall primarily demonstrate compliance by providing its ISO 27001 certificate, the 
most recent audit report drawn up in that context and a summary of the most recent 
penetration test. An audit by an independent IT expert bound by confidentiality shall 
additionally be justified where (a) an audit is required by law or by a supervisory authority, (b) 
Processor has notified a personal data breach affecting personal data of Controller, or (c) the 
documentation referred to in the first sentence is demonstrably insufficient to establish 
compliance, including where Controller has reasonable grounds, substantiated in writing, to 
believe that Processor is not complying with this Data Processor Agreement or applicable data 
protection legislation. Such an audit shall take place at most once per calendar year, with at 
least thirty (30) days’ prior written notice, and shall be carried out by an auditor who is not a 
competitor of Processor.  

10.3. Processor shall cooperate with the audit and make available all information reasonably 
relevant to the audit, including supporting data such as system logs within a reasonable period 
of time. Controller shall ensure that the audit causes the least possible business disruption to 
Processor's other operations.  

10.4. The findings as a result of the audit conducted will be reviewed by the Parties in mutual 
consultation and, as a result, may or may not be implemented by either or both Parties jointly.  

10.5. The costs for the audit shall be borne by Controller. 
 
Article 11.  Duration and termination  
11.1  This Data Processor Agreement is entered into for the duration as stipulated in the Agreement 

between the Parties and in the absence thereof, in any case for the duration of the 
cooperation.  

11.2  The parties may amend this Data Processor Agreement only by mutual 
written consent.  

11.3       After the end of the provision of the services relating to processing, Processor shall, at 
Controller’s choice, delete or return all personal data received from Controller and delete 
existing copies, within sixty (60) days, unless applicable law requires storage of the personal 
data. Where Controller requests the return of the personal data, Processor shall provide it in a 
structured, commonly used and machine-readable format before deletion. Processor shall 
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confirm the deletion in writing upon request. Personal data contained in backups shall be 
deleted in accordance with Processor’s regular backup rotation.  

 
Article 12.  Other provisions  
12.1      The Data Processor Agreement and its performance shall be governed by Dutch law.  
12.2.     All disputes, which may arise between the Parties in connection with the Data Processing 

Agreement, shall be submitted to the competent court in the district of the court that also has 
jurisdiction to adjudicate in the context of the Agreement.  

12.3 If one or more provisions of the Data Processing Agreement prove not to be legally valid , the 
remaining provisions of the Processing Agreement will remain in force.  

12.4 If the privacy legislation changes, the Parties will cooperate to adapt this Data Processor 
Agreement in order to (continue to) comply with this legislation.  

12.5.     In case of conflict between different documents or their annexes, the following order of 
precedence shall apply: 

a. the Agreement; 
b. this Data Processor Agreement; 
c. the general terms of service of Processor; 
d. any additional conditions.  

 
 
Thus agreed and signed,  
 
 
 
Controller                          Processor 
 
 
_____/_____/___________                               _____/_____/___________  
Date                        Date  
 
 
      Ivar van Duuren 
______________________              ______________________ 
Name         Name  
 
 

 
 
______________________             ______________________ 
Signature     Signature             
 

Attachment A 
 
 
Personal data 
The following personal data will be processed: 
 
User Data: 
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• Name (first name, last name) 
• Email address 
• Business email address 
• Username 

 
System-related Data:  

• Login details 
• Audit logs 

 
Security Measures  
We have implemented the following security measures: 
 
Hosting & Infrastructure:  

• Hosting on Microsoft Azure with ISO 27001 certification 
• All data is stored within the EU 
• Regular security updates and patches 

Access Security:  
• Multi-Factor Authentication (MFA) 
• Role-based access control 
• Strong password policies 

Data Security:  
• Encryption of data in transit and at rest 
• Regular backups 
• Privacy by design principles 

Operational Security:  
• Regular security audits 
• Incident response procedures 
• Monitoring and logging 

 
These measures are regularly evaluated and updated as needed in accordance with our security 
policies. 
 
Retention: the personal data is processed for the duration of the Agreement and is deleted or 
returned after the end of the Agreement in accordance with Article 11.3.  
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Appendix B 
 
Subprocessors  
 
Processor engages the subprocessors listed below in the processing of personal data under this Data 
Processor Agreement. These are the only parties that process personal data held within the Service. 
The up-to-date list is published and maintained by Processor at https://isoplanner.app/gdpr. The table 
below reflects that list as at the date of signing of this Data Processor Agreement. Any addition or 
replacement of a subprocessor is subject to Articles 5.2 and 5.3.  
 

Subprocessor Service Location of  
processing 

Transfer mechanism 

Microsoft Azure hosting of the Service, 
Azure AI services (AI Assist), 
monitoring, logging, backup and 
Microsoft 365 for service 
communication 

European Union Not applicable 

PostHog Product analytics within the 
Service, configured without 
personal data 

European Union 
(EU Cloud, 
Frankfurt) 

Not applicable 

 
Processing by a subprocessor outside the European Economic Area takes place only on the basis of the 
transfer mechanism stated in the table above. Processor shall make the relevant Standard Contractual 
Clauses or evidence of certification available to Controller on request. 
 
Other service providers engaged by Processor  
 
Processor also engages service providers for its own business operations, such as invoicing, payment 
processing, customer relationship management, support, proposals and scheduling. These providers 
do not process personal data held within the Service and are therefore not subprocessors under this 
Data Processor Agreement. Where they process contact details of Controller’s representatives, 
Processor does so as a controller in its own right, as described in Article 1.3. An overview is published 
at https://isoplanner.app/gdpr. 
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