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	 DPA Setup Page
for Bonterms Data Protection Addendum (DPA)

	By agreeing to this DPA Setup Page, Customer and Provider enter into the Bonterms Data Protection Addendum (“DPA”) (Version 1.0) (available at https://bonterms.com/forms/data-protection-addendum-v1/) by this reference. The DPA includes the contents of this DPA Setup Page, including the Key Terms, Schedules and any Additional Terms set forth below. Capitalized terms not defined in this DPA Setup Page have the meanings given in the Bonterms Data Protection Addendum. 



	Key Terms

	Agreement
	This DPA is an Attachment to the Agreement between Customer and Provider identified below:

	
	GrowthBook Customer Agreement located at https://www.growthbook.io/legal (the “Agreement”)

	
	For the avoidance of doubt, the Bonterms Cloud Terms are not incorporated or applicable in any manner.

	DPA Effective Date 
	Effective Date of the Agreement

	Subprocessor List
	https://www.growthbook.io/subprocessors



	Schedules (attach)

	The following Schedules are incorporated into this DPA:

	Schedule 1: Subject Matter and Details of Processing
	Attached

	Schedule 2: Technical and Organizational Measures
	Attached

	Schedule 3: Cross-Border Transfer Mechanisms 
	Attached

	Schedule 4: Region-Specific Terms
	Attached







Schedule 1: Subject Matter and Details of Processing
Customer / ‘Data Exporter’ Details 
	[bookmark: _heading=h.3tbugp1]Name:
	Customer Name as provided by Customer in account setup

	Contact details for data protection:
	Customer Representative Contact Information as provided by Customer in account setup

	Main address:
	Customer Address as provided by Customer in account setup

	[bookmark: _heading=h.28h4qwu]Customer activities:
	Receiving and using GrowthBook Services

	[bookmark: _heading=h.nmf14n]Role: 
	[bookmark: _heading=h.37m2jsg]Controller



Provider / ‘Data Importer’ Details
	Name:
	GrowthBook, Inc. 

	Contact details for data protection:
	Jeremy Dorn, CTO, dpo@growthbook.io 

	Main address:
	1950 W Corporate Way # 34560, Anaheim, CA 92801

	Provider activities:
	The “Services” as described in the Agreement.

	[bookmark: _heading=h.1mrcu09]Role: 
	[bookmark: _heading=h.46r0co2]Processor 



Details of Processing
	[bookmark: _heading=h.2lwamvv]Categories of Data Subjects:
	Any individual accessing and/or using the Services through the Customer's account ("Users"); and any individual whose information is stored on or collected via the Services.

	[bookmark: _heading=h.111kx3o]Categories of Customer Personal Data:
	Provider processes data provided by Customer (including any Personal Data Customer collects from its end users and processes through its use of the Services) or collected by Provider in order to provide the Services or as otherwise set forth in the Agreement or this Addendum. Provider does not request or require Personal Data in order to provide the Services.  Any Personal Data shared with Provider is done at Customer’s discretion and Customer is responsible for ensuring it: 1) has obtained all necessary consents to share such Personal Data and 2) does not unnecessarily provide Provider with such Personal Data.  As such, Categories of Personal Data could potentially include identification and contact data (name, address, title, contact details, username); financial information (credit card details, account details, payment information); employment details (employer, job title, geographic location, area of responsibility) or any additional Personal Data provided by Customer. 

	[bookmark: bookmark=id.3l18frh][bookmark: _heading=h.206ipza]Sensitive Categories of Data and additional associated restrictions/safeguards:
	None.

	Frequency of transfer:
	To the extent required for Provider to provide the Services and for the parties to perform its respective obligations under the Agreement and Addendum

	[bookmark: _heading=h.4k668n3]Nature and Purpose of the Processing:
	Provider will process Customer’s Personal Data as necessary to provide the Services under the Agreement, for the purposes specified in the Agreement and this Addendum, and in accordance with Customer’s instructions as set forth in this Addendum.

	Duration of Processing / retention period:
	To the extent required for Provider to provide the Services and for the parties to perform its respective obligations under the Agreement and Addendum

	[bookmark: _heading=h.2zbgiuw]Transfers to Subprocessors:
	https://www.growthbook.io/subprocessors



Schedule 2: Technical and Organizational Measures 
The technical and organizational measures (TOMs) provided below apply to all standard service offerings provided by Provider. Evidence of the following measures implemented and maintained by Provider, including extracts from reports, may be requested in writing.

Document Management
Provider will validate that necessary documentation is in place between Provider and Client where Provider processes Personal Data covered by GDPR. In case of a change to the Services, any change to the processing of Personal Data will be reviewed to determine any impact on required TOMs and other contract exhibits. Where applicable, sub-processors will be identified for Client approval with periodic review to validate ongoing adherence to the agreed upon TOMs.

Provider will create and maintain the following security and privacy documentation as well as store them in a central repository with restricted access control:
a. Data Protection and Security Addendum (DPA)
b. Technical and Organizational Measures (TOMs)
c. Non-disclosure Agreement (NDA) (as required)
d. Sub-processor Agreement (as required)
e. Additional security and privacy documents as required.

Security Incidents
Provider will maintain an incident response plan and follow documented incident response policies including data breach notification to Data Controller without undue delay where a breach is known or reasonably suspected to affect Client Personal Data.

Risk Management
Provider will assess risks related to processing of Client Personal Data and create an action plan to mitigate identified risks.

Security Policies
Provider will maintain and follow security policies and practices that are integral to Provider’s business and mandatory for all Provider employees, including supplemental personnel. Security policies will be reviewed periodically and Provider shall amend such policies as deems reasonable to maintain protection of Services and Client Personal Data.

Provider will maintain an inventory of Client Personal Data reflecting the instructions set out in the DPA, including disposal instructions upon contract termination. Computing environments with resources containing Client Personal Data will be logged and monitored.

Provider employees will complete security and privacy education annually and certify each year that they will comply with Provider’s ethical business conduct, confidentiality, and security policies. Additional policy and process training will be provided to persons granted administrative access to security components that is specific to their role within Provider’s operation and support of the service, and as required to maintain compliance and certifications.

User Access Management
Provider will maintain proper controls for requesting, approving, granting, modifying, revoking and revalidating user access to systems and applications containing Client Personal Data. Only employees with a clear business need will be granted access to Client Personal Data located on servers, within applications, databases and/or ability to download data within Provider’s network. All access requests will be approved based on individual role-based access and reviewed on a regular basis for continued business need. All systems must meet Provider security standards and employ security configurations and security hygiene practices to protect against unauthorized access.

System and Network Security
Provider will employ encrypted and authenticated remote connectivity to Provider’s computing environments.

Provider will implement network security measures to support the security and availability of computing environments, including, as applicable, firewalls, remote access control via virtual private networks or remote access solutions, network segmentation, and detection of unauthorized or malicious network activity via security logging and monitoring.

Provider will maintain defined, documented and annually validated business continuity and disaster recovery plans consistent with industry standard practices. 

Controls and Validation
Provider will maintain policies and procedures designed to manage risks associated with the application of changes to the Services. Prior to implementation, changes to systems, networks and underlying components, will be documented in a registered change request that includes a description and reason for the change, implementation details and schedule, rollback plan, and documented approval by authorized personnel.

Media Handling
Provider does not use or accept any  portable storage media. 

Provider will securely sanitize physical storage media intended for reuse prior to such reuse and will destroy physical storage media not intended for reuse.

Workstation Protection
Provider will implement protections on end-user devices and monitor those devices to be in compliance with the security standard requiring hard drive passwords, screen saver, antivirus software, firewall software, unauthenticated file sharing, hard disk encryption and appropriate patch levels. Controls are implemented to detect and remediate workstation compliance deviations. 
Privacy by Design
Provider will incorporate Privacy by Design principles for Services and enhancements at the earliest stage of development as well as educate all employees on security and privacy annually.

Threat and Vulnerability Management
Provider will maintain measures meant to identify, manage, mitigate and/or remediate vulnerabilities within the Provider computing environments. Security measures include: 

· Code quality audits
· Code reviews/Patch management
· Anti-virus / anti-malware
· Threat notification advisories
· Vulnerability scanning (all internal systems) and periodic penetration testing (Internet facing systems) 


Schedule 3: Cross-Border Transfer Mechanisms
1. Definitions. Capitalized terms not defined in this Schedule are defined in the DPA.
1.1. “EU Standard Contractual Clauses” or “EU SCCs” means the Standard Contractual Clauses approved by the European Commission in decision 2021/914.
1.2. “UK International Data Transfer Agreement” means the International Data Transfer Addendum to the EU Commission Standard Contractual Clauses issued by the UK Information Commissioner, Version B1.0, in force as of March 21, 2022.
1.3. In addition:

	“Designated EU Governing Law” means:
	Ireland

	“Designated EU Member State” means:
	Ireland



2. EU Transfers. Where Customer Personal Data is protected by EU GDPR and is subject to a Restricted Transfer, the following applies:
2.1. The EU SCCs are hereby incorporated by reference as follows:
(a) Module 2 (Controller to Processor) applies where Customer is a Controller of Customer Personal Data and Provider is a Processor of Customer Personal Data;
(b) Module 3 (Processor to Processor) applies where Customer is a Processor of Customer Personal Data (on behalf of a third-party Controller) and Provider is a Processor of Customer Personal Data;
(c) Customer is the "data exporter" and Provider is the "data importer"; and
(d) by entering into this DPA, each party is deemed to have signed the EU SCCs (including their Annexes) as of the DPA Effective Date.  
2.2. For each Module, where applicable the following applies:
(a) the optional docking clause in Clause 7 does not apply;
(b) in Clause 9, Option 2 will apply, the minimum time period for prior notice of Subprocessor changes shall be as set out in Section 4.3 of this DPA, and Provider shall fulfill its notification obligations by notifying Customer of any Subprocessor changes in accordance with Section 4.3 of this DPA;
(c) in Clause 11, the optional language does not apply;
(d) in Clause 13, all square brackets are removed with the text remaining;
(e) in Clause 17, Option 1 will apply, and the EU SCCs will be governed by Designated EU Governing Law;
(f) in Clause 18(b), disputes will be resolved before the courts of the Designated EU Member State;
(g)  Schedule 1 (Subject Matter and Details of Processing) to this DPA contains the information required in Annex 1 of the EU SCCs; and
(h) Schedule 2 (Technical and Organizational Measures) to this DPA contains the information required in Annex 2 of the EU SCCs.
2.3. Where context permits and requires, any reference in this DPA to the EU SCCs shall be read as a reference to the EU SCCs as modified in the manner set forth in this Section 2.  


3. Swiss Transfers. Where Customer Personal Data is protected by the FADP and is subject to a Restricted Transfer, the following applies:
3.1. The EU SCCs apply as set forth in Section 2 (EU Transfers) of this Schedule 3 with the following modifications:
(a) in Clause 13, the competent supervisory authority shall be the Swiss Federal Data Protection and Information Commissioner;
(b) in Clause 17 (Option 1), the EU SCCs will be governed by the laws of Switzerland;
(c) in Clause 18(b), disputes will be resolved before the courts of Switzerland;
(d) the term Member State must not be interpreted in such a way as to exclude Data Subjects in Switzerland from enforcing their rights in their place of habitual residence in accordance with Clause 18(c); and
(e) all references to the EU GDPR in this DPA are also deemed to refer to the FADP.

4. UK Transfers. Where Customer Personal Data is protected by the UK GDPR and is subject to a Restricted Transfer, the following applies:
4.1. The EU SCCs apply as set forth in Section 2 (EU Transfers) of this Schedule 3 with the following modifications:
(a) each party shall be deemed to have signed the “UK Addendum to the EU Standard Contractual Clauses” (“UK Addendum”) issued by the Information Commissioner’s Office under section 119 (A) of the Data Protection Act 2018;
(b) the EU SCCs shall be deemed amended as specified by the UK Addendum in respect of the transfer of Customer Personal Data; 
(c) in Table 1 of the UK Addendum, the parties’ key contact information is located in Schedule 1 (Subject Matter and Details of Processing) to this DPA;
(d) in Table 2 of the UK Addendum, information about the version of the EU SCCs, modules and selected clauses which this UK Addendum is appended to are located above in this Schedule 3;
(e) in Table 3 of the UK Addendum:
(i) the list of parties is located in Schedule 1 (Subject Matter and Details of Processing) to this DPA;
(ii) the description of transfer is located in Schedule 1 (Subject Matter and Details of Processing) to this DPA;
(iii) Annex II is located in Schedule 2 (Technical and Organizational Measures) to this DPA; and
(iv) the list of Subprocessors is located in Schedule 1 (Subject Matter and Details of Processing) to this DPA. 
(f) in Table 4 of the UK Addendum, both the Importer and the Exporter may end the UK Addendum in accordance with its terms (and the respective box for each is deemed checked); and
(g) in Part 2: Part 2 - Mandatory Clauses of the Approved Addendum, being the template Addendum B.1.0 issued by the ICO and laid before Parliament in accordance with section 119 (A) of the Data Protection Act 2018 on 2 February 2022, as it is revised under section ‎‎18 of those Mandatory Clauses. 


Schedule 4: Region-Specific Terms
A. CALIFORNIA

1. Definitions. CCPA and other capitalized terms not defined in this Schedule are defined in the DPA.
1.1. “business purpose”, “commercial purpose”, “personal information”, “sell”, “service provider” and “share” have the meanings given in the CCPA.
1.2. The definition of “Data Subject” includes “consumer” as defined under the CCPA.
1.3. The definition of “Controller” includes “business” as defined under the CCPA.
1.4. The definition of “Processor” includes “service provider” as defined under the CCPA.
2. Obligations. 
2.1. Customer is providing the Customer Personal Data to Provider under the Agreement for the limited and specific business purposes of providing the Cloud Service as described in Schedule 1 (Subject Matter and Details of Processing) to this DPA and otherwise performing under the Agreement. 
2.2. Provider will comply with its applicable obligations under the CCPA and provide the same level of privacy protection to Customer Personal Data as is required by the CCPA.
2.3. Provider acknowledges that Customer has the right to: (i) take reasonable and appropriate steps under Section 9 (Audits) of this DPA to help to ensure that Provider’s use of Customer Personal Data is consistent with Customer’s obligations under the CCPA, (ii) receive from Provider notice and assistance under Section 7 (Data Subject Requests) of this DPA regarding consumers’ requests to exercise rights under the CCPA and (iii) upon notice, take reasonable and appropriate steps to stop and remediate unauthorized use of Customer Personal Data. 
2.4. Provider will notify Customer promptly after it makes a determination that it can no longer meet its obligations under the CCPA.
2.5. Provider will not retain, use or disclose Customer Personal Data: (i) for any purpose, including a commercial purpose, other than the business purposes described in Section 2.1 of this Section A (California) of Schedule 4 or (ii) outside of the direct business relationship between Provider with Customer, except, in either case, where and to the extent permitted by the CCPA. 
2.6. Provider will not sell or share Customer Personal Data received under the Agreement.
2.7. Provider will not combine Customer Personal Data with other personal information except to the extent a service provider is permitted to do so by the CCPA. 
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