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Welcome to iceVerify 
 

As email and web-based communications become more common in today’s business 

world, many call centers are evolving into contact centers. Contact centers manage 

interactions across multiple channels, including telephone, email, and web-based 

communications such as live chat. 

ice is a powerful contact center solution that allows for the integrated handling of 

contacts (calls, email messages, chat requests, etc.) that are directed to your contact 

center. 

iceVerify is a multi-factor authentication (MFA) solution designed to strengthen security 

in contact centers. It allows agents to authenticate customers using a one-time 

verification code sent via email or SMS.  

iceVerify supports both CRM-integrated and non-CRM integrated ice implementations.  

iceVerify can integrate with your existing CRM system to retrieve the customer’s phone 

number and/or email address, or allows for the agent to search within the CRM for the 

customer’s details. Without a CRM integration, agents can use iceVerify to manually 

confirm the caller’s access to their phone number or email address during an 

interaction. 

 

Getting started 

 

To access iceVerify, you must first log onto iceManager. 

iceManager is a web-based application and can be used on any computer that is 

running a web browser. To sign in, you must provide a user ID and password. Contact 

your administrator if you do not have this information. 
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To sign into iceManager 

 

1. Open your web browser and go to your iceManager site. 

 

  

 

2. In the ‘Username’ field, enter your four-digit user ID. 

3. In the ‘Password’ field, enter your password. 

4. If you wish to view iceManager in a language other than English, click the drop-

down and select the language of choice.  

5. Select the ‘Remember Me’ check box if you want your Username to be pre-

populated the next time you go to the Sign In page 

 

Note: this option is not recommended for shared computers.  
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6. Click Sign In. 

7. Once you have signed in, you will see the home page.  

Below is a screenshot of a sample home page.  

 

 

 

8. Click on the iceVerify tab in the Navigation Panel. 
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Single Sign-On 

 

If your organization has enabled Single Sign-On for iceManager, you will be able to sign 

in using your Windows credentials.  

 

Note: To enable Single Sign-On, it must be configured using Active Directory in 

iceAdministrator. For further information on how to enable Single Sign-On, please refer 

to the iceAdministrator User Manual.  

 

Signing In with Single Sign-On 

 

Once Single Sign-On is properly configured, launch the iceManager website, and 

click Use Windows Credentials button rather than manually entering your 

username and password. 
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1. When you click OK, the Single Sign-On dialog box will appear. 

  

Note: If you wish to skip this step for future logins, check the box for Remember 

Me. This way, you will not have to enter your user ID each time you sign in. 

  

2. To sign in with this method, you will use the same credentials that you use to 

log on to your computer or your company email. Enter your username and 

password in the appropriate fields. 

  

Note: This dialog box may look different, depending on the way your 

administrator has configured the system. 
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Using iceVerify 

 

To use iceVerify, you must have access to both iceManager, and iceBar for Desktop or 

iceBar for web. As iceVerify allows agents to authenticate users during interactions, 

agents must be actively handling a call or chat through iceBar to use the tool. For more 

information on contact handling, please refer to the iceBar for Desktop User Manual. 

iceVerify is supported for customers both with and without CRM integration. For 

customers with a CRM, iceVerify integrates with your existing CRM system to retrieve 

the customer’s phone number, and/or email address. For customers without a CRM 

integration, iceVerify allows agents to confirm the caller’s phone number or email 

address while handling a contact. 

The next section will provide the steps agents can use to authenticate a customer’s 

details through iceVerify, for environments with and without a CRM integration.   

 

iceVerify with a CRM Integration 

 

Follow the steps below to authenticate a caller or chat customer through iceVerify. 

1. Ensure that you are actively handling a call or a chat contact through iceBar for 

Desktop or iceBar for Web. iceVerify will not populate with the required 

information if you are not currently handling a supported contact. 

2. Launch iceVerify from the iceManager Navigation Panel. 
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3. If you are handling a single contact, open the drop-down menu. The page will 

refresh and the Contact ID field will populate with the contact ID of your contact. 

Note: If you are handling multiple contacts through Multi-Contact Handling, 

select the appropriate contact ID from the drop-down list. 

4. If there is a match in the CRM, the available contact information associated with 

the customer will populate the corresponding fields in iceVerify. 
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5. If the details returned are incorrect, or if no match is found in the CRM, click the 

Clear Contact Details button to remove the information. You may then manually 

input the email or phone number provided by the customer.  

  

When you are ready to search, click the Search in CRM button. 
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6. Once you have confirmed that the correct customer has been identified, send the 

verification code using the customer’s preferred method. Click Email Verification 

Code to send by email, or SMS Verification Code to send by text message. 

 

 

7. A message will appear to indicate that the verification code has been successfully 

sent to the customer. 
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8. Once the code has been sent to the customer, they will need to share the code 

they received with you to complete the verification process. 

9. Enter the customer’s code in the Verification Code field and click Verify. If the 

code is correct, you will see the “Verification successful” message. 
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10. The results of the verification will be stored in a contact insights field in Journal. 

For more information, refer to Verification Results. 

 

iceVerify without a CRM integration 

 

1. Ensure that you are actively handling a call or a chat contact through iceBar for 

Desktop or iceBar for Web. iceVerify will not populate the Contact ID if you are 

not handling a contact. 

2. Launch iceVerify from the tab in the iceManager Navigation Panel. 
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3. If you are handling a single contact, open the drop-down menu. The page will 

refresh, and the Contact ID field will populate with the contact ID of your contact. 

Note: If you are handling multiple contacts through Multi-Contact Handling, 

select the appropriate contact ID from the drop-down list. 

4. Enter the email or phone number provided by the customer in the appropriate 

field. 

 

5. Send the verification code using the customer’s preferred method of 

communication. Click Email Verification Code to send by email, or SMS 
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Verification Code to send by text message. 

 

 

 

6. You will see a message to indicate that the code has been successfully sent to the 

customer. 

 

7. Once the code has been sent to the customer, they will need to share the code 

they received with you to complete the verification process. 

8. Enter the customer’s code in the Verification Code field and click Verify. If the 

code is correct, you will see the “Verification successful” message. 

 

9. The results of the verification will be stored in a contact insights field in Journal. 

For more information, refer to Verification Results. 

 



 

     
 

 

 

18 
   

Common Error Messages 

 

Please only fill out email or phone number to search 

 

When searching in the CRM, enter either the email or phone number. If you enter both 

the email and the phone number, you will see the following error message: 

 

Please remove one of the values, and click the Search in CRM button again. 

 

Error verifying code please try again 

 

If the code provided by the customer is incorrect, you will see the following error 

message: 

 

Confirm that the customer provided the correct code, and try again. 

 

Verification Results 

 

The verification results are stored in a new Contact Insights field: “VerifyStatus”. This 

information is available in the Journal tool in iceManager.  
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To access Journal, click on the Journal tab in the Navigation Panel. 

 

 

To view verification results for a specific contact, search for the contact in Journal. Use 

the available filters to search for the contact by handling queue, handling user, and date 

range.  

Additionally, you can use the Contact Insights filter to search for contacts with a specific 

value in the VerifyStatus field. 
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The following screenshots provide examples of contacts in journal that have completed 

the verification process. 

 

The first screenshot shows a contact that has been successfully verified. The VerifyStatus 

value shows that the customer’s contact details were inputted manually by the agent as 

indicated by the Agent overwritten value. This value is followed by the phone number or 

email address entered, and confirmation that the verification was successful. 

 

 

 

The second screenshot shows a contact that has not been verified. The VerifyStatus 

value is Unconfirmed. 
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The third screenshot shows a contact that has been verified through CRM search. The 

value shows the customer’s name, GUID, and verification status. 
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