O SOTERIA

SPECIALIST CYBER SECURITY AND DIGITAL CONSULTANCY

Our Services

Helping Defence, Government, Critical National Infrastructure and
regulated industry secure their systems, shape their architectures
and transform with confidence.
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WHO WE ARE

Specialist cyber security
and digital consultancy.

Digital systems are too complex and the stakes too high for security and delivery to sit apart.
Soteria brings cyber security and digital consultancy together as one team, building systems
secure by design and delivered with confidence.

OUR SERVICES AT A GLANCE

Security embedded across the full lifecycle, from

01 r Design _ P
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. On-demand cyber leadership aligned to risk,
02 CISO as a Service Y : Palg Page 3
governance and regulation.
. . Contextualised risk management and certification
03 Risk & Compliance : g Page 4
across leading frameworks.
04 Security Training & Targeted training to strengthen awareness and Page
Awareness resilience. g
05 Al Security Adopt Al securely whilst managing emerging risks. Page 5
: : Security designed into your systems from the ground
06 Security Architecture up Y g Y y g Page 5
.. . Expert end-to-end delivery of secure, compliant
0/  Digital Delivery i Y P Page 6
digital systems.
- . Secure modernisation across cloud, automation and
08 Digital Transformation . Page 6
emerging tech.
09 Cryptography Robust cryptography and post-quantum readiness. Page7

We provide security-cleared consultants with hands-on experience
delivering cyber security and digital outcomes, with the certifications to
prove it.

Cyber. Digital. Done as one. soteria.uk - contact@soteria.uk - +44 (0)7769 264 693
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01 Secure by Design

Security designed in, not bolted on.

We embed security across your capability lifecycle, from strategy and design through
development, deployment, operation and disposal. We align your work to the frameworks
that apply to your sector, from JSP 440 and Def Stan 05-138 to NCSC CAF, IEC 62443 and
ISO 27001.

WHAT WE DELIVER

® Security strategy and requirements m Secure design and architecture

Threat modelling and risk assessment Vendor and supply chain security

Independent security assurance Compliance and regulatory support

5 control selection using national and
international standards and policies

Security testing coordination

v Understood cyber risk v Regulatory compliance v No costly retrofits

02 CISO as a Service

Senior security leadership, without the full-time overhead.

Experienced security leaders who integrate into your organisation to set strategy, engage
the board and govern risk. Ideal if you are growing without dedicated security leadership,
between CISOs, or need specialist support alongside an existing team.

WHAT WE DELIVER

® Security strategy and roadmap Board and executive engagement

Security governance and oversight ® Risk management and appetite setting

Regulatory and compliance oversight Security programme management

Incident escalation and crisis support Stakeholder and supplier management

o Risk direction when you

+ Board confidence v/ Faster security maturity e

Cyber. Digital. Done as one. soteria.uk - contact@soteria.uk - +44 (0)7769 264 693
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03 Risk & Compliance

Turn compliance into confidence.

We translate complex regulation into practical, defensible controls and help you demonstrate
them to regulators, auditors and customers. Whether you are pursuing certification,
preparing for audit or building risk capability, we keep the effort proportionate.

WHAT WE DELIVER

Contextualised risk assessment

Compliance programme design

. Cyber Essentials and Cyber Essentials Plus
support

ISO 27001 certification support

NIS and sector-specific compliance Audit and assurance support

Governance and policy development Ongoing compliance management

Reduced compliance

v Audit-ready compliance v/ Certification achieved
burden

04 Security Training & Awareness

Turn your workforce into your strongest defence.

Most security incidents involve human error. We deliver practical, scenario-based
programmes tailored to your organisation and roles, designed to change behaviour rather
than tick a compliance box.

WHAT WE DELIVER

Security awareness programmes Role-based training

Simulated phishing campaigns Compliance training delivery

Security champion programmes ® Executive and board briefings

Incident response awareness Ongoing awareness campaigns

v/ Reduced human error v Faster threat reporting v/ Measurable improvement

Cyber. Digital. Done as one. soteria.uk - contact@soteria.uk - +44 (0)7769 264 693
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05 Al Security

Adopt Al as an advantage, not a new attack surface.

Al'brings new risks, including data poisoning, prompt injection, model theft, privacy exposure
and bias. We help you deploy, build and govern Al securely from the outset, aligned to the EU
Al Act, emerging UK standards and GDPR.

WHAT WE DELIVER

Al risk assessment and threat modelling ® Al governance, strategy and policy

Secure Al architecture and design Al supply chain and third-party risk

Prompt injection and LLM security Data privacy and Al compliance

Al security testing coordination Shadow Al detection and management

o Protected intellectual

v/ Secure Al adoption
property

v Risk-based Al governance

Security Architecture

Build security into your architecture, not around it.

Systems designed with security from the outset are more resilient, easier to defend and
cheaper to run. We design and review architectures across cloud, on-premises, hybrid and
OT environments, applying zero trust, defence in depth and least privilege.

WHAT WE DELIVER

Security architecture design Architecture review and assessment

Zero trust architecture Cloud security architecture

Network security architecture Application security architecture

OT and ICS security architecture Architecture documentation and patterns

Faster, confident

v Reduced attack surface v/ Scalable security deployment

Cyber. Digital. Done as one. soteria.uk - contact@soteria.uk - +44 (0)7769 264 693
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07 Digital Delivery

Senior delivery expertise for programmes that can’t afford to slip.

Most digital programmes fail because delivery is under-led, not because the technology is
wrong. Our senior practitioners bring structure, governance and accountability from day one,
with security and assurance moving alongside delivery rather than after it.

WHAT WE DELIVER

Programme and project management Delivery governance and assurance

Secure delivery integration Stakeholder management

® Supplier and contract management m Business change and adoption

Benefitsrealisation

Risk and issue management

v/ Ontime and on budget v No late-stage surprises v Clear accountability

08 Digital Transformation

Change that lands. Outcomes that last.

Transformation is a series of decisions: what to modernise, retire or build, in what order and
at what pace. We help senior leaders make those decisions properly, then deliver the change
with security, risk and architecture expertise built in.

WHAT WE DELIVER

® Transformation strategy and planning Cloud migration and modernisation

® | egacy system assessment and transition Security and risk integration

Operating model design Data strategy and migration

VVendor and technology selection ® Business case development

Transformation with . I .
v v/ Compliance built in v One team, start to finish

purpose

Cyber. Digital. Done as one. soteria.uk - contact@soteria.uk - +44 (0)7769 264 693
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09 Cryptography

Cryptography that holds up under scrutiny.

Cryptography is the control everything else depends on. We establish what you are actually
running, define the standard you need to meet, and put strategy, key management and
assurance in place, aligned to NCSC post-quantum timelines, JSP 430, |EC 62443, ISO 27001
and FIPS 140-3.

WHAT WE DELIVER

m Cryptographic strategy and policy Cryptographic discovery and inventory

Key management and PKI Cryptographic architecture and design

® Post-quantum readiness Approvals, custodianship and key material

Independent assurance and review Vendor and supply chain cryptography

Crypto h n
 Cryptography youca v Quantum readiness

evidence

WHY SOTERIA

Cyber. Digital. Done as one.

v Fewer cryptographic failures

Most consultancies are one or the other. Soteria brings cyber security and digital
together, delivered by a single integrated team.

A decade of expertise

Hands-on cyber and digital
experience in demanding
environments.

Framework-led

MoD JSPs, ISO 27001, Cyber
Essentials, IEC 62443 and
NCSC CAF.

Security built in

Embedded from concept to
operation, cutting rework
and delay.

Independent advice

VVendor-neutral guidance
pbased on your needs, not
product sales.

Risk in context

Technical detail turned into
clear, decision-ready insight.

Senior leadership

Senior direction from CISO as
a Service to programme
oversignt.

Cyber. Digital. Done as one.

soteria.uk - contact@soteria.uk - +44 (0)7769 264 693
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GETIN TOUCH

Speak to our cyber security
and digital experts today.

Get in touch to discuss your cyber, risk and digital requirements.

EMAIL PHONE

contact@soteria.uk +44 (0)7769 264 693

WEB HOURS

soteria.uk Monday to Friday, 9:00am to 5:00pm
OFFICE

Digital Mansion Corsham, The Mansion
House, Pickwick Road, Corsham SN13 9BL

ESSENTIALS ESSENTIALS

CERTIFIED AND ACCREDITED N / ‘/

CERTIFIED EERTIHIED

ARMED FORCES

COVENANT

Cyber. Digital. Done as one.

Two disciplines, one team.

Soteria Cyber & Digital Ltd - Company no. 16644123




