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1. CLIENT AND ENGAGEMENT INFORMATION
Client organization*					Primary contact name*
 



Contact email*						Contact phone number*
 



Engagement name / code*				Lead tester
 

First Last

Proposed start date*					Proposed end date* 



2. ASSESSMENT TYPE
☐External network penetration test
☐API security testing

☐Web application penetration test
☐Internal network penetration test

☐Social engineering / phishing
☐Mobile application pentest

☐Red team / adversary simulation
☐Purple team exercise

☐OT /ICS / SCADA assessment
☐Wireless network assessment

3. ENGAGEMENT METHODOLOGY
Knowledge level*☐Black box (zero knowledge)
☐White box (full knowledge)


☐Grey box (partial knowledge)
☐Crystal box (Source code access)


Testing approach*☐Black box (zero knowledge)


☐Grey box (partial knowledge)


☐White box (full knowledge)

Testing environment*☐Production
☐Development


☐Staging / pre-production
☐Isolated lab

5. SCOPE DEFINITION
In-scope IP ranges / CIDRs / hostnames*10.1.1.0/24
192.168.5.5
www.acmecorp.com




Explicitly out-of-scope systems / IP ranges



Total number of IPs and number of web applications (approx.)


Cloud environments in scope☐Azure
☐AWS
☐GCP
☐ Not applicable


6. RULES OF ENGAGEMENT
	Rule
	Value / detail

	Testing window (days/hours)
	Mon-Fri, 08:00am to 05:00pm CST

	After-hours testing permitted?
	☐No ☐Yes (with notice) ☐Yes (unrestricted)

	Destructive testing permitted?
	☐No ☐Yes (with notice) ☐Yes (unrestricted)

	DOS/DDOS simulation permitted?
	☐No ☐Yes (with notice) ☐Yes (unrestricted)

	Credential use permitted (existing accounts)?
	☐No ☐Yes (with notice) ☐Yes (unrestricted)

	Physical access permitted?
	☐No ☐Yes (with notice) ☐Yes (unrestricted)

	Emergency halt / abort contact
	Name | Phone Number



7. REPORTING AND DELIVERABLES
Report format
☐Executive summary + technical detail

☐Executive summary only

☐Technical detail only


Debrief / readout required?			Retest required?
☐Yes - Executive presentation
☐Yes – Critical/high only

☐Yes – technical walkthrough
☐Yes – All findings

☐Yes - both
☐No

☐No

Minimum finding severity level to report☐Critical
☐High
☐Medium
☐Low
☐Informational


8. COMPLIANCE & REGULATORY CONTEXT
☐PCI DSS
☐NIST CSF
☐ISO 27001
☐SOC 2
☐ No specific requirement


Additional compliance notese.g., PCI DSS annual requirement


9. SPECIAL CONSIDERATIONS
  Known fragile or sensitive systems (do not test aggressively)List them here


 Third-party systems / hosted services requiring separate authorizationList them here


Data handling requirementse.g., no PII to be exfiltrated or stored
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